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Trademarks

Copyright © PLANET Technology Corp. 2024.
Contents are subject to revision without prior notice.
PLANET is a registered trademark of PLANET Technology Corp. All other trademarks belong to their respective owners.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments and applications, and makes no
warranty and representation, either implied or expressed, with respect to the quality, performance, merchantability, or fitness for
a particular purpose. PLANET has made every effort to ensure that this User's Manual is accurate; PLANET disclaims liability
for any inaccuracies or omissions that may have occurred.

Information in this User's Manual is subject to change without notice and does not represent a commitment on the part of
PLANET. PLANET assumes no responsibility for any inaccuracies that may be contained in this User's Manual. PLANET makes
no commitment to update or keep current the information in this User's Manual, and reserves the right to make improvements to
this User's Manual and/or to the products described in this User's Manual, at any time without notice.

If you find information in this manual that is incorrect, misleading, or incomplete, we would appreciate your comments and
suggestions.

FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated
in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the Instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference in which case the user will be required to correct the
interference at his own expense.

CE Mark Warning

This device is compliant with Class A of CISPR 32. In a residential environment this equipment may cause radio interference.

Energy Saving Note of the Device

This power required device does not support Standby mode operation. For energy savings, please remove the power cable to
disconnect the device from the power circuit. Without removing the power cable, the device will still consume power from the
power source. In view of Saving the Energy and reducing the unnecessary power consumption, it is strongly suggested to
remove the power cable from the device if this device is not intended to be active.

WEEE Warning

To avoid the potential effects on the environment and human health as a result of the presence of hazardous
substances in electrical and electronic equipment, end users of electrical and electronic equipment should
understand the meaning of the crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted municipal
waste and have to collect such WEEE separately.
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1. INTRODUCTION

Thank you for purchasing PLANET 1GS-6325 Industrial Managed Switch series, which comes with multiple Gigabit Ethernet

copper ports and SFP/SFP+ fiber optic connectibility, and robust Layer 3 features in an IP30 rugged metal case.

“Industrial Managed Switch” is used as an alternative name in this user’'s manual.

1.1 Packet Contents

Open the box of the Industrial Managed Switch and carefully unpack it. The box should contain the following items:

Model Name IGS-6325- IGS-6325- IGS-6325- IGS-6325- IGS-6325-
16P4S 16T4S 16T4X 8T8S4X 8T8S

The Industrial

| | [ | [ | |
Managed Switch
Quick Installation

| | [ | [ | |
Guide
RS232 to RJ45

| | [ | [ | |
Console Cable
Wall Mounting Kit [ | | [ | | |
RJ45 Dust Caps 17 9
SFP/SFP+ Dust Cap 4 12 8

Model Name |55 g305. IGS-6325- IGS-6325- IGS-6325- IGS-6325- IGS-6325-

8T4X 8UP2S2X 8UP2S 5X1T 472X 4UP2X

The Industrial

| | | | | |
Managed Switch
Quick Installation

| | | | | |
Guide
RS232 to RJ45

| | | | | |
Console Cable
Wall Mounting Kit [ | [ | [ | [ | | |
RJ45 Dust Caps 9 2 5
SFP/SFP+ Dust Cap 4 4 2 5 2 2

If any of these are missing or damaged, please contact your dealer immediately.
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1.2 Product Description

PLANET IGS-6325 series, an Industrial Layer 3 Managed Switch that features multiple Gigabit TP/SFP ports and up to 4 10G
SFP+ ports in an IP30 rugged metal case, can be installed in any difficult environment. With high-density interfaces and large
capacity, the IGS-6325 series can handle extremely large amounts of data in a secure topology linking to an industrial backbone

or high capacity servers.

Industrial L3 Managed Switch

Model Name 55 6305, IGS-6325- IGS-6325- IGS-6325- IGS-6325- IGS-6325- IGS-6325-

8T8S4X 8T4X 8T8S 16T4S 16T4X 5X1T 472X

10/100/1000BASE-T
Copper
100/1G/2.5G/5G/10G
BASE-T Copper
10/100/1G/2.5GBASE-
T Copper

100/1000BASE-X SFP 8 - 8 4 - - -

1000/2500BASE-X
SFP
10GBASE-SR/LR
SFP+

Power over Ethernet
Standard

PoE Ports - - - - - - -

PoE Budget - - - - - - -

Power Input 12~48V DC x 2 or 24V AC 9~48V DC x 2 or 24V AC

Industrial L3 Managed PoE Switch

Model Name
IGS-6325-16P4S 1GS-6325-8UP2S IGS-6325-8UP2S2X 1GS-6325-4UP2X
10/100/1000BASE-T
16 8 8 -
Copper
100/1G/2.5G/5G/10GBASE-
T Copper
10/100/1G/2.5GBASE-T 4
Copper
100/1000BASE-X SFP 4 2 2 -
1000/2500BASE-X SFP - - - -
10GBASE-SR/LR SFP+ - - 2 2
Power over Ethernet
IEEE 802.3at PoE+ IEEE 802.3bt POE++ IEEE 802.3bt POE++ IEEE 802.3bt POE++

Standard
PoE Ports 16 8 8 4
PoE Budget 320 watts 360 watts 360 watts 360 watts
Power Input 48-56V DC x 2 48-54V DC x 2 48-54V DC x 2

The IGS-6325 series is capable of providing non-blocking switch fabric and wire-speed throughput. It greatly simplifies the tasks

of upgrading the industrial LAN for catering to increasing bandwidth demands.
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Advanced Manageable Solution for Hardened Environment

The 1GS-6325 series offers advanced yet user-friendly management interfaces for both IPv6 and IPv4, rich L2/L4 switching
functions, Layer 3 OSPFv2 dynamic routing capabilities, and advanced ITU-G.8032 ERPS Ring technology to improve rapid
self-recovery. The 1GS-6325 PoE models feature PLANET intelligent PoE functions for controlling PoE outdoor IP surveillance
and wireless network applications. They are designed to operate reliably and quietly, with stable performance in temperatures

ranging from -40 to 75 degrees C.

Layer 3 Routing Support
The 1GS-6325 series enables the administrator to conveniently boost network efficiency by configuring Layer 3 IPv4/IPv6 VLAN

static routing manually, and the IPv4 OSPFv2 (Open Shortest Path First) settings automatically. The OSPF is an interior
dynamic routing protocol for autonomous system based on link state. The protocol creates a database for link state by
exchanging link states among Layer 3 switches, and then uses the Shortest Path First algorithm to generate a route table based

on that database.

Cybersecurity Network Solution to Minimize Security Risks

The IGS-6325 Series supports SSHv2, TLS and SSL protocols to provide strong protection against advanced threats. It
includes a range of cybersecurity features such as DHCP Snooping, IP Source Guard, ARP Inspection Protection, 802.1x
port-based and MAC-based network access control, RADIUS and TACACS+ user accounts management, SNMPv3

authentication, and so on to complement it as an all-security solution.

Redundant Ring, Fast Recovery for Critical Network Applications

The 1GS-6325 series supports redundant ring technology and features strong, rapid self-recovery capability to prevent
interruptions and external intrusions. It incorporates advanced ITU-T G.8032 ERPS (Ethernet Ring Protection Switching)
technology, Spanning Tree Protocol (802.1s MSTP), and redundant power input system into customer’s industrial automation
network to enhance system reliability and uptime in harsh factory environments. In a simple Ring network, the recovery time of

data link can be as fast as 10ms.

%, Industrial MAN Switch

Industrial Ind Stl'.a|
PoE Switch 'S
witcl ") PoE Switch
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Modbus TCP Provides Flexible Network Connectivity for Factory Automation
With the supported Modbus TCP/IP protocol, the IGS-6325 series can easily integrate with SCADA systems, HMI systems and

other data acquisition systems in factory floors. It enables administrators to remotely monitor the industrial Ethernet switch’s
operating information, port information and communication status, thus easily achieving enhanced monitoring and maintenance

of the entire factory.

Digital Input and Digital Output for External Alarm
The 1GS-6325 series helps the network administrators efficiently manage the unexpected network situations by providing Digital

Input and Digital Output for external alarm device on the front panel. The Digital Input can be used to detect and log the status of
the external devices such as door intrusion detector. The Digital Output could be used to send an alarm whenever the 1GS-6325

series has port link-down or power failure.

Digital Input

Security OK! Alarm Warning Alarm Messaging
a
1 Mail
i
Uplink ——

p =

AT rrriiivi &
Door Detector (Closed) Door Detector (Opened)

Digital Output

. /
i /

DC Power Failure RJ45/Fiber Connection Link Down

Effective Alarm Alert for Better Protection
The 1GS-6325 series supports a Fault Alarm feature which can alert the users when there is something wrong with the switches.

With this ideal feature, the users would not have to waste time to find where the problem is. It will help to save time and human

resource.

Fault Alarm Feature

Mail

System
Log

DC RJ45/Fiber
Power Failure Connection Link Down
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1588 Precision Time Protocol for Industrial Computing Networks
The IGS-6325 series is ideal for telecom and carrier Ethernet applications, supporting MEF service delivery and timing over

packet solutions for IEEE 1588 and synchronous Ethernet.

Base Station

— 3

P

Grand Master

1GS-6325 Series
1588 PTP Transparent Clock 1588 PTP 2))

Base Station

10GBASESR/LR Fiber Optic Base Station

Redundant Power to Ensure Continuous Operation
The IGS-6325 series comes with dual power input design utilized as redundant power supply to ensure its continuous operation.

Its redundant power system is specifically designed to handle the demands of high-tech facilities requiring the highest power

integrity.

IPv6/IPv4 Dual Stack
Supporting both IPv6 and IPv4 protocols, the IGS-6325 series helps data centers, campuses, telecoms, and more to experience

the IPv6 era with the lowest investment as its network facilities need not be replaced or overhauled if the IPv6 FTTx edge

network is set up.

Robust Layer 2 Features
The 1GS-6325 series can be programmed for advanced switch management functions such as dynamic port link aggregation,

Q-in-Q VLAN, private VLAN, Multiple Spanning Tree Protocol (MSTP), Layer 2 to Layer 4 QoS, bandwidth control and
IGMP/MLD Snooping. Via the link aggregation of supporting ports, the IGS-6325 series allows the operation of a high-speed

trunk to combine with multiple fiber ports and supports fail-over as well.

111111110 L 111l 11LIC
[ ]
L2/L4 L2/L4
Managed Switch ] L L] L ® Managed Switch
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Efficient Management
For efficient management, the 1GS-6325 Series is equipped with console, Web and SNMP management interfaces.
e  With the built-in Web-based management interface, the IGS-6325 Series offers an easy-to-use, platform-independent
management and configuration facility.
e For text-based management, it can be accessed via Telnet and the console port.
e  For standard-based monitor and management software, it offers SNMPv3 connection which encrypts the packet

content at each session for secure remote management.
" s -Secure Management

Remote Management Solution

PLANET's Universal Network Management System (UNI-NMS) and CloudViewerPro app support IT staff by remotely
managing all network devices and monitoring PDs' operational statuses. Thus, they're designed for both the enterprises and
industries where deployments of PDs can be as remote as possible, without having to go to the actual location once a bug or
faulty condition is found. With the UNI-NMS, NMSViewerPro app or CloudViewerPro app, all kinds of businesses can now be

speedily and efficiently managed from one platform.

Vrul

Jraner
NMS Controller CloudViewerPro App

Powerful Security
The IGS-6325 series offers a comprehensive Layer 2 to Layer 4 Access Control List (ACL) for enforcing security to the edge. It

can be used to restrict network access by denying packets based on source and destination IP address, TCP/UDP ports or
defined typical network applications. Its protection mechanism also comprises 802.1X Port-based and MAC-based user, and
device authentication. With the private VLAN function, communication between edge ports can be prevented to ensure user
privacy. The 1GS-6325 series also provides DHCP Snooping, IP Source Guard and Dynamic ARP Inspection functions to
prevent IP snooping from attack and discard ARP packets with invalid MAC address. The network administrators can now

construct highly-secure corporate networks with considerably less time and effort than before.

18
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Excellent Traffic Control
The IGS-6325 series is loaded with powerful traffic management and QoS features to enhance connection services by telecoms

and ISPs. The QoS features include wire-speed Layer 4 traffic classifiers and bandwidth limit that are particularly useful for
multi-tenant units, multi-business units, Telco and network service providers’ applications. It also empowers the industrial
environment to take full advantage of the limited network resources and guarantees the best performance in VolP and video

conferencing transmission.

Flexible and Extendable 10Gb Ethernet Solution
10G Ethernet is a big leap in the evolution of Ethernet. Each of the 10G SFP+ slots in the IGS-6325-8UP2S2X and

1GS-6325-8T8S4X supports dual speed and 10GBASE-SR/LR or 1000BASE-SX/LX. With up to 4 ports 10G Ethernet link
capability and additional Gigabit optic fiber link capability, the administrator now can flexibly choose the suitable SFP/SFP+
transceiver according to the transmission distance or the transmission speed required to extend the network efficiently. The

1GS-6325 series provides broad bandwidth and powerful processing capacity.

Intelligent SFP Diagnosis Mechanism
The 1GS-6325 series supports SFP-DDM (Digital Diagnostic Monitor) function that greatly helps network administrator to easily

monitor real-time parameters of the SFP, such as optical output power, optical input power, temperature, laser bias current, and

transceiver supply voltage.

----o SFP DDM (Digital Diagnostic Monitor) o----

f

Voltage Ammeter Temperature Power Power
Transceiver Receiver

High Power PoE for Security and Public Service Applications
As the whole system comes with a total 320-watt/360-watt PoE budget, the IGS-6325-16P4S, 1GS-6325-8UP2S2X and

1GS-6325-4UP2X are designed specifically to satisfy the growing demand of higher power consuming network PDs (powered
devices) such as multi-channel (802.11a/b/g/n) wireless LAN access points, PTZ (pan, tilt, zoom) speed dome network cameras

and other PoE network devices.
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Convenient and Smart ONVIF Devices with Detection Feature

PLANET has developed a new ONVIF Support feature, designed specifically for use with video IP surveillance. With just one
click in the GUI of the IGS-6325 PoE models, clients can search for and display all ONVIF devices via network application.
Clients can also upload floor images to the switch series, making it easy to plan and inspect surveillance and other device

deployments. Additionally, clients can view real-time surveillance information and online/offline status, and control PoE reboots

from the GUI.

Add to of ONVIF
GOMIR Device List IP Camera Monitoring
OnwviF >

IP Camera IP Camera IP Camera NVR
Onvir

Intelligent Alive Check for Powered Device
The 1GS-6325 PoE models can be configured to monitor connected PD’s status in real time via ping action. Once the PD stops
working and responding, the 1GS-6325 PoE models will recycle the PoE port power and bring the PD back to work. It also

greatly enhances the reliability in that the PoE port will reset the PD power, thus reducing administrator's management burden.

PD Alive Check

m PoE Device Status Good!! m Checking alive status for 3 times
Ping Request
> =3 "
g — i
m— . NC | N
Ping Echo No Response!
W Restart PoE device if without response Restart PoE Device
Alarm Notification
o~ PoE — ‘
. ™
A W B e
o " !
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PoE Schedule for Energy Savings

Under the trend of energy savings worldwide and contributing to environmental protection on the Earth, the IGS-6325 PoE
models can effectively control the power supply besides its capability of giving high watts power. The built-in “PoE schedule”
function helps you to enable or disable PoE power feeding for each PoE port during specified time intervals and it is a powerful

function to help SMBs or enterprises save power and money.

PoE Schedule

17:00~08:00

B E

o & G

12 Watts 12 Watts

08:00~17:00

BE o

@ a a

Ly

12 Watls 12 Watts

Total Consumption of 36 watts/hr Save 24 watts/hr during off-business hours
* Total Saved = 10800watts/month

Scheduled Power Recycling
The IGS-6325 PoE models allows each of the connected PoE IP cameras or PoE wireless access points to reboot at a specific

time each week. Therefore, it will reduce the chance of IP camera or AP crash resulting from buffer overflow.

IP Camera

AP Router

PoE lighting é

||E IP Phone

SMTWT

Door Phone

Automatically Reboot
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1.3 How to Use This Manual

This User’s Manual is structured as follows:
Section 2, INSTALLATION
The section explains the functions of the Industrial Managed Switch and how to physically install the Industrial
Managed Switch.
Section 3, SWITCH MANAGEMENT
The section contains the information about the software function of the Industrial Managed Switch.
Section 4, WEB CONFIGURATION
The section explains how to manage the Industrial Managed Switch by Web interface.
Section 5, SWITCH OPERATION
The chapter explains how to do the switch operation of the Industrial Managed Switch.
Section 6, TROUBLESHOOTING
The chapter explains how to do troubleshooting of the Industrial Managed Switch.
Appendix A
The section contains cable information of the Industrial Managed Switch.
Appendix B

The section contains glossary information of the Industrial Managed Switch.
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1.4 Product Features

> Industrial Case and Installation
B |P30 aluminum case
DIN-rail or wall-mount design
Redundant power with reverse polarity protection
Supports 4KV Conduct / 8KV Air DC Ethernet ESD protection

-40 to 75 degrees C operating temperature

> Industrial Protocol
B Modbus TCP for real-time monitoring in the SCADA system
B |EEE 1588v2 PTP (Precision Time Protocol) transparent clock mode

» Digital Input and Digital Output
2 Digital Input (DI)

B 2 Digital Output (DO)
B [ntegrates sensors into auto alarm system
B Transfers alarm to IP network via email and SNMP trap

» Layer 3 IP Routing Features
B Supports maximum 128 static routes and route summarization
B [Pv4 dynamic routing protocol supports OSPFv2
B [Pv4/IPv6 hardware static routing
]

Routing interface provides per VLAN routing mode

» Layer 2 Features
® High performance of Store-and-Forward architecture, and runt/CRC filtering eliminates erroneous packets to optimize
the network bandwidth

W Storm control support
- Broadcast/Multicast/Unknown unicast

m Supports VLAN
- IEEE 802.1Q tagged VLAN
- Provides Bridging (VLAN Q-in-Q) support (IEEE 802.1ad)
- Private VLAN Edge (PVE)
- Protocol-based VLAN
- MAC-based VLAN
- IP subnet-based VLAN
- Voice VLAN

- GVRP (GARP VLAN Registration Protocol)
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Supports Spanning Tree Protocol
- IEEE 802.1D Spanning Tree Protocol (STP)

- IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
- IEEE 802.1s Multiple Spanning Tree Protocol (MSTP), spanning tree by VLAN
- BPDU Guard
Supports Link Aggregation
- 802.3ad Link Aggregation Control Protocol (LACP)
- Cisco ether-channel (static trunk)
- Maximum 14 trunk groups, with 16 ports for each trunk
- Up to 32Gbps bandwidth (full duplex mode)
Supports port mirror (many-to-1)
Port mirroring monitors the incoming or outgoing traffic on a particular port
Loop protection to avoid broadcast loops
Supports ITU-T G.8032 ERPS (Ethernet Ring Protection Switching)
Compatible with Cisco Uni-directional link detection (UDLD) that monitors a link between two switches and blocks
the ports on both ends of the link if the link fails at any point between the two devices
IEEE 1588v2 and Synchronous Ethernet network timing
Link Layer Discovery Protocol (LLDP)

»  Quality of Service

Ingress shaper and egress rate limit per port bandwidth control
8 priority queues on all switch ports

Traffic classification
® |EEE 802.1p CoS

® ToS/DSCP/IP Precedence of IPv4/IPv6 packets

® |P TCP/UDP port number

® Typical network application
Strict priority and Weighted Round Robin (WRR) CoS policies
Traffic policing on the switch port

DSCP remarking
Voice VLAN

» Multicast

Supports IPv4 IGMP snooping v1, v2 and v3
Supports IPv6 MLD snooping v1 and v2
Querier mode support

IPv4 IGMP snooping port filtering

IPv6 MLD snooping port filtering

MVR (Multicast VLAN Registration)
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» Security

Authentication

- IEEE 802.1x port-based/MAC-based network access authentication

- IEEE 802.1x authentication with guest VLAN

- Built-in RADIUS client to cooperate with the RADIUS servers

RADIUS/TACACS+ users access authentication

- Guest VLAN assigns clients to a restricted VLAN with limited services

Access Control List

- IP-based Access Control List (ACL)

- MAC-based Access Control List (ACL)
Source MAC/IP address binding

DHCP Snooping to filter distrusted DHCP messages

User’s Manual of IGS-6325 series

Dynamic ARP Inspection discards ARP packets with invalid MAC address to IP address binding

IP Source Guard prevents IP spoofing attacks

IP address access management to prevent unauthorized intruder

» Management

IPv4 and IPv6 dual stack management

Switch Management Interfaces

Console/Telnet command line interface

- Web switch management

SNMP v1, v2c, and v3 switch management
- SSHv2 and TLSv1.2 secure access
IPv6 address/NTP management
Built-in Trivial File Transfer Protocol (TFTP) client
BOOTP and DHCP for IP address assignment
System Maintenance
- Firmware upload/download via HTTP/TFTP
- Reset button for system reboot or reset to factory default
- Dual images
DHCP Functions:
- DHCP Relay
- DHCP Option 82
- DHCP Server
User privilege levels control
NTP (Network Time Protocol)
Link Layer Discovery Protocol (LLDP) and LLDP-MED
Network diagnostic

- SFP-DDM (Digital Diagnostic Monitor)

- Cable diagnostic technology provides the mechanism to detect and report potential cabling issues

- ICMPv6/ICMPV4 remote ping
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SMTP/Syslog remote alarm

Four RMON groups (history, statistics, alarms and events)

SNMP trap for interface link up and link down notification

System Log

PLANET Smart Discovery Utility for deployment management

PLANET UNI-NMS (Universal Network Management) and CloudViewer app for deployment management

> Power over Ethernet

1IGS-6325-16P4S, 1GS-6325-8UP2S, 1GS-6325-8UP2S2X and 1GS-6325-4UP2

Auto detects powered device (PD)

Circuit protection prevents power interference between ports

Remote power feeding up to 100m (Power can reach up to 160m when the extended mode is enabled.)
PoE management features

- Total PoE power budget control

- Per port PoE function enable/disable
- PoE admin-mode control

- PoE port power feeding priority

- Per PoE port power limit

- PD classification detection

Intelligent PoE features

- Temperature threshold control
- PoE usage threshold control

- PD alive check

- PoE schedule

Provides ONVIF for cooperating with PLANET IP video surveillance
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1GS-6325 PoE Models

Product

IGS-6325-16P4S

IGS-6325-8UP2$‘ 1GS-6325-8UP2S2X

IGS-6325-4UP2X

Hardware Specifications ‘

16 4
8
10/100/1000BASE-T 10/100/1000/2500
Copper Ports 10/100/1000BASE-T RJ45
RJ45 ,auto-MDI/MDI- BASE-T RJ45
auto-MDI/MDI-X ports
X ports auto-MDI/MDI-X ports
4
1000BASE-SX/LX/B )
. 2 1000BASE-SX/LX/BX SFP interfaces
X SFP interfaces . ]
SFP Slots Compatible with 100BASE-FX SFP and --

Compatible with
100BASE-FX and
2500BASE-X SFP

2500BASE-X SF

10G SFP+ Slots

2 10GbBASE-SR/LR SFP+ interfaces

- Compatible with 1000BASE-SX/LX/BX SFP

transceiver

PoE Injector Port

16 ports with
802.3at/af PoE+ PSE

8 ports with 802.3bt PoE++ PSE

4 ports with 802.3bt
PoE++ PSE

Console

1 x RJ45-t0-RS232 serial port (115200, 8, N, 1)

Jumbo Frame

10K bytes

Reset Button

< 5 sec: System reboot

> 5 sec: Factory default

ESD Protection

Conduct 4KV DC / Air 8KV DC

Enclosure IP30 aluminum case
Installation DIN-rail kit and wall-mount kit
Removable 6-pin terminal block for power input
Pin 1/2 for Power 1, Pin 3/4 for fault alarm, Pin 5/6 for Power 2
Connector . . :
Removable 6-pin terminal block for DI/DO interface
Pin 1/2 for DI 1 & 2, Pin 3/4 for DO 1 & 2, Pin 5/6 for GND
Alarm One relay output for power failure. Alarm relay current carry ability: 1A @ 24V DC

Digital Input (DI)

2 digital input:

Level 0: -24~2.1V (+0.1V)
Level 1: 2.1~24V (£0.1V)
Input load to 24V DC, 10mA max.

Digital Output

2 Digital Output (DO)

Open collector to 24V DC, 100mA max.

Dimensions (W x D x H)

76 x 135 x 152 mm

86 x 107 x 152 mm

76 x 135 x 152 mm

Weight

1,530g

11529 | 1,355g

1,319¢g

Power Requirements

48~54V DC (>51V
DC for PoE+ output

Dual DC 48~54V, 8.5A max.
(>52V DC for 802.3bt PoE++

Dual DC 48~54V, 8.3A
max. (>52V DC for
802.3bt PoE++ output

recommended) output recommended)
recommended)
System
Power Max. 12.1 watts Max. 11.93 watts Max. 27.6 watts Max. 8.9 watts
on
Consumptio i
u
n . Max. 350 watts Max. 381.5 watts Max. 415.2 watts Max. 381 watts
loading
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Switching Specifications

Switch Architecture

Store-and-Forward

Switch Fabric

52Gbps/non-blocking

26Gbps/non-bloc

. 66Gbps/non-blocking
king

60Gbps/non-blocking

Throughput (packet per| 38.6Mpps@ 64 bytes| 19.3Mpps@ 64 | 56.55Mpps@ 44.462Mpps@
second) packet bytes packet 64 bytes packet 64 bytes packet
Address Table 32K entries, automatic source address learning and aging 8K entries
Shared Data Buffer 32Mbits

Jumbo Frame 10Kbytes

Flow Control

Power Over Ethernet

PoE Standard

IEEE 802.3x pause frame for full-duplex
Back pressure for half-duplex

IEEE 802.3at Power
over Ethernet

IEEE 802.3bt PoE++ Type-4 /PSE

PoE Extend Mode

Plus/PSE
End-span + Mid-span
PoE Power Supply Type End-span End-span
Mid-span
Power Pin Assignment 1/2(+), 3/6(-) 1/2(-), 3/6(+), 4/5(+), 7/8(-)
Per port 48V~51V
IEEE DC (depending on
802.3af the power supply),
max. 15.4 watts
PoE Power Per port 51V~54V
Output IEEE DC (depending on
Per port 48V ~ 54VDC, max. 36 watts
802.3at the power supply),
max. 36 watts
IEEE
-- Per port 48V ~ 54VDC, max. 95 watts
802.3bt
48V DC .
. - 240W maximum --
input
PoE Power - Single power input:
Budget 52~56V 240W maximum - Single power input: 240W maximum
DC input | - Dual power input: - Dual power input: 360W maximum
360W maximum
Max. Number of Class 3
16 8 4
PDs
Max. Number of Class 4
10 8 4
PDs
Max. Number of bt 6 4
Type-3 PDs
Max. Number of bt 4 4
Type-4 PDs

PoE Management Functions

Yes, max. 160 meters

Active PoE Device Live
Detection

Yes

PoE Power Recycling

Yes, daily or preintended schedule
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PoE Schedule 4 schedule profiles

System PoE Admin control

PoE management mode control (Consumption / Allocation mode)

PoE System Auto power input and PoE budget control
Management
Over-termperature threshold alarm
PoE usage threshold alarm
Port Enable/Disable | Port Enable/Disable/Schedule
/Schedule PoE mode control
PoE mode control - 802.3bt
- 802.3at - 802.3at End-span
PoE Port Management - 802.3af - 802.3at Mid-span
Port Priority Standard/Legacy/Force mode
Power Allocation Extended Mode
Port Priority
Power Allocation (if global Allocation mode is enabled)

Layer 2 Functions ‘

Port disable/enable
Auto-negotiation 10/100/1000Mbps full and half duplex mode selection

Port Configuration .

Flow control disable/enable

Power saving mode control

Display each port’s speed duplex mode, link status, flow control status,
Port Status

auto negotiation status, trunk status

TX/RX/Both
Many-to-1 monitor

IEEE 802.1Q tag-based VLAN

IEEE 802.1ad Q-in-Q tunneling

Private VLAN Edge (PVE)

MAC-based VLAN

VLAN Protocol-based VLAN

Voice VLAN

MVR (Multicast VLAN Registration)

GVRP (GARP VLAN Registration Protocol)
Up to 4K VLAN groups, out of 4094 VLAN IDs

IEEE 802.3ad LACP/static trunk

Supports 10 trunk groups with 4 ports per trunk group
IEEE 802.1D Spanning Tree Protocol

IEEE 802.1w Rapid Spanning Tree Protocol

IEEE 802.1s Multiple Spanning Tree Protocol

BPDU Guard

IPv4 IGMP (v1/v2/v3) snooping
IPv4 IGMP querier mode support
IGMP Snooping IPv4 IGMP Snooping port filtering
Supports 255 IGMP groups
Multicast VLAN Registration

IPv6 MLD (v1/v2) snooping,
MLD Snooping IPv6 MLD querier mode support
Supports 255 MLD groups

Supports ERPS, and complies with ITU-T G.8032
Recovery time < 10ms @ 3 nodes

Port Mirroring

Link Aggregation

Spanning Tree Protocol

Ring
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Recovery time <560ms @ 16 nodes
Supports major ring and sub-ring

Synchronization

IEEE 1588v2 PTP (Precision Time Protocol)
Peer-to-peer transparent clock
End-to-end transparent clock

QoS

Traffic classification based, strict priority and WRR
8-level priority for switching

- Port number

- 802.1p priority

- 802.1Q VLAN tag

- DSCP/TOS field in IP packet

Bandwidth Control

Layer 3 Functions

IP Interfaces

Per port bandwidth control
Ingress: 500Kb~1000Mbps
Egress: 500Kb~1000Mbps

Max. 128 VLAN interfaces

Routing Table

Max. 128 routing entries

Routing Protocols

Security Functions

Access Control List

IPv4 software static routing
IPv6 software static routing
IPv4 OSPFv2 dynamic routing

IP-based ACL/MAC-based ACL
ACL based on:

- MAC Address

- IP Address

- Ethertype

- Protocol Type

-VLAN ID

- DSCP

- 802.1p Priority
Up to 512 entries

Port security
IP source guard, up to 512 entries

Management

Basic Management
Interfaces

Security Dynamic ARP inspection, up to 1K entries
Command line authority control based on user level
Static MAC address, up to 64 entries
RADIUS client
AAA .
TACACSH+ client
IEEE 802.1x port-based network access control
Network Access _
MAC-based authentication
Control

Local/RADIUS authentication

Console; Telnet; Web browser; SNMP v1, v2c

Secure Management
Interfaces

SSHv1/SSHv2, TLSv1.2, SNMP v3

System Management

Firmware upgrade by HTTP protocol through Ethernet network
Configuration upload/download through HTTP
Remote syslog
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System log

LLDP protocol

NTP

PLANET Smart Discovery Utility
PLANET CloudViewer app

Remote Syslog
Event Management System log
SMTP

ONVIF device discovery

ONVIF ONVIF device monitoring
Floor map

RFC 1213 MIB-II

IF-MIB

RFC 1493 Bridge MIB

RFC 1643 Ethernet MIB

RFC 2863 Interface MIB

RFC 2665 Ether-Like MIB

RFC 2819 RMON MIB (Groups 1, 2, 3 and 9)
RFC 2737 Entity MIB

SNMP MiBs RFC 2618 RADIUS Client MIB
RFC 2933 IGMP-STD-MIB

RFC 3411 SNMP-Frameworks-MIB
RFC 3621 Power Ethernet MIB
IEEE 802.1X PAE

LLDP

MAU-MIB

RFC 4292 IP Forward MIB

RFC 4293 IP MIB

Standards Conformance ‘

FCC Part 15 Class A
CE:
Regulatory Compliance EN55032
EN55035
EN 62368-1/IEC 62368-1: 2014

IEC60068-2-32 (free fall)
Stability Testing IEC60068-2-27 (shock)
IEC60068-2-6 (vibration)

IEEE 802.3 10BASE-T

IEEE 802.3u 100BASE-TX/100BASE-FX

IEEE 802.3z Gigabit SX/LX

IEEE 802.3ab Gigabit 1000T

IEEE 802.3ae 10Gb/s Ethernet (IGS-6325-8UP2S2X)
IEEE 802.3x flow control and back pressure
Standards Compliance | IEEE 802.3ad port trunk with LACP

IEEE 802.1D Spanning Tree Protocol

IEEE 802.1w Rapid Spanning Tree Protocol
IEEE 802.1s Multiple Spanning Tree Protocol
IEEE 802.1p Class of Service

IEEE 802.1Q VLAN tagging

IEEE 802.1X Port Authentication Network Control
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IEEE 802.1ab LLDP

IEEE 802.3af Power over Ethernet

IEEE 802.3at Power over Ethernet Plus

IEEE 802.3bt Power over Ethernet Plus Plus (IGS-6325-8UP2S/IGS-6325-8UP252X)
IEEE 802.3ah OAM

IEEE 802.1ag Connectivity Fault Management (CFM)
IEEE 802.3az Energy Efficient Ethernet (EEE)

RFC 768 UDP

RFC 783 TFTP

RFC 791 IP

RFC 792 ICMP

RFC 2068 HTTP

RFC 1112 IGMP v1

RFC 2236 IGMP v2

RFC 3376 IGMP v3

RFC 2710 MLD v1

RFC 3810 MLD v2

RFC 2328 OSPF v2

ITU-T G.8032 ERPS Ring

ITU-T Y.1731 Performance Monitoring

Environment ‘

Operating Temperature | -40 ~ 75 degrees C

Storage Temperature -40 ~ 85 degrees C

Humidity 5 ~ 95% (non-condensing)

32



PLANET

Networking & Communication

- 4

B Non-PoE model (IGS-6325-16T4S / 1IGS-6325-16T4S / 1GS-6325-5X1T / 1GS-6325-4T2X)
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Product

Hardware Specif

Copper Ports

IGS-6325-16T4S

ications

1GS-6325-16T4X

16 10/100/1000BASE-T RJ45 auto-MDI/MDI-X

1IGS-6325-5X1T

1 10GBASE-T RJ45 auto
negotiation port
Supports

1IGS-6325-4T2X

4 2.5GBASE-T RJ45
auto negotiation port
Supports

orts
P 10G/5G/2.5G/1G/100Mbp | 2.5G/1G/100/10Mbps
s data rate data rate
4
SEP Ports 100/1000/2500BASE-X B B
SFP slot interfaces
(Port-17 to Port-20)
4 10GBASE-SR/LR SFP+| 5 10GBASE-SR/LR SFP+| 2 10GBASE-SR/LR
slots slots SFP+ slots
Backward compatible Backward compatible with| Backward compatible
SFP+ Ports -- with 100BASE-FX, with 100BASE-FX,
1000BASE-SX/LX/BX 1000BASE-SX/LX/BX and| 1000BASE-SX/LX/BX
and 2500BASE-X SFP 2500BASE-X SFP and 2500BASE-X SFP
transceivers transceivers transceivers
Console 1 x RJ45-t0-RS232 serial port (115200, 8, N, 1)

Reset Button

< 5 sec: System reboot

> 5 sec: Factory default

Removable 6-pin terminal block for power input

Pin 1/2 for Power 1, Pin 3/4 for fault alarm, Pin 5/6 for Power 2

Connector
Removable 6-pin terminal block for DI/DO interface
Pin 1/2 for DI 1 & 2, Pin 3/4 for DO 1 & 2, Pin 5/6 for GND
Alarm One relay output for power failure. Alarm relay current carry ability: 1A @ 24V DC

Digital Input (DI)

2 digital input:

Level 0: -24~2.1V (£0.1V)
Level 1: 2.1~24V (1£0.1V)
Input load to 24V DC, 10mA max.

Digital Output
(bO)

2 digital output:

Open collector to 24VDC, 100mA

Enclosure IP30 aluminum case
Installation DIN-rail or wall mounting
SDRAM 512Mbytes 2048Mbytes 512Mbytes

Flash Memory

64Mbytes

Dimensions (W

76 x 107 x 152 mm

96 x 107 x 152 mm

80 x 135 x 135 mm

60 x 135 x 135 mm

x D x H)
Weight 1,168g 1,503g 1,550g 1,129¢g
Power DC 9~48V, 3.3A max. DC 9~48V, 3.3A max. DC 9~48V, 4A max. DC 9~48V, 3A max.

Requirements

AC 24V, 1.2A max.

AC 24V, 2A max.

AC 24V, 2A max.

AC 24V, 1.5A max.
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LED Indicators

Switch
Architecture

Power 1 (Green)
Power 2 (Green)
Fault Alarm (Red)
Ring (Green)
Ring Owner (Green)
DIDO (Red)
Per 10/100/1000T RJ45
Port:
1000Mbps LNK/ACT
(Green)
10/100Mbps
LNK/ACT (Amber)

Per SFP Port:
1000Mbps LNK/ACT
(Green)
100Mbps LNK/ACT
(Amber)

Store-and-Forward

Power 1 (Green)
Power 2 (Green)
Fault Alarm (Red)
Ring (Green)
Ring Owner (Green)
DIDO (Red)
Per 10/100/1000T RJ45
Port:
1000Mbps LNK/ACT
(Green)
10/100Mbps LNK/ACT
(Amber)

Per SFP+ Port:
1G/2.5Gbps LNK/ACT
(Green)
10Gbps LNK/ACT

(Amber)

Power 1 (Green)

Power 2 (Green)

Fault Alarm (Red)

Ring (Green)

Ring Owner (Green)

DIDO (Red)
Per
100/1G/2.5G/5G/10GBAS
E-T RJ45 Port:

100/2.5G/5Gbps LNK

(Green)

1G/10Gbps LNK (Amber)

Per 1G/2.5G/10GBASE-X
SFP+ Port:
1G/10Gbps LNK/ACT
(Amber)
2.5Gbps LNK/ACT
(Green)

DC input: DC input: DC input: DC input:
Max. 9.12 watts/32BTU | Max. 14.4 Max. 14.88 Max. 9.1 watts/31BTU
(system on) watts/49.13BTU watts/50.8BTU (system on)
Max. 26.04 watts/89 (system on) (system on) Max. 22.5
BTU (Full loading) Max. 24 watts/81.89 BTU | Max. 22.08 watts/76.7BTU (Full
(Full loading) watts/75.3BTU (Full loading)
Power loading)
Consumption AC 24V input: AC 24V input: AC 24V input: AC 24V input:
Max. 12 watts/41BTU | Max. 13.5 Max. 15 watts/51.2BTU Max. 8.9
(system on) watts/46.06BTU (system | (system on) watts/30.3BTU (system
Max. 29 watts/99 BTU | on) Max. 21 watts/71.7BTU on)
(Full loading) Max. 23 watts/78.48 BTU | (Full loading) Max. 21.6
(Full loading) watts/73.6BTU (Full
loading)
ESD Protection 6KVDC
Surge 4KVDC 6KVDC
Protection
System: System: System: System:

Power 1 (Green)
Power 2 (Green)
Fault Alarm (Red)
Ring (Green)
Ring Owner (Green)
DIDO (Red)
Per
10/100/1G/2.5GBASE-T
RJ45 Port:
1G/2.5Gbps LNK/ACT
(Green)
10/100 LNK/ACT
(Amber)
Per
1G/2.5G/10GBASE-X
SFP+ Port:
10Gbps LNK/ACT
(Amber)
1G/2.5Gbps LNK/ACT
(Green)

Switching Specifications

Switch Fabric

52Gbps/non-blocking

112Gbps/non-blocking

120Gbps/non-blocking

60Gbps/non-blocking

Throughput

38.6Mpps@64Bytes

83.3Mbps@64Bytes

89.285Mpps@64Bytes

44.462Mpps@64Bytes

Address Table

32K entries, automatic

source address

32K entries, automatic

source address learning

32K entries, automatic

source address learning

8K entries, automatic

source address

learning and aging and aging and aging learning and aging
Shared Data 32Mbits
Buffer
Jumbo Frame 10K bytes
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IEEE 802.3x pause frame for full duplex
Flow Control
Back pressure for half duplex

Layer 3 Functions

IP Interfaces Max. 128 VLAN interfaces Max. 128 VLAN interfaces Max. 32 VLAN
interfaces
Max. 512 static route Max. 32 static route
Max. 128 routing entries entries entries
Routing Table ) )
Max. 4K H/W routing table entries Max. 3072 routing table Max. 1K routing table
entries entries
OSPFv2 dynamic IPv4 RIPv1/v2 for IPv4 RIPV2
routing dynamic routing | IPv4 OSPFv2
IPv4 hardware static |PV4. OSPFv2 for dynamic IPV6 OSPEV3
tin routing
Routing routing IPv4 hardware static IPv4 hardware static routing
IPv6 hardware static i ] ]
Protocols routing IPv6 hardware static routing
routing IPv6 OSPFv3 for dynamic
routing
IPv6 hardware static
routing
Layer 2 Functions
Port disable/enable Port disable/enable
Auto-negotiation 10/100/1000Mbps full and half Auto-negotiation Auto-negotiation
duplex mode selection 10/100/1000Mbps full and| 10/100/1000/2500Mbps
Port
Flow control disable/enable half duplex mode full and half duplex
Configuration ) .
Port link capability control selection mode selection
Flow control disable/enable
Port link capability control

Display each port’s speed duplex mode, link status, flow control status, auto-negotiation status, trunk
Port Status
status

TX/RX/Both

Many-to-1 monitor
Port Mirroring
RMirror — Remote Switched Port Analyzer (Cisco RSPAN)

Supports up to 5 sessions

IEEE 802.1Q tagged VLAN
IEEE 802.1ad Q-in-Q tunneling
Private VLAN Edge (PVE)
MAC-based VLAN
Protocol-based VLAN

VLAN
Voice VLAN

IP Subnet-based VLAN

MVR (Multicast VLAN registration)

GVRP

Up to 4K VLAN groups, out of 4096 VLAN IDs

35



o

Link
Aggregation

PLANET

Networking & Communication

User’s Manual of IGS-6325 series

IEEE 802.3ad LACP/static trunk
12 trunk groups with 14 ports per trunk group

IEEE 802.3ad LACP/static trunk

3 trunk groups with 6 ports per trunk group

Spanning Tree

Protocol

IEEE 802.1D Spanning Tree Protocol
IEEE 802.1w Rapid Spanning Tree Protocol
IEEE 802.1s Multiple Spanning Tree Protocol

Supports 7 MSTP instances

BPDU Guard, BPDU filtering and BPDU transparent

Root Guard

IGMP Snooping

IPv4 IGMP (v1/v2/v3) snooping
IPv4 IGMP querier mode support
Supports 255 IGMP groups

MLD Snooping

IPv6 MLD (v1/v2) snooping,
IPv6 MLD querier mode support
Supports 255 MLD groups

Per port bandwidth control

Per port bandwidth control

Bandwidth
- | Ingress: 100Kbps~1000Mbps Ingress: 10Kbps~13128Mbps
ontro
Egress: 100Kbps~1000Mbps Egress: 10Kbps~13128Mbps
Supports ERPS, and complies with ITU-T G.8032
Recovery time < 10ms @ 3 nodes
Ring

Recovery time <50ms @ 16 nodes

Supports Major ring and sub-ring

Synchronization

IEEE 1588v2 PTP(Precision Time Protocol)
- Peer-to-peer transparent clock

- End-to-end transparent clock

QoS

Security Functio

Access Control

List

Traffic classification based, strict priority and WRR
8-level priority for switching:

- Port number

- 802.1p priority

- 802.1Q VLAN tag

- DSCP/TosS field in IP packet

ns

IP-based ACL/MAC-based ACL
ACL based on:

- MAC Address

- IP Address

- Ethertype

- Protocol Type

-VLAN ID

- DSCP

- 802.1p Priority

Up to 256 entries

IP-based ACL/MAC-based ACL
ACL based on:

- MAC Address

- IP Address

- Ethertype

- Protocol Type

-VLAN ID

- DSCP

- 802.1p Priority

Up to 512 entries
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Port security Port security
IP source guard, up to 512 entries IP source guard, up to 512 entries

Security Dynamic ARP inspection, up to 1K entries Dynamic ARP inspection, up to 1K entries
Command line authority control based on user level| Command line authority control based on user level
Static MAC address, up to 64 entries Static MAC address, up to 64 entries
RADIUS client

AAA

TACACS+ client

Network Access

Control

IEEE 802.1x port-based network access control
MAC-based authentication

Local/RADIUS authentication

Basic
Management Console; Telnet; Web browser; SNMP v1, v2c
Interfaces
Secure
Management SSHv2, TLS v1.2, SNMPv3
Interfaces
Firmware upgrade by HTTP protocol through Ethernet network
Configuration upload/download through HTTP
Remote Syslog
System System log
Management LLDP protocol
NTP
PLANET Smart Discovery Utility
PLANET CloudViewer app
RFC 1213 MIB-II
RFC 1493 Bridge MIB
RFC 1643 Ethernet MIB
RFC 2863 Interface MIB
RFC 2665 Ether-Like MIB
RFC 2819 RMON MIB (Group 1, 2, 3 and 9)
RFC 2737 Entity MIB
RFC 2618 RADIUS Client MIB
SNMP MIBs RFC 2863 IF-MIB

RFC 2933 IGMP-STD-MIB

RFC 3411 SNMP-Frameworks-MIB
RFC 4292 IP Forward MIB

RFC 4293 IP MIB

RFC 4836 MAU-MIB

IEEE 802.1X PAE

LLDP

MAU-MIB

Standards Conformance
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IEC60068-2-32 (free fall)
Stability Testing| IEC60068-2-27 (shock)
IEC60068-2-6 (vibration)

IEEE 802.3u 100BASE-TX

IEEE 802.3z Gigabit SX/LX

IEEE 802.3ab Gigabit 1000T

IEEE 802.3an 10GBASE-T

IEEE 802.3ae 10GBASE-X

IEEE 802.3bz 2.5/5GBASE-T

IEEE 802.3x Flow Control and Back Pressure
IEEE 802.3ad Port Trunk with LACP

IEEE 802.1D Spanning Tree Protocol

IEEE 802.1w Rapid Spanning Tree Protocol
IEEE 802.1s Multiple Spanning Tree Protocol
IEEE 802.1p Class of Service

IEEE 802.1Q VLAN Tagging

IEEE 802.1X Port Authentication Network Control
IEEE 802.1ab LLDP

IEEE 802.3ah OAM

IEEE 802.1ag Connectivity Fault Management (CFM)
RFC 768 UDP

RFC 783 TFTP

RFC 791 IP

RFC 792 ICMP

RFC 2068 HTTP

RFC 1112 IGMP v1

RFC 2236 IGMP v2

RFC 3376 IGMP v3

RFC 2710 MLD v1

RFC 3810 MLD v2

RFC 2328 OSPF v2

RFC 5340 OSPF v3

RFC 2453 RIP v2

ITU-T G.8032 ERPS Ring

Standards

Compliance

Environment

Operating -40 ~ 75 degrees C
Storage -40 ~ 85 degrees C
Humidity 5 ~ 95% (non-condensing)
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B Non-PoE model (IGS-6325-8T8S / 1IGS-6325-8T8S4X / IGS-6325-8T4X)

Product

Hardware Specifications

1GS-6325-8T8S IGS-6325-8T8S4X 1GS-6325-8T4X

Copper Ports 8 10/100/1000BASE-T RJ45 auto-MDI/MDI-X ports
8 100/1000BASE-X SFP slot interfaces (Port-9 to Port-16)
SFP Ports -
Compatible with T00BASE-FX SFP transceiver
4 10GbBASE-SR/LR SFP+ slot interfaces Compatible with
SFP+ Ports -
1000BASE-SX/LX/BX SFP transceiver
Console 1 x RJ45-t0-RS232 serial port (115200, 8, N, 1)

Reset Button

< 5 sec: System reboot

> 5 sec: Factory default

Removable 6-pin terminal block for power input

Pin 1/2 for Power 1, Pin 3/4 for fault alarm, Pin 5/6 for Power 2

Connector
Removable 6-pin terminal block for DI/DO interface
Pin 1/2 for DI 1 & 2, Pin 3/4 for DO 1 & 2, Pin 5/6 for GND
Alarm One relay output for power failure. Alarm relay current carry ability: 1A @ 24V DC

Digital Input (DI)

2 digital input:
Level 0: -24~2.1V (+0.1V)
Level 1: 2.1~24V (£0.1V)
Input load to 24V DC, 10mA max.

Digital Output (DO)

2 digital output:
Open collector to 24VDC, 100mA

Enclosure

IP30 aluminum case

Installation

DIN-rail or wall mounting

Dimensions (W x D x H)

76 x 107 x 152 mm

Weight

1,0659 1,2509 1,020g

Power Requirements

DC 12~48V, 4A max.

AC 24V, 1.5A max.

DC input: DC input: DC input:
Max. 9.12 watts/32BTU Max. 12 watts/41BTU (system | Max. 10 watts/35BTU (system
(system on) on) on)
Max. 37.68 watts/129 BTU (Fulll Max. 43.44 watts/148.2 BTU Max. 39 watts/133 BTU (Full
loading) (Full loading, RJ45-SFP) loading)

Power Consumption
AC 24V input: AC 24V input: AC 24V input:
Max. 12 watts/41BTU (system | Max. 13 watts/45BTU (system | Max. 12 watts/41BTU (system
on) on) on)
Max. 35.24 watts/120BTU (Full | Max. 41 watts/140BTU (Full Max. 37 watts/126BTU (Full
loading) loading) loading)

ESD Protection 6KV DC

Surge Protection 4KV DC
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System:

Power 1 (Green), Power 2 (Green)
Fault Alarm (Red)

Ring (Green), Ring Owner (Green)
DIDO (Red)

Per 10/100/1000T RJ45 Port:
1000Mbps LNK/ACT (Green)
10/100Mbps LNK/ACT (Amber)

Per SFP Port:
1000Mbps LNK/ACT (Green)
100Mbps LNK/ACT (Amber)

Per SFP+ Port:
10Gbps LNK/ACT (Green)
1Gbps LNK/ACT (Amber)

LED Indicators

Switching Speifications

Switch Architecture Store-and-Forward

Switch Fabric 56Gbps/non-blocking 112Gbps/non-blocking 96Gbps/non-blocking
Throughput 23.81Mpps@64Bytes 83.33Mpps@64Bytes 71.43Mpps@64Bytes
Address Table 32K entries, automatic source address learning and aging

Shared Data Buffer 32Mbits

Jumbo Frame 10K bytes

SDRAM 512Mbytes

Flash Memory 64Mbytes

IEEE 802.3x pause frame for full duplex
Flow Control
Back pressure for half duplex

Layer 2 Management Functions

Port disable/enable

Auto-negotiation 10/100/1000Mbps full and half duplex mode selection

Port Configuration

Flow control disable/enable

Port link capability control

Display each port’s speed duplex mode, link status, flow control status, auto-negotiation status,
Port Status

trunk status

TX/RX/Both

Many-to-1 monitor

RMirror — Remote Switched Port Analyzer (Cisco RSPAN)
Supports up to 5 sessions

IEEE 802.1Q tag-based VLAN

IEEE 802.1ad Q-in-Q tunneling

Private VLAN Edge (PVE)

MAC-based VLAN

Protocol-based VLAN

Voice VLAN

MVR (Multicast VLAN Registration)

GVRP (GARP VLAN Registration Protocol)

Port Mirroring

VLAN
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Up to 4K VLAN groups, out of 4096 VLAN IDs

Link Aggregation

IEEE 802.3ad LACP/static trunk
14 trunk groups with 16 port per trunk group

Spanning Tree Protocol

IEEE 802.1D Spanning Tree Protocol

IEEE 802.1w Rapid Spanning Tree Protocol

IEEE 802.1s Multiple Spanning Tree Protocol
Supports 7 MSTP instances

BPDU Guard, BPDU filtering and BPDU transparent

Root Guard

IGMP Snooping

IPv4 IGMP (v1/v2/v3) snooping
IPv4 IGMP querier mode support
IPv4 IGMP Snooping port filtering

Supports 255 IGMP groups

IPv6 MLD (v1/v2) snooping,

MLD Snooping IPv6 MLD querier mode support
Supports 255 MLD groups
Supports ERPS, and complies with ITU-T G.8032
Recovery time < 10ms @ 3 nodes

Ring

Recovery time <50ms @ 16 nodes

Supports major ring and sub-ring

Synchronization

IEEE 1588v2 PTP(Precision Time Protocol)
- Peer-to-peer transparent clock
- End-to-end transparent clock

Access Control List

IP-based ACL/MAC-based ACL
ACL based on:

- MAC Address

- IP Address

- Ethertype

- Protocol Type

-VLAN ID

- DSCP

- 802.1p Priority
Up to 256 entries

Bandwidth Control

Per port bandwidth control
Ingress: 100Kbps~1000Mbps
Egress: 100Kbps~1000Mbps

QoS

IP Interfaces

Traffic classification based, strict priority and WRR
8-level priority for switching:

- Port number

- 802.1p priority
- 802.1Q VLAN tag

- DSCP/ToS field in IP packet

Layer 3 Functions

Max. 128 VLAN interfaces

Routing Table

Max. 128 routing entries
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Routing Protocols

Access Control List

OSPFv2 dynamic routing
IPv4 hardware static routing

IPv6 hardware static routing

Security Functions

IP-based ACL/MAC-based ACL
ACL based on:

- MAC Address

- IP Address

- Ethertype

- Protocol Type

-VLAN ID

- DSCP

- 802.1p Priority
Up to 512 entries

Port security
IP source guard, up to 512 entries

Basic Management

Interfaces

Security Dynamic ARP inspection, up to 1K entries
Command line authority control based on user level
Static MAC address, up to 64 entries
RADIUS client

AAA .
TACACS+ client

NN IEEE 802.1x port-based network access control

etwork Access MAC-based authentication
Control

Local/RADIUS authentication

Management

Console; Telnet; Web browser; SNMP v1, v2c

Secure Management

Interfaces

SSHv1/N2, TLS v1.1/v1.2, SNMPvV3

System Management

Firmware upgrade by HTTP protocol through Ethernet network

Configuration upload/download through HTTP
Remote Syslog

System log

LLDP protocol

NTP

PLANET Smart Discovery Utility

PLANET CloudViewerPro app

Event Management

Remote Syslog
System log
SMTP

SNMP MIBs

RFC 1213 MIB-II

RFC 1493 Bridge MIB

RFC 1643 Ethernet MIB

RFC 2863 Interface MIB

RFC 2665 Ether-Like MIB

RFC 2819 RMON MIB (Group 1, 2, 3 and 9)
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Regulatory Compliance

RFC 2737 Entity MIB

RFC 2618 RADIUS Client MIB
RFC 2863 IF-MIB

RFC 2933 IGMP-STD-MIB
RFC 3411 SNMP-Frameworks-MIB
RFC 4292 |P Forward MIB
RFC 4293 IP MIB

RFC 4836 MAU-MIB

IEEE 802.1X PAE

LLDP

RFC 4292 IP Forward MIB
RFC 4293 IP MIB

Standards Conformance

FCC Part 15 Class A
CE:
EN55032
EN55035
EN 62368-1/IEC 62368-1: 2014

Stability Testing

IEC60068-2-32 (free fall)
IEC60068-2-27 (shock)
IEC60068-2-6 (vibration)

Standards Compliance

IEEE 802.3 10BASE-T

IEEE 802.3u 100BASE-TX/100BASE-FX
IEEE 802.3z Gigabit SX/LX

IEEE 802.3ab Gigabit 1000T

IEEE 802.3ae 10Gb/s Ethernet

IEEE 802.3x flow control and back pressure
IEEE 802.3ad port trunk with LACP

IEEE 802.1D Spanning Tree Protocol

IEEE 802.1w Rapid Spanning Tree Protocol
IEEE 802.1s Multiple Spanning Tree Protocol
IEEE 802.1p Class of Service

IEEE 802.1Q VLAN tagging

IEEE 802.1X Port Authentication Network Control
IEEE 802.1ab LLDP

IEEE 802.3ah OAM

IEEE 802.1ag Connectivity Fault Management (CFM)
IEEE 802.3az Energy Efficient Ethernet (EEE)
RFC 768 UDP

RFC 783 TFTP

RFC 791 IP

RFC 792 ICMP

RFC 2068 HTTP

RFC 1112 IGMP v1

RFC 2236 IGMP v2
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RFC 3376 IGMP v3

RFC 2710 MLD v1

RFC 3810 MLD v2

RFC 2328 OSPF v2

ITU-T G.8032 ERPS Ring

ITU-T Y.1731 Performance Monitoring

Environment

Operating -40 ~ 75 degrees C
Storage -40 ~ 85 degrees C
Humidity 5 ~ 95% (non-condensing)
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2. INSTALLATION

2.1 Hardware Description
The Industrial Managed Switch provides three different running speeds — 10Mbps, 100Mbps, 1000Mbps, 2500Mbps, 5000Mbps

or 10000Mbps and automatically distinguishes the speed of incoming connection.
This section describes the hardware features of Industrial Managed Switch. For easier management and control of the Industrial
Managed Switch, familiarize yourself with its display indicators and ports. Front panel illustrations in this chapter display the unit

LED indicators. Before connecting any network device to the Industrial Managed Switch, read this chapter carefully.

PoE Switches

Model Name

IGS-6325-16P4S IGS-6325-8UP2S 1GS-6325-UP2S2X 1GS-6325-4UP2X

10/100/1000BASE-T Copper 16 8 8 --
100/1G/2.5G/5G/10G

-- -- -- 4 (2.5G)
BASE-T Coppar
100/1000BASE-X SFP 4 2 2 --
1000/2500BASE-X SFP -- -- -- -
10GBASE-SR/LR SFP+ -- -- 2 2
Power over IEEE 802.3at IEEE 802.3bt IEEE 802.3bt IEEE 802.3bt
Ethernet Standard PoE+ PoE++ PoE++ PoE++
PoE Ports 16 8 8 4
PoE Budget 320 watts 360 watts 360 watts 360 watts
Power Inpuit 48-56V DC x 2 48-54V DC x 2

Non-PoE Switches

Model Name

IGS-6325- 1GS-6325- 1GS-6325- 1GS-6325- 1GS-6325- IGS-6325-
8T8S4X 8T4X 8T8S 16T4S 5X1T 4T2X
10/100/1000BASE-T Copper 8 8 8 16 -- -
100/1G/2.5G/5G/10G BASE-T
- - - - 1 4 (2.5G)
Coppar

100/1000BASE-X SFP 8 -- 8 4 - -

1000/2500BASE-X SFP - -- - - 1 -

10GBASE-SR/LR SFP+ 4 4 - -- 5 2

12~48V DC x 2 9~48V DC x 2
Power Inpuit
or 24V AC or 24V AC
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Dimensions (W x D x H) : 86 x 107 x 152 mm
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Dimensions (W x D x H) : 86 x 107 x 152 mm

Front View

Top View

Ioie_£11 3¢ 504 sHE 3NC

oooood

. taat eanig 244,13

141:\_\41;,

Ly

DoooO0O0DOCO

oooo

cogooo

15,

ﬂ (PPLANET

d 2

00
EoES)
ESTi)

wriee
¥ o bl -l

Rear View

=

107.3

Bottom View

\
CCO0O0DCCO00O00O000CC00
CC0DO000QC000C000QC00
CC0000C0000C000QC00
CCO00DCCO00CO000CCOO0
CCOODGGO0AGO000aR00
CCO00DCGO00GO000CC00
CC0DO000QC000C000QCO00
CC0O000CC0000000QQC00
CCO00DCCO0000000COO0
CCO0O0DOGOO0OGO0O0CR0O0

C—— 7 oodduuood 5]

Mounting Kit

DIN-Rail Kit

© O & ©
Q Q o o
Mounting Kit
Unit: mm

48



Top View

——————\hAnooonAnAfAQNOAnAR N

o000
[sNeRale]
cooa
00O
—Joooo

a

o000
cooo

[} o
o o
] ]
o o]
copopoocoo0a
CoOOD0OOO0GDO

s}
=1

2

i Mounting Kit
T L L L NS S A A R e R A AR AT N

User’s Manual of IGS-6325 series

49

PLANET

Networking & Communication
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L INIGS-6325-16T4S

Dimensions (W x D x H) : 86 x 107 x 152 mm
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L INIGS-6325-8T8S

Dimensions (W x D x H) : 86 x 107 x 152 mm

T T —
O ©
T T
T T
T T
T T
T T
T T
T T
T : g
T T B
T T <
- - B
; ; 2
T T
T T
T T
O ©
T T
T T
o]
7
g
- 3
% -
2 =
®
L
2 S
5
S
z
= =T T - = — -
— = ‘ — =
— — — cocoooocooo —
— 0000000000
(@ @] cocooooocoOoO n
E‘r-, — - E‘r-, cocococooooO0O — "
= = ‘ =i sooacecane =
@ L 0000000000
— - % - 2'7 000000000 OD - s
- [T
':# :':' g . :':# Hi=) [ | — 2
[ m— — T - O ir: i : — =
< HM i : g
1:_:] lll_j H T g::_:] g I E b
H ! R I
= — T — o He =
[} e | 2
f— coooceoeooe —! ; f— o flo b=
17':'; cooo0Ccoo00G :l:'ﬁ : 17':'; ’ }':'ﬁ
|:—:] cooocuooOG 1:—: ; |:—:] cooovooooooO E
coococvooOC . Uu(JUUUDé:_JPUU
COOOCOOOOG o o oooooo0 odEo o
O ; ar
&

o1
o] o e 2
3 a > ﬂ:;
3
o o] g
[
i
. - -
2 =} =
g|o © z 8] G 2
zZ = N ER
S ] g E
=|° Q = @ o =
5 - 5
4
s
= 0] @ © o
3
3 ]
o © [¢] ¢

51



User’s Manual of IGS-6325 series

Networking & Communication

<

@, PLANET

IGS-6325-8T8S4X

Dimensions (W x D x H) : 86 x 107 x 152 mm
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Dimensions (W x D x H) : 80 x 135 x 135 mm
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2.1.2 Front Panel

The front panel provides a simple interface monitoring the Industrial Managed Switch. Figure 2-1-1 and Figure 2-1-3 show the

front panels of the Industrial Managed Switches.

1GS-6325-16P4SRIGS-6325-8UP2SELLNIGS-6325-8UP2S2

) PLANET

1GS-6325-16P4S 1GS-6325-8UP2S

Figure 2-1-1: 1IGS-6325-16P4S, 1GS-6325-8UP2S & 1GS-6325-8UP2S2X Switch Front Panels

1GS-6325-4UP2
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Figure 2-1-2: 1GS-6325-8T8S, IGS-6325-8T8S4X & 1GS-6325-8T4X Switch Front Panels

1IGS-6325-16T4SRIGS-6325-5X1TELLNGS-6325-4T2X

N

™

10GBASE-TVY

1GS-6325-5X1T

L

1GS-6325-4T2X

Figure 2-1-3: IGS-6325-16T4S, 1GS-6325-5X1T & 1GS-6325-4T2X Switch Front Panels
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I Gigabit TP Interface
10/100/1000/2500/5000BASE-T Copper, RJ45 twisted-pair: Up to 100 meters.

Il 10Gigabit TP Interface
10GBASE-T Copper, RJ45 twisted-pair: Up to 100 meters.

Il SFP Siot
100/1000/2500BASE-X mini-GBIC slot, SFP (Small-form Factor Pluggable) transceiver module: From 550 meters to 2km
(multi-mode fiber) and to 10/20/30/40/50/70/120 kilometers (single-mode fiber).

Hl 10 Gigabit SFP+ Slot
10GBASE-SR/LR mini-GBIC slot, SFP+ (Small Factor Pluggable Plus) transceiver module supports a distance from 300

meters (multi-mode fiber) to up to 10 kilometers (single mode fiber).

[l Console Port
The console port is an RJ45 port connector. It is an interface for connecting a terminal directly. Through the console port, it
provides rich diagnostic information including IP address setting, factory reset, port management, link status and system
setting. Users can use the attached DB9 to RJ45 console cable in the package and connect to the console port on the
device. After the connection, users can run any terminal emulation program (Tera Term, Putty, Telix, Winterm and so on) to

enter the startup screen of the device.

[l Reset Button
On the upper left side of the front panel, the reset button is designed for rebooting the Industrial Managed Switch without

turning off and on the power. The following is the summary table of reset button functions:

A ® LNK ACT aE
S PR bls 1GS-6325-16P4S

Figure 2-1-4: Reset Button of IGS-6325-16P4S
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Reset Button Pressed and Released Function

< 5 sec: System Reboot

Reboot the Industrial Managed Switch.

> 5 sec: Factory Default

Reset the Industrial Managed Switch to Factory Default
configuration. The Industrial Managed Switch will then reboot

and load the default settings as shown below:

°

o

°

Default Username: admin

Default Password: admin

Default IP Address: 192.168.0.100
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.0.254
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2.1.3 LED Indications

The front panel LEDs indicate instant statuses of power and ring, R.O., DI/DO and fault; they help monitor and troubleshoot

when needed. Figure 2-1-5 shows the LED indications of the Industrial Managed Switch.

1GS-6325-16P4S

(JPLANET

A ® LNK ACT

= 1GS-6325-16P4S

Figure 2-1-5: 1GS-6325-16P4S LEDs on Front Panel

B System
LED ‘ Color ‘ Function
DC1 Green |Lights to indicate DC power input 1 has power.
DC2 Green |Lights to indicate DC power input 2 has power.
Alarm Red Lights to indicate that Switch DC or port has failed.
Ring Green [Lights to indicate that the ERPS Ring has been created successfully.
RO. Green Lights to indicate that Ring state is in idle mode.
Blinks to indicate that the Ring state is in protected mode.
DI/DO Red Blinks to indicate that Switch DC or port has failed or DI has event.
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H Per 10/100/1000BASE-T Port with PoE

LED Color Function

10/100/1000 Lights |Indicating the port is running at 1000Mbps and successfully established.
Green
LNK/ACT Blinks |Indicating that the switch is actively sending or receiving data over that port.

Lights |Indicating the port is providing 48~56V DC in-line power.

PoE-in-Use Amber

Off Indicating the connected device is not a POE powered device (PD).

B Per SFP Interface

LED Color Function

1000 Green Lights to indicate the port is running at 1000Mbps and successfully established.
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.

100 Amber Lights to indicate the port is running at 100Mbps and successfully established.
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.

1GS-6325-8UP2SELLNIGS-6325-8UP2S2X

() PLANET

Networting & Cammanicitian

® S e
1GS-6325-8UP2S Reset 1GS-6325-8UP252X

Figure 2-1-6: 1GS-6325-8UP2S LEDs on Front Panel Figure 2-1-7: 1IGS-6325-8UP2S2X LEDs on Front Panel
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B System

LED ‘ Color Function

DC1 Green [Lights to indicate DC power input 1 has power.

DC2 Green [Lights to indicate DC power input 2 has power.

Fault Red Lights to indicate that Switch DC or port has failed.

Ring Green [Lights to indicate that the ERPS Ring has been created successfully.

- Green Lights to indicate that Ring state is in idle mode.

Blinks to indicate that the Ring state is in protected mode.
DI/DO Red Blinks to indicate that Switch DC or port has failed or DI has event.

H Per 10/100/1000BASE-T Port with PoE

LED Color Function
Lights to indicate that the port is operating at 10/100Mbps.
10/100 Amber
Blinks to indicate that the switch is actively sending or receiving data over that port.
Lights to indicate that the port is operating at 1000Mbps.
1000 Green

Off to indicate that the switch is actively sending or receiving data over that port.

Lights: To indicate the port is providing DC in-line power with 802.3af/at PoE+ mode.
802.3at PoE Amber
Off to indicate the connected device is not a PoOE powered device (PD

Lights: To indicate the port is providing DC in-line power with 802.3bt PoE++ mode.
802.3bt POE Green

Off to indicate the connected device is not a PoE powered device (PD

B Per SFP Interface

LED Color Function

1000 Lights to indicate the port is running at 1000Mbps and successfully established.
Green
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.
100 Lights to indicate the port is running at 100Mbps and successfully established.
Amber
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.

B Per 1/10G SFP+ Interface (IGS-6325-8UP2S2X)

LED Color Function
1000 Lights to indicate the port is running at 1Gbps and successfully established.
Green
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.
10G Lights to indicate the port is running at 10Gbps and successfully established.
Amber
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.

B PoE Usage LED

Function

There are three LEDs to indicate total PoE usage levels: 80W, 160W, 240W,

PoE Usage | Amber | Lights:
and 320W.
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1IGS-6325-4UP2X
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[ ] L T

1GS-6325-4UP2X

Figure 2-1-8: 1GS-6325-4UP2X LEDs on Front Panel

H System
LED ‘ Color Function
R.O.* Green |Lights to indicate Ring Owner is enabled.
Ring Green |Lights to indicate that the ERPS Ring has been created successfully.
Blinking | Indicating the DI and DO events
DIDO Red
Off: No event
Lit: Indicating power failure or port problem.
Alarm Red - gp porp
Off: No failure
Lit: Power 2 is activated.
PWR2 Green - -
Off: Power 2 is not activated.
Lit: Power 1 is activated.
PWR1 Green - -
Off: Power 1 is not activated.
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Function

PoE Usage

B 2.5GBASE-T Copper Ports (Ports 1-4)

Type LED Color Function
1G12.5G Lights: |To indicate the port is running at 1Gbps or 2.5Gbps.
) Green . To indicate that the switch is actively sending or receiving data
LNK/ACT Blinks: over that port.
Data . - . .
10/100M Lights: |To indicate the port is running at 10/100Mbps.
Amber . To indicate that the switch is actively sending or receiving data
LNK/ACT Blinks: over that port.
IEEE 802.3bt Green Lights To indicate that the port is supplying power in IEEE 802.3bt
PoE Mode mode.
IEEE 802.3at Amber Liahts To indicate that the port is supplying power in IEEE 802.3at
Mode 9 mode.

B 10GBASE-SR/LR SFP+ Ports (Ports 5 and 6)

LED Color Function
1G/2.5G
Green | Lights: |To indicate the port is successfully established at 1G/2.5Gbps.
LNK/ACT
10G
Amber | Lights: |To indicate the port is successfully established at 10Gbps.
LNK/ACT
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1000 ® LNK @
ACT
100 ® LNK
28-ACT

1000 ® LNK @
T

>

1000 LNK ACT
@ 10/100 LNK -8-ACT

£ twol
. |

©

1000 LNK ACT
® 10G LNK -e:ACT

Rgel 1GS-6325-8T8S 1GS-6325-8T854X

Figure 2-1-9: IGS-6325-8T8S LEDs on Front Panel Figure 2-1-10: 1GS-6325-8T8S4X LEDs on Front Panel
H System
LED ‘ Color ‘ Function
DC1 Green |Lights to indicate DC power input 1 has power.
DC2 Green |Lights to indicate DC power input 2 has power.
Fault Red Lights to indicate that Switch DC or port has failed.
Ring Green |Lights to indicate that the ERPS Ring has been created successfully.
RO. Green Lights to indicate that Ring state is in idle mode.
Blinks to indicate that the Ring state is in protected mode.
DI/DO Red Blinks to indicate that Switch DC or port has failed or DI has event.
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B Per 10/100/1000BASE-T RJ45 Port

LED ‘ Color ‘ Function
Lights to indicate the port is running at 1000Mbps and successfully established.
LNK/ACT Green
Blinks to indicate that the switch is actively sending or receiving data over that port.
10/100 Light to indicate the port is running at 10/100Mbps and successfully established.
Amber
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.

B Per SFP Interface

LED ‘ Color ‘ Function
1000 Lights to indicate the port is running at 1000Mbps and successfully established.
Green
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.
100 Lights to indicate the port is running at 100Mbps and successfully established.
Amber
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.

B Per 1/10G SFP+ Interface (IGS-6325-8T8S4X)

LED Color Function
1000 Lights to indicate the port is running at 1Gbps and successfully established.
Green
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.
10G Lights to indicate the port is running at 10Gbps and successfully established.
Amber
LNK/ACT Blinks to indicate that the switch is actively sending or receiving data over that port.
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Figure 2-1-11: 1GS-6325-16T4S LEDs on Front Panel

Color Function

Green |Lights to indicate DC power input 1 has power.
DC2 Green [Lights to indicate DC power input 2 has power.
Fault Red Lights to indicate that Switch DC or port has failed.
Ring Green |Lights to indicate that the ERPS Ring has been created successfully.
Lights to indicate that Ring state is in idle mode.
R.O. Green
Blinks to indicate that the Ring state is in protected mode.
DI/DO Red Blinks to indicate that Switch DC or port has failed or DI has event.

10/100/1000BASE-T Ports (Port 1 to Port 16)

LED Color Function

1000 Green Light |Indicates the port is running at 1000Mbps and successfully established.
LNK/ACT Blink |Indicates that the switch is actively sending or receiving data over that port.
10/100 Amber Light |Indicates the port is running at 10/100Mbps and successfully established.
LNK/ACT Blink |Indicates that the switch is actively sending or receiving data over that port.
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B SFP Interfaces (Port 17 to Port 20)

LED Color Function

1000/2500 Light |Indicates the port is running at 1000M/2500Mbps and successfully established.
G
LNK/ACT reen Blink |Indicates that the switch is actively sending or receiving data over that port.
100 Light (Indicates the port is running at 100Mbps and successfully established.
Amber . . o . . -
LNK/ACT Blink |Indicates that the switch is actively sending or receiving data over that port.

1GS-6325-5X1T]|

\ 1GS-6325-5X1T /

Figure 2-1-12: 1GS-6325-5X1T LEDs on Front Panel

H System
LED Color Function
R.O.* Green |Lights to indicate Ring Owner is enabled.
Ring Green |Lights to indicate that the ERPS Ring has been created successfully.
Blinking | Indicating the DI and DO events
DIDO Red
Off: No event
Lit: Indicating power failure or port problem.
Alarm Red - gp POTP
Off: No failure
Lit: Power 2 is activated.
PWR2 Green
Off: Power 2 is not activated.
Lit: Power 1 is activated.
PWR1 Green
Off: Power 1 is not activated.
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B 10GBASE-SR/LR SFP+ Ports (Ports 1~5)

LED Color Function
1G/10G Lights: |To indicate the port is running at 1Gbps or 10Gbps.
LNK/ACT Amber Blinks: ;c;:dlcate that the switch is actively sending or receiving data over that
25G Green Lights: 10 ?nd?cate the port is tunning at. 2.5Gbps.. _
LNK/ACT Blinks: pz:dlcate that the switch is actively sending or receiving data over that

B 10GBASE-T RJ45 Port (Port 6)

LED Color Function

2.5G

LNK Green | Lights: |To indicate the port is successfully established at 2.5Gbps
1G/10G

LNK Amber | Lights: |To indicate the port is successfully established at 1Gbps or 10Gbps.
5G/100

LNK Green Lights: |To indicate the port is successfully established at 5Gbps or 100Mbps
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1GS-6325-4T2X

Figure 2-1-13: 1GS-6325-4T2X LEDs on Front Panel

LED ‘ Color Function

R.O.* Green |Lights to indicate Ring Owner is enabled.
Ring Green |Lights to indicate that the ERPS Ring has been created successfully.
Blinking | Indicating the DI and DO events
DIDO Red
Off: No event
Lit: Indicating power failure or port problem.
Alarm Red - gp porp
Off: No failure
Lit: Power 2 is activated.
PWR2 Green - -
Off: Power 2 is not activated.
Lit: Power 1 is activated.
PWR1 Green - -
Off: Power 1 is not activated.
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B 2.5GBASE-T Copper Ports (Ports 1-4)

LED Color Function

1G/12.5G Lights: |To indicate the port is running at 1Gbps or 2.5Gbps.

Green . To indicate that the switch is actively sending or receiving data over that
LNK/ACT Blinks:

port.

10/100M Lights: [To indicate the port is running at 10/100Mbps.

Amber . To indicate that the switch is actively sending or receiving data over that
LNK/ACT Blinks: port

® 10GBASE-SR/LR SFP+ Ports (Ports 5 and 6)

LED Color Function
1G/2.5G
Green | Lights: |To indicate the port is successfully established at 1G/2.5Gbps.
LNK/ACT
10G
Amber | Lights: |To indicate the port is successfully established at 10Gbps.
LNK/ACT
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2.1.4 Switch Upper Panel

The Upper Panel of the Industrial Managed Switch comes with a DC inlet power socket and one terminal block connector with
6 contacts.

Hl DC Power Connector for [[eSHEPARINLE , ([eRRRPIRAUZA, [[eSRRPERAUZPEYI, and [[eSTxyITZIV AN

The top panels of the IGS-6325-16P4S, 1GS-6325-8UP2S and 1GS-6325-8UP2S2X contain a DC power connector, which
accepts DC power input voltage from 48V to 54V DC (48-54V DC for 1GS-6325-4UP2X). Connect the power cable to the

Industrial Managed Switch at the input terminal block.

DI0 DI1 DOO DO1 GND GND

123456
© HEHEHHHEH ©

Max. Fault Alarm Loading: 24V, 1A

Ol HHHHHH |@

Vi+ V1- |_ V2+ V2-
L Lyl 1

4

PWR1 Alarm PWR2

300000000

000000000

000000000

000000000

000000000
4

[

N
000000000
000000000
000000000
000000000
000000000

Input: 48-54V==, 8.5A max.

Dual power input is required for maximum PoE loading.
Refer to user’s manual for more details

®

Figure 2-1-14: 1GS-6325-16P4S Upper Panel

Dual power input is required
for maximum PoE loading.

Refer to user's manual for
more details

O O

DI0 DI1 DO0 DO1 GND GND
1 23456
EEEEEQ‘

Max. fault loading: 24V, 1/

@)

0O O0O0OO0OO0O0OO0OO0O0

O 000000 O0O0O0

@]

O
O
O
O
O
O
O
O
O
O

O 000000 O0O0O0
O 000000 O0OO0O0
O 000000 O0O0O0
OO0 O0O0O0O0O0OO0O0O0
OO0 00000 O0O0O0
OO0 O0OO0O0OO0O0

+ = Lo DC Input:
PWR1 Fault v 4 , 7.5A max

Figure 2-1-15: 1GS-6325-8UP2S2X and 1GS-6325-8UP2S Upper Panels

input is required
um PoE loading.

Refer to user's manual for
more df

DI0 DI1 DOOD DO

123456
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Max, Fault Alarm Loadi
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®
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O HH A HH IO
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max

Figure 2-1-16: 1GS-6325-4UP2X
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Il DC Power Connector for [[eERXPERIEET Y and [[eRFXYER: kL

The top panels of the IGS-6325-8T8S4X and 1GS-6325-8T8S contain a DC power connector, which accepts DC power

input voltage from 12V to 48V DC. Connect the power cable to the Industrial Managed Switch at the input terminal block.

DI0 DI1 DO0 DO1 GND GND

O
@]
O
O
O
O
O

Max. fault loading: 24V, 1A

0OO0OO0OO0OO0OO0OO0OO0oOO0
0OO0OO0O0OO0OO0OO0OO0OO0
0OO0OO0OO0OO0OO0OO0OO0OO0
0OO0OO0O0OO0OO0OO0OO0OO0
OO0OO0O0OO0OO0OO0OO0OO0
OO0OO0OO0OO0OO0OO0OO0OO0

O0O0OO0O0O0OO0OO0OO0O0
OO0OO0OO0OO0OO0OO0OO0OO0O0
O0O0OO0OO0O0O0OO0O0O0

o
(@]
(@]
(@]
(@]
(@]

1+ V1= V2+ v2-
L J DC Input: 12-48V==, 4A max.
PWR1 Fault pwr2 AC Input: 24V~ 2A max.

Figure 2-1-17: 1IGS-6325-8T8S4X, 1GS-6325-8T4X and 1GS-6325-8T8S Upper Panels

Il DC Power Connector for [[eEEXPER[JEE and [[eSERYLEY GHI

The top panels of the IGS-6325-16T4S and IGS-6325-5X1T contain a DC power connector, which accepts DC power input

voltage from 9V to 48V DC. Connect the power cable to the Industrial Managed Switch at the input terminal block.

DIO DI1 DO0 DO1 GND GND

123456

Max. fault loading: 24V, 1A

Vi+ V- V2+ v2-
LI by LI
PWR1  Fault  PWR2

O O0OO00O0OO0C0O0O0OO0
O O0OO0OO0OO0OO0OO0OO0OO0ODO0
O O0OO0OO0OO0OO0OO0OO0OO0OO0
O O0OO0OO0OO0OO0OO0OO0OO0O0
O O0OO0OO0OO0OO0OO0OO0OO0O0
O O0OO0O0OO0OO0OO0O0OO0DO0
O O0OO0O0OO0OO0OO0O0O0DO0
O O0OO0O0OO0OO0OO0O0O0DO0
O O0OO0O0OO0OO0OO0OO0O0DO0
OO0OO00O00O0O0CO0O0

DC Input: 9-48V==, 3.3A max
AC Input: 24V~

Figure 2-1-18: 1GS-6325-16T4S Upper Panel

DI0 DI1 DO0 DO1 GND GND
1234656
@ HHHHHH ©

DC Input 4A ma Vi+ V1= Va+ v2-
: Ly
AC Input ax PWR1 Alarm g

Figure 2-1-19: 1IGS-6325-5X1T Upper Panel

73



@ PLANET

Networking & Communication User’s Manual of IGS-6325 series

I Digital Input
The digital input of the Industrial Managed Switch can be activated by the external sensor that senses physical changes.
These changes can include intrusion detection or certain physical change in the monitored area. For example, the external
sensor can be a door switch or an infrared motion detector.

Il Digital Output
The digital output main function is to allow the Industrial Managed Switch to trigger external devices, either automatically or

by remote control from a human operator or a software application.
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2.1.5 Wiring the DC Power Input

The 6-contact terminal block connector on the front panel of Industrial Managed Switch is used for two DC redundant power
inputs. Please follow the steps below to insert the power wire.

1. Insert positive/negative DC power wires into contacts 1 and 2 for DC Power 1, or 5 and 6 for DC Power 2.

12346586
©HHHEHHEHEHH @

Max. Fault Alarm Loading: 24V, 1A

O/H HH HH Y|
V1+ V1- V2+ V2-
L1 Lyd L
PWR1 Alarm PWR2

XXX EXX
XXX
XXX
XXX
e000000000
L

IxIX XK
XXX
TEEEEREXERXX
EEEEERERXX
TEEEERERXX

Input: 48-54V==, 8.5A max.

Dual power input is required for maximum PoE loading.
Refer to user’'s manual for more details.

I
DIO DI1 DO0 DO1 GND GND
I

®

Figure 2-1-20: 1GS-6325-16P4S Upper Panel

2. Tighten the wire-clamp screws to prevent the wires from loosening.

DC 1 DC 2
+ - + -

Figure 2-1-21: 6-pin Terminal Block Power Wiring Input for IGS-6325 DIN-rail Series.

—

ID 1. The wire gauge for the terminal block should be in the range of 12 ~ 24 AWG.

-

—

2. When performing any of the procedures like inserting the wires or tightening the wire-clamp screws,
Note make sure the power is turned OFF to prevent from getting an electric shock.
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2.1.6 Wiring the Fault Alarm Contact

The fault alarm contacts are in the middle (3 & 4) of the terminal block connector as the picture shows below. Inserting the wires,
the Industrial Managed Switch will detect the fault status of the power failure, or port link failure (available for managed model).

The following illustration shows an application example for wiring the fault alarm contacts

The Faulty Alarm Contacts are
/— \1,/—\ energized (CLOSE) for normal
operation and will OPEN when
failure occurs

Faulty Alarm Contacts Fault

Insert the wires into the faulty alarm contacts

fD 1. The wire gauge for the terminal block should be in the range of 12 ~ 24 AWG.
-—

=

= 2. When performing any of the procedures like inserting the wires or tighten the wire-clamp screws, make
Note . . .
sure the power is turned OFF to prevent from getting an electric shock.
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2.1.7 Wiring the Digital Input/Output

The 6-contact terminal block connector on the front panel of Industrial Managed Switch is used for Digital Input and Digital

Output. Please follow the steps below to insert wire.

1. The Industrial Managed Switch offers two DI and DO groups. 1 and 2 are DI groups, 3 and 4 are DO groups, and 5 and 6

DI DO GND

are GND (ground).

Vi+ V1- 1A@24V V2+ V2-
L1 L) L
DC1 Fault DC2

Input: 48-56V===, 7.5A max.

Dual power input is required
for maximum PoE loading.

Refer to user's manual for
more details.

Figure 2-1-22: Wiring the DI and DO of IGS-6325 Din-rail Series.

2. Tighten the wire-clamp screws to prevent the wires from loosening.

1 2 3 4 5 6
DI0 D11 DOO DO1 GND GND

Figure 2-1-23: 6-pin Terminal Block for DI and DO Wiring Input
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3. There are two Digital Input groups for you to monitor two different devices. The following topology shows how to wire DIO

and DI1.
Door Open Detector

GND
DIO

Power
Source

Smoke Sensor

DI

{ . GND

Figure 2-1-24: Wires DIO and DI1 to Open Detector

4. There are two Digital Output groups that allow you to detect port or power failure in an Industrial Managed Switch and

issue a high or low signal to an external device. The following topology diagram shows how to wire DOO and DO1.

()

DO0 GND
Power
Source
DO1 GND
Sprinkler System
i

Figure 2-1-25: Wires DO0O and DO1 to Open Detector
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2.2 Installing the Industrial Managed Switch

This section explains how to install your Industrial Managed Switch and make the necessary connections. Please read the
following topics and perform the procedures in the order presented. To install your Industrial Managed Switch on a desktop or

shelf, follow these steps:

This paragraph describes how to install the Industrial Managed Switch, including the installation points that need to be

attended to.

2.2.1 Installation Steps
1. Unpack the Industrial Managed Switch

2. Check whether the DIN-rail bracket is screwed onto the Industrial Managed Switch. If it is not, refer to the DIN-rail
Mounting section for instructions on how to install the DIN-rail. If you want to wall-mount the Industrial Managed Switch,

refer to the Wall Mount Plate Mounting section for instructions on how to install the wall-mount plate.
3. To hang the Industrial Managed Switch on the DIN-rail track or wall.

4. Power on the Industrial Managed Switch. Please refer to the Wiring the Power Inputs section for knowing the
information about how to wire the power. The power LED on the Industrial Managed Switch will light up. Please refer to

the LED Indicators section for indication of LED lights.
5. Prepare the twisted-pair, straight-through Category 5 cable for Ethernet connection.

6. Insert one side of RJ45 cable (category 5) into the Industrial Managed Switch Ethernet port (RJ45 port) while the
other side to the network device’'s Ethernet port (RJ45 port), e.g., switch PC or server. The UTP port (RJ45) LED on the
Industrial Managed Switch will light up when the cable is connected with the network device. Please refer to the LED

Indicators section for LED light indication.

%I_:D Make sure that the connected network devices support MDI/MDI-X. If it does not support,
—
use the crossover Category 5 cable

7. When all connections are set and all LED lights show normal, the installation is completed.
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2.2.2 DIN-rail Mounting

This section describes how to install the Industrial Managed Switch. There are two methods to install the Industrial Managed
Switch -- DIN-rail mounting and wall-mount plate mounting. Please read the following topics and perform the procedures in the

order being presented.

-
%— Follow all the DIN-rail installation steps as shown in the example.
Note

Step 1: Screw the DIN-rail bracket on the Industrial Managed Switch.
Step 2: Lightly slide the DIN-rail bracket into the track.
Step 3: Check whether the DIN-rail bracket is tightly on the track.
Please refer to the following procedures to remove the Industrial Managed Switch from the track.

Step 4: Lightly remove the unit from the track.
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To install the Industrial Managed Switch on the wall, please follow the instructions below.

:;gfn

Note

Follow all the DIN-rail installation steps as shown in the example

the bracket

Step 1: Remove the DIN-rail bracket from the Industrial Managed Switch. Use the screwdriver to loosen the screws to remove

Step 2: Place the wall-mount plate on the rear panel of the Industrial Managed Switch

Step 3: Use the screwdriver to screw the wall-mount plate on the Industrial Managed Switch

Step 4: Use the hook holes at the corners of the wall mount plate to hang the Industrial Managed Switch on the wall
Step 5: To remove the wall-mount plate, reverse the steps above
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2.3 Cabling

®  10/100/1G/2.5G/5G/10GBASE-T and 100BASE-FX/1000BASE-SX/LX/10GBASE-SR/LR

All 10/100/1G/2.5G/5G/10GBASE-T ports come with auto-negotiation capability. Users only need to plug a working network
device into one of the 10/100/1G/2.5G/5G/10GBASE-T ports, and then turn on the Industrial Managed Switch. The port
will automatically run after negotiating with the connected device. The Industrial Managed Switch has SFP interfaces that
support 100/1000/10000Mbps dual speed mode (Optional multi-mode/single-mode 100BASE-FX/1000BASE-SX/LX SFP

/10GBASE-SR/LR SFP+ module)

m Cabling
Each 10/100/1G/2.5G/5G/10GBASE-T port uses RJ45 sockets -- similar to phone jacks -- for connection of unshielded

twisted-pair cable (UTP). (see table below).

The 100BASE-FX, 1/2.5GBASE-SX/LX SFP and 10GBASE-SR/LR SFP+ slot is used as LC connector with optional SFP

module. Please see table below and know more about the cable specifications.

Port Type Cable Type ‘ Connector
10BASE-T Cat 3, 4, 5, 2-pair RJ45
100BASE-TX Cat.5 UTP, 2-pair RJ45
1000BASE-T Cat.5/5e/6 UTP, 2-pair RJ45
2.5GBASE-T CAT. 5e/6/6A/7 RJ45
5GBASE-T CAT. 6/6A/7 RJ45
10GBASE-T CAT. 6A/7 RJ45

100BASE-FX 50/125um or 62.5 / 125um multi-mode 9/125um single-mode LC (multi/single mode)
1000BASE-SX/LX |50/125um or 62.5 / 125um multi-mode 9/125um single-mode LC (multi/single mode)
2.5GBASE-SX/LX |50/125um or 62.5 / 125um multi-mode 9/125um single-mode LC (multi/single mode)
10GBASE-SR/LR |50/125um or 62.5 / 125um multi-mode 9/125um single-mode LC (multi/single mode)

Any Ethernet devices like hubs/PCs can be connected to the Industrial Managed Switch by using straight-through wires.
The 10M/100M/1G/2.5G/5G/10Gbps ports are auto-MDI/MDI-X, which can be used on straight-through or crossover cable.
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The sections describe how to insert an SFP/SFP+ transceiver into an SFP/SFP+ slot. The SFP/SFP+ transceivers are

hot-pluggable and hot-swappable. You can plug in and out the transceiver to/from any SFP/SFP+ port without having to power

down the Industrial Managed Switch as Figure 2-3-1 appears.

24

= Follow all the SFP installation steps as shown in the example.
Note

MGB/MFB
Series Transceiver

Figure 2-3-1: Plug in the SFP/SFP+ Transceiver

®m  Approved PLANET SFP/SFP+ Transceivers

PLANET Industrial Managed Switch supports both single mode and multi-mode SFP transceivers. The following list of

approved PLANET SFP/SFP+ transceivers is correct at the time of publication:

Fast Ethernet Transceiver (100BASE-X SFP)

Model Speed (Mbps)‘ Connector Interface ‘ Fiber Mode ‘ Distance ‘ Wavelength (nm) | Operating Temp.

MFB-TFX

100

LC

Multi Mode 2km

1310nm

-40 ~ 75 degrees C

MFB-TF20

100

LC

Single Mode 20km

1310nm

-40 ~ 75 degrees C

Fast Ethernet Transceiver (100BASE-BX, Single Fiber Bi-directional SFP)

Model Speed (Mbps)| Connector Interface ‘ Fiber Mode ‘ Distance ‘ Wavelength (TX/RX) | Operating Temp.

MFB-TFA20 100 WDM(LC) Single Mode| 20km 1310nm/1550nm | -40 ~ 75 degrees C
MFB-TFB20 100 WDM(LC) Single Mode| 20km 1550nm/1310nm | -40 ~ 75 degrees C
MFB-TFA40 100 WDM(LC) Single Mode| 40km 1310nm/1550nm | -40 ~ 75 degrees C
MFB-TFB40 100 WDM(LC) Single Mode| 40km 1550nm/1310nm | -40 ~ 75 degrees C
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Gigabit Ethernet Transceiver (1000BASE-X SFP)

Model Speed (Mbps) | Connector Interface | Fiber Mode ‘ Distance | Wavelength (nm) Operating Temp.

MGB-TSX 1000 LC Multi Mode 550m 850nm -40 ~ 75 degrees C
MGB-TLX 1000 LC Single Mode 20km 1310nm -40 ~ 75 degrees C
MGB-TL40 1000 LC Single Mode 40km 1310nm -40 ~ 75 degrees C
MGB-TL40 1000 LC Single Mode 80km 1550nm -40 ~ 75 degrees C

Gigabit Ethernet Transceiver (1000BASE-BX, Single Fiber Bi-directional SFP)

R

Connector Interface ‘ Fiber Mode ’ Distance ‘ Wavelength (TX/RX)

Operating Temp.

MGB-TLA10 1000 WDM(LC) Single Mode| 10km 1310nm/1550nm | -40 ~ 75 degrees C
MGB-TLB10 1000 WDM(LC) Single Mode| 10km 1550nm/1310nm -40 ~ 75 degrees C
MGB-TLA20 1000 WDM(LC) Single Mode| 20km 1310nm/1550nm -40 ~ 75 degrees C
MGB-TLB20 1000 WDM(LC) Single Mode| 20km 1550nm/1310nm -40 ~ 75 degrees C
MGB-TLA40 1000 WDM(LC) Single Mode | 40km 1310nm/1550nm -40 ~ 75 degrees C
MGB-TLB40 1000 WDM(LC) Single Mode | 40km 1550nm/1310nm -40 ~ 75 degrees C
MGB-TLA60 1000 WDM(LC) Single Mode| 60km 1310nm/1550nm -40 ~ 75 degrees C
MGB-TLB60 1000 WDM(LC) Single Mode| 60km 1550nm/1310nm -40 ~ 75 degrees C

2.5Gigabit Ethernet Transceiver (2500BASE-X SFP)

(Slv?tf;s(,j) ?ﬁ?g;gzzr Fiber Mode Distance Wavelength (nm) Operating Temp.

MGB-2GTSR 2488 LC Multi Mode 300m 850nm -40~75 degrees C

MGB-2GTLR2 2488 LC Single Mode 2km 1310nm -40~75 degrees C
MGB-2GTLR20 2488 LC Single Mode 20km 1310nm -40~75 degrees C
MGB-2GTLA20 2488 LC Single Mode 20km ;); i?;g:rr: -40~75 degrees C
MGB-2GTLB20 2488 LC Single Mode 20km L))((llgig:rr: -40~75 degrees C

10Gbps SFP+ (10G Ethernet/10GBASE-SR/LR)

m Speed (Mbps) i iEEey Fiber Mode Distance Wavelength (nm) Operating Temp.
Interface

MTB-TSR 10G LC Multi Mode 300m 850nm -40~75 degrees C
MTB-TSR2 10G LC Single Mode 2km 1310nm -40~75 degrees C
MTB-TLR20 10G LC Single Mode 20km 1310nm -40~75 degrees C
MTB-TLR40 10G LC Single Mode 40km 1310nm -40~75 degrees C
MTB-TLR60 10G LC Single Mode 60km 1550nm -40~75 degrees C
MTB-TLR 10G LC Single Mode 10km 1310nm -40~75 degrees C
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4

10Gbps SFP+ (10GBASE-BX, Single Fiber Bi-directional SFP)

Wavelength Wavelength

Model Speed (Mbps) (iotnn(?ctor Fiber Mode Distance Operating Temp.
MTB-TLA20 10G WDM (LC) Single Mode 20km 1270nm 1330nm
-40~75 degrees C
MTB-TLB20 10G WDM (LC) Single Mode 20km 1330nm 1270nm
MTB-TLA40 10G WDM (LC) Single Mode 40km 1270nm 1330nm
-40~75 degrees C
MTB-TLB40 10G WDM (LC) Single Mode 40km 1330nm 1270nm
MTB-TLA60 10G WDM (LC) Single Mode 60km 1270nm 1330nm
-40~75 degrees C
MTB-TLB60 10G WDM (LC) Single Mode 60km 1330nm 1270nm

1. Itis recommended to use PLANET SFP on the Industrial Managed Switch. If you insert an

p SFP/SFP+ transceiver that is not supported, the Industrial Managed Switch will not
— ?—b
% recognize it.
Note 2. Please choose the SFP/SFP+ transceiver which can be operated at the temperature range of

-40~75 degrees C if the switch device is working in a -40~75 degrees C temperature

environment.

1. Before we connect the Industrial Managed Switch to the other network device, we have to make sure both sides of the
SFP transceivers are with the same media type, for example: 1000BASE-SX to 1000BASE-SX, 1000BASE-LX to
1000BASE-LX.

2. Check whether the fiber-optic cable type matches with the SFP transceiver requirement.

» To connect to 1000BASE-SX SFP transceiver, please use the multi-mode fiber cable with one side being the male
duplex LC connector type.
» To connect to 1000BASE-LX SFP transceiver, please use the single-mode fiber cable with one side being the male

duplex LC connector type.

° Connect the fiber cable

1. Insert the duplex LC connector into the SFP/SFP+ transceiver.

2. Connect the other end of the cable to a device with SFP/SFP+ transceiver installed.

3. Check the LNK/ACT LED of the SFP/SFP+ slot on the front of the Managed Switch. Ensure that the SFP/SFP+
transceiver is operating correctly.

4, Check the Link mode of the SFP/SFP+ port if the link fails. To function with some fiber-NICs or Media Converters, user
has to set the port Link mode to “10G FDX”, “1000M FDX” or “100M FDX”.
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2.3.2 Removing the SFP/SFP+ Transceiver

1.

Make sure there is no network activity by consulting or checking with the network administrator. Or through the
management interface of the switch/converter (if available) to disable the port in advance.

Remove the fiber optic cable gently.

Turn the lever of the SFP transceiver to a horizontal position.

Pull out the module gently through the lever.

MGB/MFB
Series Transceiver

Figure 2-3-2: Pull out the SFP/SFP+ Transceiver Module

%{D Never pull out the module without pulling the lever or the push bolts on the module. Directly pulling
——

out the module with force could damage the module and SFP module slot of the device.

Note
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3. SWITCH MANAGEMENT

This chapter explains the methods that you can use to configure management access to the Industrial Managed Switch. It
describes the types of management applications and the communication and management protocols that deliver data between
your management device (workstation or personal computer) and the system. It also contains information about port connection

options.
This chapter covers the following topics:

Requirements

Management Access Overview
Remote Telnet Access

Web Management Access

SNMP Access

Standards, Protocols, and Related Reading

3.1 Requirements

] Workstation running Windows XP/2003, Vista, Windows 7/8/10, MAC OS X, Linux, Fedora, Ubuntu or other
platform is compatible with TCP/IP protocols.

[ ] Workstation is installed with Ethernet NIC (Network Interface Card)

[ ] Serial Port (Terminal)
e The above PC comes with COM Port (DB9/RS232) or USB-t0-RS232 converter

] Ethernet Port
o Network cables -- Use standard network (UTP) cables with RJ45 connectors.

[ | The above workstation is installed with Web browser

%ﬁ] It is recommended to use a modern browser version, such as Google Chrome (version 30 or

higher), Mozilla Firefox (version 27 or higher), or Microsoft Edge, for optimal performance with our
Note
products. to access Industrial Managed Switch.
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The Industrial Managed Switch gives you the flexibility to access and manage it using any or all of the following methods:

[ | Remote Telnet Interface

[ | Web browser Interface

| An external SNMP-based network management application

The remote Telnet and Web browser interfaces are embedded in the Industrial Managed Switch software and are available for

immediate use. Each of these management methods has their own advantages. Table 3-1 compares the three management

methods.

Method

Console

Remote

Telnet

Web Browser

SNMP Agent

Advantages
No IP address or subnet needed
Text-based
ProComm Plus, putty, Tera term

Secure

Text-based

Install a Telnet client software, such as
PuTTY or Tera Term, which is available
for free download for Windows, macOS,
and Linux operating systems.

Can be accessed from any location
Ideal for configuring the switch remotely
Compatible with all popular browsers
Can be accessed from any location
Most visually appealing

Communicates with switch functions at
the MIB level

Based on open standards

Disadvantages
Must be near the switch or use dial-up
connection
Not convenient for remote users
Modem connection may prove to be unreliable
or slow
Security can be compromised (hackers need

only know the IP address)

Security can be compromised (hackers need
only know the IP address and subnet mask)

May encounter lag times on poor connections

Requires SNMP manager software
Least visually appealing of all three methods
Some settings require calculations
Security can be compromised (hackers need

only know the community name)

Table 3-1: Management Methods Comparison
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3.3 CLI Mode Management

There are two ways for CLI mode management, one is remote SSH(Secure Shell Protocol) and the other operated from console
port. Remote telnet is an IP-based protocol and console port is for user to operate the Industrial Managed Switch locally only;
however, their operations are the same.

The command line user interface is for performing system administration, such as displaying statistics or changing option
settings. When this method is used, you can access the Industrial Managed Switch remote telnet interface from personal
computer or workstation in the same Ethernet environment as long as you know the current IP address of the Industrial
Managed Switch.

IGS Industrial Managed Switch
PC/Workstation with
Terminal Emulation Software

‘.' [Bi=——— RJ45 to DB9 RS232 Cable 4-.

Console Port Serial Port
115200,N,8,1

Direct Access

Direct access to the administration console is achieved by directly connecting a terminal or a PC equipped with a
terminal-emulation program (such as HyperTerminal, ProComm Plus, putty and Tera term) to the Managed Switch console
(serial) port. When using this management method, a straight DB9 RS-232 cable is required to connect the switch to the PC.
After making this connection, configure the terminal-emulation program to use the following parameters:

The default parameters are:

B 115200 bps baud rate - -
Tera Term: Serial port setup and connection X
B 8 data bits
Port: COMSB cl dN
[ . ose and New open
No parity Speed: 115200
B 1 stop bit . :
Y Data: 8 bit Cancel
Parity: none
Stop bits: 1 bit v Help
Flow control: none
Transmit delay
0 msec/char 1] msecfline
Device Friendly Name: USB Serial Port [COMS)
Device Instance ID: FTDIBUSYVID_0403+PID_6001+FTANJZNY

Device Manufacturer: FTDI
Provider Name: FTDI
Driver Date: 7-5-2021
Driver Version: 2.12.36.4

You can change these settings, if desired, after you log on. This management method is often preferred because you can
remain connected and monitor the system during system reboots. Also, certain error messages are sent to the serial port,
regardless of the interface through which the associated action was initiated. A Macintosh or PC attachment can use any
terminal-emulation program for connecting to the terminal serial port. A workstation attachment under UNIX can use an

emulator.
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3.3.1 Logging on to the Console

Once the terminal has been connected to the device, power on the Industrial Managed Switch and the terminal will display

“running testing procedures”.

%ﬂ The following console screen is based on the firmware version before February of 2024.
Note

Then, the following message asks to log in user name and password. The factory default user name and password are shown

as follows as the login screen in Figure 3-3-1 appears

User Name: admin
Password: admin

&P COM7 - PuTTY

admin

Figure 3-3-1: Console Login Screen

The user can now enter commands to manage the Industrial Managed Switch. For a detailed description of the commands,

please refer to the following chapters.

For security reason, please change and memorize the new password after this first setup.

1
2. Only accept command in lowercase letter under console interface.

@ The following console screen is based on the firmware version of February of 2024 or after.
Note

Username: admin

Password: sw + the last 6 characters of the MAC ID in lowercase

Find the MAC ID on your device label. The default password is "sw" followed by the last six lowercase characters of the

MAC ID.

Managed Ethernet Device

Madel/SN:
(R "

i MAC 1D: ABF7EOXXXXXX

C € a Default Password: swxoomx

("x" means the last 6 digits of the MAC address.
All characters should be in lowercase.)

Figure 3-3-2: MAC ID Label
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Enter the default username and password, then set a new password according to the rule-based prompt and confirm it. Upon

success, press any key to return to the login prompt. Log in with "admin" and the “new password” to access the CLI.

&P COM7 - PuTTY

(New)Password:
Verify (New)Password:
The password is set successfully.

Press ENTER to get started

Username: admin
Password

1GS-6325-Series#

Figure 3-3-3: Create a New Password and Login Again

1. For security reason, please change and memorize the new password after this first setup.
2. Only accept command in lowercase letter under console interface.
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3.3.2 Remote SSH Login

The Industrial Managed Switch also supports SSHv2 for remote management. The switch asks for user name and password for

remote login when using SSHv2 client software.

The following SSH client screen is based on Tera Term.

1
%ﬂ 2. For security reason, the SSH protocol with TCP port 22 and Telnet protocol with TCP port 23

are disabled by default setting.

Default IP Address: 192.168.0.100
Default SSH TCP Port#: 22

Tera Term: New connection X
@® TCPAP Host: @
[J History
Service: O Telnet TCP port#: (22
@SSH SSH version: SSH2
O Other

Protocol: UNSPEC
O Serial COM3: Intel(R] Active Management Te

Cancel Help

Figure 3-3-4: SSH client software program screen

Please use the default username and password. Refer to 3.3.1 Loggin on to the Console to determine your initial login

password.

Tl 192.168.0.100 - Tera Term VT - O X

File Edit Setup Control Window Help

Figure 3-3-5: Industrial Managed Switch SSHv2 Login Screen

The user can now enter commands to manage the Industrial Managed Switch. For a detailed description of the commands,

please refer to the following chapters.
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3.4 Web Management

The Industrial Managed Switch offers management features that allow users to manage the Industrial Managed Switch from
anywhere on the network through a standard browser such as Microsoft Internet Explorer. After you set up your IP address for
the Industrial Managed Switch, you can access the Industrial Managed Switch’s Web interface applications directly in your

Web browser by entering the IP address of the Industrial Managed Switch.

IGS Industrial Managed Switch

RJ45/UTP Cable

IP Address:
192.168.0.x

IP Address:
192.168.0.100

Figure 3-4-1: Web Management

You can then use your Web browser to list and manage the Industrial Managed Switch configuration parameters from one

central location; the Web Management requires web browser such as Firefox, Google Chrome or Microsoft Edge.

.} 1GS-6325-16P4S Managed Swi- X +

< C 0O & http//192.168.0.100

2

a6 8 10 12 14 16 18 20 2
PLANET e
Networking & Communication e RO. ® PWR2 @ ———

3 5 7 9 M 13 15 17 19 Vo @ FuT @ V/

1

1GS-6325-16P4S {3} System 9 Switching s« Routing 7= QoS (7] Security &0 PoE (3 Ring B ONVIF ¥ Maintenance G B3 @ &

» Management
» SNMP
» RMON
» DHCP Server

» Industrial Protocol Welcome to PLANET

IGS-6325-16P4S
Industrial L3 16-Port 10/100/1000T 802.3at PoE +
4-Port 100/1000X SFP Managed Ethernet Switch

PLANET Technology Corporation

11F., No.96, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
Tel: 886-2-2219-9518
Fax:886-2-2219-9528

Copyright©2019 PLANET Technology Corporation. All rights reserved.

Figure 3-4-2: Web Main Screen of Industrial Managed Switch
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3.5 SNMP-based Network Management

You can use an external SNMP-based application to configure and manage the Industrial Managed Switch, such as SNMP
Network Manager, HP Openview Network Node Management (NNM) or What’s Up Gold. This management method requires
the SNMP agent on the Industrial Managed Switch and the SNMP Network Management Station to use the same community

string. This management method, in fact, uses two community strings: the get community string and the set community

string.

If the SNMP Network Management Station only knows the set community string, it can read and write to the MIBs. However, if it

only knows the get community string, it can only read MIBs. The default gets and sets community strings for the Industrial

Managed Switch are public.

MATG Index Page

eMhed S PC [ Workstation with Managed Switch
= e SNMP application SNMP Agent Status: Enabled
e | | i S .‘ . = \,__/ —_——
 Lrvherreed 0 ’
X® N S— IP Address:
IP Address: ' 192.168.0.254

192.168.0.x

Figure 3-5-1: SNMP Management
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To easily list the Industrial Managed Switch in your Ethernet environment, the Planet Smart Discovery Utility from user’s

manual CD-ROM is an ideal solution. The following install instructions

1. Open the Planet Smart Discovery Utility in administrator PC.

2. Run this utility and the following screen appears.

guide you to running the Planet Smart Discovery Utility.

. PLANET Smart Discovery Lite - O ®
File Option Help
3 Refresh | x| Exit | 9 PLmeT
Networking & Communicalien
MAC Address Device Mame  |Verzion DevicelP MewPazsword|IP Address Methdask |Gateway |Description |
Select Adapter: |[ERREENTET GRS | [ Control Packet Force Broadcast
Device Message

Figure 3-6-1: Planet Smart Discovery Utility Screen

Ex

by using the “Select Adapter” tool.
Note

If there are two LAN cards or above in the same administrator PC, choose a different LAN card

3. Press the “Refresh” button for the currently connected devices in the discovery list as the screen is shown as follows.

# PLANET Smart Discovery Lite - m| ¥
File Option Help
© (3 Refresh E x| Exit ‘ 9 mma

MAC Address Device Name  |Wersion DevicelP MewPazsword|IP Address Mettdask |Gatewa_l,l |Descripti0n |

1 |00-30-4FFF-00-01 |IGS5-6325-20T 40 1.440180823 [192.168.0.100 192 168.0100 255.255.255.0 0.0.0.0 PLAMET 1G5-6325-20T.
Select Adapter: |192_‘IEB_EI.ES [00:30:4F: 33:33:30) j [~ Contral Packet Force Broadzast
‘ Update Multi ‘ Update Al ‘

Device: 1G5-6325-20T4C4X (00-30-4F-FF-00-0|Get Device Information done.

Figure 3-6-2: Planet Smart Discovery Utility Screen
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This utility shows all the necessary information from the devices, such as MAC address, device name, firmware version and

device IP subnet address. A new password, IP subnet address and description can be assigned to the devices.

After setup is completed, press the “Update Device”, “Update Multi” or “Update All” button to take effect. The functions
of the 3 buttons above are shown below:

B Update Device: Use the current setting on one single device.

B Update Multi: Use the current setting on choose multi-devices.

B Update All: Use the current setting on whole devices in the list.

The same functions mentioned above also can be found in “Option” tools bar.

To click the “Control Packet Force Broadcast” function, it allows new setting value to be assigned to the Web Smart

Switch under a different IP subnet address.
Press the “Connect to Device” button and then the Web login screen appears in Figure 3-6-2.

Press the “Exit” button to shut down Planet Smart Discovery Utility.
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4. WEB CONFIGURATION

This section introduces the configuration and functions of the Web-based management.

About Web-based Management
The Industrial Managed Switch offers management features that allow users to manage the Industrial Managed Switch from

anywhere on the network through a standard browser such as Google Chrome or Microsoft Edge.

The Web-based Management supports Google Chrome, Firefox or Microsoft Chrome. They are built based on C++ and Java
Script with an aim to reducing network bandwidth consumption, enhancing access speed and presenting an easy viewing

screen.

The Industrial Managed Switch can be configured through an Ethernet connection, making sure the manager PC must be set
to the same the IP subnet address as the Industrial Managed Switch. For example, the default IP address of the Industrial
Managed Switch is 192.168.0.100, then the manager PC should be set to 192.168.0.x (where x is a number between 1 and 254,
except 100), and the default subnet mask is 255.255.255.0.

If you have changed the default IP address of the Industrial Managed Switch to 192.168.1.1 with subnet mask 255.255.255.0
via console, then the manager PC should be set to 192.168.1.x (where x is a number between 2 and 254) to be able to do the
related configuration on manager PC.

IGS Industrial Managed Switch

RJ45/UTP Cable

IP Address:
192.168.0.x

IP Address:
192.168.0.100

Figure 4-1-1: Web Management

B Logging on to the Industrial Managed Switch
1. Use Google Chrome, Firefox or Microsoft Chrome Web browser. Enter the factory-default IP address to access the Web

interface. The factory-default IP address is as follows:

https://192.168.0.100

Authentication required
https:/#192.168.0.100

Username ||

Password

Log in Cance

Figure 4-1-2: Login Screen
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%” The following web screen is based on the firmware version before February of 2024.
Note

2. When the login dialog appears, please enter the default username and password (or the password you have changed

before) as shown in Figure 5-2 to log in the main screen of Industrial Managed Switch.

Default Username: admin
Default Password: admin

%&D The following web screen is based on the firmware version of February of 2024 or after.
Note

3. When the following dialog box appears, please enter the default user name “admin” and and password.

Default Username: admin
Default Password: sw + the last 6 characters of the MAC ID in lowercase

Managed Ethernat Devica

Mo b -|

WIEM - e g MAC ID: ABF7TEOXXXXXX

iy | fe @ ?efault Pasf:‘;rd:ts:éw;’“f:“f e MAC add
T TEEETEE S oy "x" means the las igits of the address.

- All characters should be in lowercase.)

Figure 4-1- 3: MAC ID Label

4.  After logging in, you will be prompted to change the initial password to a permanent one.

192.168.0.100 says

You are reguired to change and store a new password to be able to
get into the switch.

Please store your new password in a2 safe, retrievable place for safe
keeping.

Cince configured, also store a copy of your Config File in a safe,

retrievable place for safe kesping.

Figure 4-1- 4: Change Password Screen
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Change Password

New Password

Password | | (] show password

Retype Password | |

The password must contain 8-31 characters, including upper case, lower case, numerals and other
symhbols. Please note, spaces (blanks) are not accepted.

Figure 4-1-5: Change Password Screen

After entering the username and password, the main screen appears as Figure 4-1-6.

.} 1GS-6325-16P4S Managed Swi- X

€ C 00 & httpy//192.168.0.100

2 4 & 8 10 12 14 16 18 20 —
PLANET T .
Networking & Communication o D[j RO. ® PWR2 @
13 5 1 9 1 13 15 1719

/O @ FAULT @ '_/

1GS-6325-16P4S £} System 9 Switching  a Routing 7~ QoS (3} Security 20 PoE (3 Ring WEONVIF JF Maintenance G 5 @ B
» Management
» SNMP
» RMON
» DHCP Server
» Industrial Protocol

Welcome to PLANET

IGS-6325-16P4S
Industrial L3 16-Port 10/100/1000T 802.3at PoE +
4-Port 100/1000X SFP Managed Ethernet Switch

PLANET Technology Corporation

11F,, No.96, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.0.C.)
Tel: 886-2-2219-9518
Fax:886-2-2219-9528

Copyright©2019 PLANET Technology Corporation. Al rights reserved.

Figure 4-1-6: Default Main Page

Now, you can use the Web management interface to continue the switch management or manage the Industrial Managed

Switch by Web interface. The Switch Menu on the left of the web page lets you access all the commands and statistics the

Industrial Managed Switch provides.

1. It is recommended to use Google Chrome, Firefox or Microsoft Chrome or above to access
% Industrial Managed Switch.
—
Note 2. The changed IP address takes effect immediately after clicking on the Save button. From now

on, you need to use the new IP address to access the Internet.

% 3. For security reason, please change and memorize the new password after this first setup.
—

Only accept command in lowercase letter.
Note y P
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4.1 Main Web page

The Industrial Managed Switch provides a Web-based browser interface for configuring and managing it. This interface allows

you to access the Industrial Managed Switch using the Web browser of your choice. This chapter describes how to use the

Industrial Managed Switch’s Web browser interface to configure and manage it.

Copper Port Link Status

Main Functions Menu

SFP/SFP+ Port Link Status

p 4 6 8 10 12 14 16 18 3
() PLANEY -
Networking & Commanication ] 1]

1 3 5 7 9 1 13 15 17 19
1GS-6325-16P4S £} System

3¢ Switching y& Routing 7= QoS (7 Security &0 PoE (3 Ring WEONVIF J Maintenance & 3 @ B
» Management

» SNMP

» RMON

» DHCP Server

» Industrial Protocol

Welcome to PLANET Help Button

IGS-6325-16P4S
Industrial L3 16-Port 10/100/1000T 802.3at PoE +
4-Port 100/1000X SFP Managed Ethernet Switch

PLANET Technology Corporation

11F, No.96, Minquan Rd., Xindian Dist., New Taipei City 231, Taiwan (R.O.C.)
Tel: 886-2-2219-9518
Fax:886-2-2219-9528
Email: Support@planet.com.tw

A
r Copyright©2019 PLANET Technology Corporation. All rights reserved.

Figure 4-1-4: Main page
Main Screen

Panel Display

The web agent displays an image of the Industrial Managed Switch’s ports. The Mode can be set to display different

information for the ports, including Link up or Link down. Clicking on the image of a port opens the Port Statistics page.

The port states are illustrated as follows:

State Disabled Down Link PoE in Use

= =

!I [ ]
SFP Ports | | | | |

RJ45 Ports
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Main Menu

Using the onboard web agent, you can define system parameters, manage and control the Industrial Managed Switch, and all
its ports, or monitor network conditions. The Main Menu always contains one or more buttons, such as “System”, “Switching”,

“Routing”, “QoS”, “Security”, “PoE”, “Ring”, “ONVIF” and “Maintenance”

Via the Web-Management, the administrator can set up the Industrial Managed Switch by selecting the functions listed in the

Main Function. The screen in Figure 4-1-5 appears.

{} System 3G Switching & Routing 7~ QoS () Security (3 Ring J Maintenance & & ()

» Management

» SNMP

» RMON

» DHCP Server

» Industrial Protocol

Figure 4-1-5: Industrial Managed Switch Main Functions Menu
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Use the System menu items to display and configure basic administrative details of the Industrial Managed Switch. Under the

System, the following topics are provided to configure and view the system information. This section has the following items:

System Information

IP Configuration

IP Status

Users Configuration

Privilege Levels
NTP Configuration
Time Configuration
UPnP

DHCP Relay

DHCP Relay Statistics

CPU Load

System Log

Detailed Log

Remote Syslog
SMTP Configuration
Digital Input/Output
Fault Alarm

SNMP

RMON

DHCP server

Industrial Protocol

The Industrial Managed Switch system information is provided here.

Configure the IPv4/IPv6 interface and IP routes of the Industrial Managed
Switch on this page.

This page displays the status of the IP protocol layer. The status is defined
by the IP interfaces, the IP routes and the neighbor cache (ARP cache)
status.

This page provides an overview of the current users. Currently the only way

to login as another user on the web server is to close and reopen the
browser.

This page provides an overview of the privilege levels.

Configure NTP server on this page.

Configure time parameter on this page.

Configure UPnP on this page.

Configure DHCP Relay on this page.

This page provides statistics for DHCP relay.

This page displays the CPU load, using an SVG graph.

The system log information of the Industrial Managed Switch system is
provided here.
The detailed log information of the Industrial Managed Switch system is
provided here.

Configure remote syslog on this page.
Configure SMTP parameters on this page.
Configure digital input and output on this page.
Configure fault alarm on this page.

Configure SNMP parameters on this page
Configure the RMON parameters on this page
Configure the DHCP server on this page
Configure the Modbus TCP Mode on this page
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4.2.1 Management

4.2.1.1 System Information

The System Information page provides information for the current device information. System Information page helps a switch

administrator to identify the hardware MAC address, software version and system uptime. The screen in Figure 4-2-1 appears.

IGS-6325-16P4S {2 System ¢ Switching »a Routing == QoS (5 Security
+ Management
» System Information System Information
+ IP Configuration
» IP Status System
» Users Configuration Contact
» Privilege Levels L::;Ii?:m |GS-6325-16P43
» NTP Configuration Hardware
i E‘g“; Configuration MAC Address  00-30-41-44-33-22
3 n DC PWR1 :ON
Power Status
» DHCP R.E|E‘j|’ DC PWR2 :OFF
» DHCP Relay Statistics Temperature  69.0C-156.0F
i oad System Dat 19?-;";1.3[]1 Thu 01:39:45+00:00
ystem Uate -Ul- u 1= e -
b System Log System Uptime  0d 01:39:45
» Detailed Log Software
R ysiog Software Version 1440190121
» SMTP Configuration Software Date  2019-01-21T11:42:46+08:00
» Fault Alarm
» Digital Input/Cutput Auto-refresh || |Refresh

p SNMP

Figure 4-2-1: System Information Page Screenshot

The page includes the following fields:

Object Description

e Contact The system contact configured in SNMP | System Information | System Contact.

e Name The system name configured in SNMP | System Information | System Name.

e Location The system location configured in SNMP | System Information | System Location.

o MAC Address The MAC Address of this Industrial Managed Switch.

e Power Status The status of power input

o Temperature Indicates chipset temperature.

e System Date The current (GMT) system time and date. The system time is obtained through the
configured NTP Server, if any.

o System Uptime The period of time the device has been operational.

o Software Version The software version of the Industrial Managed Switch.

o Software Date The date when the Industrial Managed Switch software was produced.

Buttons

:. Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.

Auto-refres :
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The IP Configuration includes the IP Configuration, IP Interface and IP Routes. The configured column is used to view or

change the IP configuration. The maximum number of interfaces supported is 128 and the maximum number of routes is 128.

The screen in Figure 4-2-2 appears.

IP Configuration

Domain Name | | Mo Domain Name
Mode Host v
DNS Server Mo DNS server

L

| Delete | Network ‘ Mask Length ‘ Gateway ‘ Next Hop VLAN

Add Route
Apply || Reset

Figure 4-2-2: |P Configuration Page Screenshot

The current column is used to show the active IP configuration.

DNS Proxy
IP Interfaces
DHCPv4 IPv4
Delete | VLAN Client ID
Enable Hostname Fallback Current Lease Address Mask Length
Type IfMac ASCII HEX
1 Auto v Port1 v 192.1658.0.100 24
Add Interface!
DHCPvG6 IPvG
* Enable | Rapid Commit | Current Lease Address Mask Length
IP Routes

Object

Description

o |P Configurations | Mode

traffic is routed between all interfaces.

Configure whether the IP stack should act as a Host or a Router. In Host

mode, IP traffic between interfaces will not be routed. In Router mode

DNS Server

DNS name resolution.

This setting controls the DNS name resolution done by the switch.
There are four servers available for configuration, and the index of the

server presents the preference (less index has higher priority) in doing
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System selects the active DNS server from configuration in turn, if the
preferred server does not respond in five attempts.

The following modes are supported:

® No DNS server
No DNS server will be used.
B Configured IPv4
Explicitly provide the valid IPv4 unicast address of the
DNS Server in dotted decimal notation.
Make sure the configured DNS server could be
reachable (e.g. via PING) for activating DNS service.
B Configured IPv6
Explicitly provide the valid IPv6 unicast (except link
local) address of the DNS Server.
Make sure the configured DNS server could be
reachable (e.g. via PING®6) for activating DNS service.
® From any DHCPv4 interfaces
The first DNS server offered from a DHCPv4 lease to
a DHCPv4-enabled interface will be used.
® From this DHCPv4 interface
Specify from which DHCPv4-enabled interface a
provided DNS server should be preferred.
B From any DHCPv6 interfaces
The first DNS server offered from a DHCPVG6 lease to a
DHCPv6-enabled interface will be used.
® From this DHCPv6 interface
Specify from which DHCPv6-enabled interface a provided DNS

server should be preferred

DNS Proxy When DNS proxy is enabled, system will relay DNS requests to the
currently configured DNS server, and reply as a DNS resolver to the
client devices on the network.

o [P Interface Delete Select this option to delete an existing IP interface.
VLAN The VLAN associated with the IP interface. Only ports in this VLAN will

be able to access the IP interface. This field is only available for input

when creating a new interface.

DHCPv4 | Enabled

Enable the DHCPv4 client by checking this box. If this option is enabled,
the system will configure the IPv4 address and mask of the interface
using the DHCPv4 protocol. The DHCPv4 client will announce the

configured System Name as hostname to provide DNS lookup.

Fallback

The number of seconds for trying to obtain a DHCP lease. After this
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period expires, a configured IPv4 address will be used as IPv4 interface
address. A value of zero disables the fallback mechanism, such that
DHCP will keep retrying until a valid lease is obtained. Legal values are

0 to 4294967295 seconds.

Current

Lease

For DHCP interfaces with an active lease, this column shows the current

interface address, as provided by the DHCP server.

IPv4

Address

The IPv4 address of the interface in dotted decimal notation.
If DHCP is enabled, this field configures the fallback address. The field
may be left blank if IPv4 operation on the interface is not desired - or no

DHCP fallback address is desired.

Mask Length

The IPv4 network mask, in number of bits (prefix length). Valid values
are between 0 and 30 bits for an IPv4 address.

If DHCP is enabled, this field configures the fallback address network
mask. The field may be left blank if IPv4 operation on the interface is not

desired - or no DHCP fallback address is desired.

DHCPv6

Enable

Enable the DHCPV6 client by checking this box. If this option is enabled,
the system will configure the IPv6 address of the interface using the

DHCPV6 protocol.

Rapid

Commit

Enable the DHCPv6 Rapid-Commit option by checking this box. If this
option is enabled, the DHCPV6 client terminates the waiting process as
soon as a Reply message with a Rapid Commit option is received.

This option is only manageable when DHCPV6 client is enabled.

Current

Lease

For DHCPV6 interface with an active lease, this column shows the

interface address provided by the DHCPv6 server.

IPv6

Address

The IPv6 address of the interface. An IPv6 address is in 128-bit records
represented as eight fields of up to four hexadecimal digits with a colon
separating each field (:). For example, fe80::215:¢5ff:fe03:4dc7. The
symbol :: is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can
appear only once.

System accepts the valid IPv6 unicast address only, except
IPv4-Compatible address and IPv4-Mapped address.

The field may be left blank if IPv6 operation on the interface is not

desired.

Mask Length

The IPv6 network mask, in number of bits (prefix length). Valid values
are between 1 and 128 bits for an IPv6 address.
The field may be left blank if IPv6 operation on the interface is not

desired.

e |IP Routes

Delete

Select this option to delete an existing IP route.

Network

The destination IP network or host address of this route. Valid format is
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dotted decimal notation or a valid IPv6 notation. A default route can use

the value 0.0.0.0 or IPv6 :: notation.

Mask Length The destination IP network or host mask, in number of bits (prefix
length). It defines how much of a network address that must match, in
order to qualify for this route. Valid values are between 0 and 32 bits
respectively 128 for IPv6 routes. Only a default route will have a mask

length of 0 (as it will match anything).

Gateway The IP address of the IP gateway. Valid format is dotted decimal
notation or a valid IPv6 notation. Gateway and Network must be of the

same type.

Next Hop VLAN The VLAN ID (VID) of the specific IPv6 interface associated with the
gateway.

The given VID ranges from 1 to 4095 and will be effective only when the
corresponding IPv6 interface is valid.

If the IPv6 gateway address is link-local, it must specify the next hop.

Buttons

Add Interface : Click to add a new IP interface. A maximum of 128 interfaces are supported.

Add Route |

" Click to add a new IP route. A maximum of 32 routes are supported.

APPWY J: Glick to apply changes.

Besel ": Click to undo any changes made locally and revert to previously saved values.
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4.2.1.3 IP Status

IP Status displays the status of the IP protocol layer. The status is defined by the IP interfaces, the IP routes and the neighbor

cache (ARP cache) status. The screen in Figure 4-2-3 appears.

IP Interfaces

Interface | Type | Address Status
OSlo LIMNK  00-00-00-00-00-00 =P LOOPBACK RUMMIMG MULTICAST=
OS:lo IPvd  127.0.0.1/8
oslo IPvE  fed0:1:1/64
OS:lo IPvE 1128
WLAMA LIMK  00-30-4f-11-22-33 =P BROADCAST RUMMIMNG MULTICAST=
WLAMA IPvd 192 168.0.100:20
WLAMA IPvE  feB0:2:230:4ffffe11:2233/64

IP Routes

Network |Gateway| Status

127.0.01/32 127.001 =P HOST=
192.168.0.0/24  VLANA =P HW_RT=
182.168.0.0/20  VLAMNA =P HW_RT=
2240004 1270071 =UP=
M2 o =P HOST=

Neighbour cache

IP Address | Link Address
192 168.0123  VLAMA:00-30-4f-91-26-45
fegl:2:230:4ffffe11:2233  VLAMT1:00-30-4f-11-22-33

Figure 4-2-3: |P Status Page Screenshot

The page includes the following fields:

Object Description

¢ |P Interfaces Interface The name of the interface.
Type The address type of the entry. This may be LINK or IPv4.
Address The current address of the interface (of the given type).
Status The status flags of the interface (and/or address).

¢ |P Routes Network The destination IP network or host address of this route.
Gateway The gateway address of this route.
Status The status flags of the route.

e Neighbor Cache IP Address The IP address of the entry.
Link Address The Link (MAC) address for which a binding to the IP address given exists.

Buttons
Auto-refresh p : Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.
Fefiesh

: Click to refresh the page.
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4.2.1.4 Users Configuration

This page provides an overview of the current users. Currently the only way to log in as another user on the web server is to
close and reopen the browser. After setup is completed, press the “Apply” button to take effect. Please login web interface with
new user name and password; the screen in Figure 4-2-5 appears.

Users Configuration

User Mame | Privilege Level
adrmin 15

Figure 4-2-5: Users Configuration Page Screensho

The page includes the following fields:

Object Description
e User Name The name identifying the user. This is also a link to Add/Edit User.
e Privilege Level The privilege level of the user.

The allowed range is 0 to 15. If the privilege level value is 15, it can access all
groups, i.e. that is granted the full control of the device. But other values need to
refer to each group privilege level. User's privilege should be the same or greater

than the group privilege level to have the access to that group.

By default setting, most groups privilege level 5 has the read-only access and
privilege level 10 has the read-write access. And the system maintenance

(software upload, factory defaults and etc.) needs user privilege level 15.

Generally, the privilege level 15 can be used for an administrator account,
privilege level 10 for a standard user account and privilege level 5 for a guest

account.

Buttons

: Click to add a new user.

Add / Edit User

This page configures a user — add, edit or delete user.

Add User

User Settings

User Name

Password

Password (again)

Privilege Level 1 v

[_eply J [ Beset [ Conce |

Figure 4-2-5: Add / Edit User Configuration Page Screenshot
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The page includes the following fields:

Object Description

e Username A string identifying the user name that this entry should belong to. The allowed
string length is 1 to 31. The valid user name is a combination of letters, numbers

and underscores.

e Password The password of the user. The allowed string length is 0 to 31.
e Password (again) Please enter the user’s new password here again to confirm.
o Privilege Level The privilege level of the user.

The allowed range is 0 to 15. If the privilege level value is 15, it can access all
groups, i.e. that is granted the fully control of the device. But others value need to
refer to each group privilege level. User's privilege should be same or greater than

the group privilege level to have the access of that group.

By default setting, most groups privilege level 5 has the read-only access and
privilege level 10 has the read-write access. And the system maintenance

(software upload, factory defaults and etc.) needs user privilege level 15.

Generally, the privilege level 15 can be used for an administrator account, privilege

level 10 for a standard user account and privilege level 5 for a guest account.

Buttons

APRIY . Click to apply changes.

i

: Click to undo any changes made locally and revert to previously saved values.

i

: Click to undo any changes made locally and return to the Users.

Delete User

: Delete the current user. This button is not available for new configurations (Add new user).

Once the new user is added, the new user entry is shown on the Users Configuration page.

Users Configuration

User Name | Privilege Level
admin 15
qest B

[ Test 1] |

Add Mew User

Figure 4-2-6: User Configuration Page Screenshot

If you forget the new password after changing the default password, please press the “Reset”
%m button on the front panel of the Industrial Managed Switch for over 10 seconds and then release

it. The current setting including VLAN will be lost and the Industrial Managed Switch will restore
to the default mode.

Note
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4.2.1.5 Privilege Levels

This page provides an overview of the privilege levels. After setup is completed, please press the “Apply” button to take effect.
Please log in web interface with new user name and password and the screen in Figure 4-2-7 appears.

Privilege Level Configuration
Privilege Levels
Group Name | cgpfiguration | Configuration/Execute | Status/Statistics | Status /Statistics
Read-only Read /wrrite Read-only Read/write
Aggregation 5 r na - 5 v na -
DHCF_Client 5 v mr 5 v mr
Diagnostics 5 1na - 5 10
DIDo 5 v m r f v m -
ERFS A v mr v m T
IPMC_Snooping 5 v m 5 v m -
LACE 5 r m - 5 v nm -
LLOF 5 v m r f v m -
Loop_Fratect 5 r na - 5 v na -
WAL _Tahle 5 v mr 5 v mr
Maintenance 15 r 15 r 15 v 15 v
MEF 5 r m - 5 r m
Mirraring 5 na - 5 a
hl'FH A v m A v m
MTF 5 v m 5 v m r
Forts 5 r m - 1 m
Frivate WLANs 5 na - 5 a
oS A v m A v m
Security 5 v m 5 v m -
Spanning_Tree 5 na - 5 10
oy stem 5 na - 1 v a
LIFnF A v m A v m
WLAMN Translation 5 v m 5 v m -
WLAMS 5 r m - 5 r m
Woice WLAN E v mr E v m T
| Apply || Reset |

Figure 4-2-7: Privilege Levels Configuration Page Screenshot
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Object Description
e Group Name The name identifying the privilege group. In most cases, a privilege level group
consists of a single module (e.g. LACP, RSTP or QoS), but a few of them contain
more than one. The following description defines these privilege level groups in
details:
B System: Contact, Name, Location, Timezone, Log.
B Security: Authentication, System Access Management, Port (contains Dot1x
port, MAC based and the MAC Address Limit), ACL, HTTPS, SSH, ARP
Inspection and IP source guard.
B |P: Everything except 'ping'.
B Port: Everything except 'VeriPHY".
B Diagnostics: 'ping' and 'VeriPHY".
B Maintenance: CLI- System Reboot, System Restore Default, System
Password, Configuration Save, Configuration Load and Firmware Load.
Web- Users, Privilege Levels and everything in Maintenance.
B Debug: Only present in CLI.
e Privilege Level Every privilege level group has an authorization level for the following sub
groups:
B Configuration read-only
B Configuration/execute read-write
B Status/statistics read-only
B Status/statistics read-write (e.g. for clearing of statistics).
User Privilege should be same or greater than the authorization Privilege level to
have the access to that group.

Buttons

: Click to apply changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.2.1.6 NTP Configuration

Configure NTP on this page. NTP is an acronym for Network Time Protocol, a network protocol for synchronizing the clocks of
computer systems. NTP uses UDP (data grams) as transport layer. You can specify NTP Servers. The NTP Configuration
screen in Figure 4-2-8 appears.

NTP Configuration

Mode Cizahled L
Server 1 | pool.ntp.org
Server 2 | |europe.poclntp.org
Server 3 | nonth-america.pocl.ntp.org
Serverd | |asia.poolntp.org
Server 5 | |oceania.pool.ntp.org

[ Apply ][ Reset ]

Figure 4-2-8: NTP Configuration Page Screenshot

The page includes the following fields:

Object Description

e Mode Indicates the NTP mode operation. Possible modes are:

B Enabled: Enable NTP mode operation. When enabling NTP mode
operation, the agent forward and transfer NTP messages between the
clients and the server when they are not on the same subnet domain.

B Disabled: Disable NTP mode operation.

e Server# Provide the NTP IPv4 or IPv6 address of this switch. IPv6 address is in 128-bit
records represented as eight fields of up to four hexadecimal digits with a colon

separating each field (:).

For example, 'fe80::215:c5ff:fe03:4dc7'. The symbol "::' is a special syntax that
can be used as a shorthand way of representing multiple 16-bit groups of
contiguous zeros, but it can only appear once. It also uses a legal IPv4 address

like ':192.1.2.34'.

Buttons

: Click to apply changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.2.1.6.1 System Time Correction Manually

Configure NTP on this page. NTP is an acronym for Network Time Protocol, a network protocol for synchronizing the clocks of
computer systems. NTP uses UDP (data grams) as transport layer. You can specify NTP Servers. The NTP Configuration
screen in Figure 4-2-9 appears.

System Time Correction Manually

User Manually Enable

Year 1970 (1970 ~ 2037)
Month 1 (1~12)

Day 1 (134)
Hour 0 (0 ~23)
Minute 0 (0 ~ 59)
Second 0 (0 ~ 59)

| Apply || Reset |

Figure 4-2-9: System Time Correction Manually Page Screenshot

The page includes the following fields:

Object Description

e User Manually Indicates the NTP mode as manual operation. Possible modes are:
B Enabled: Enable NTP manual mode operation. When enabling NTP user
manually mode operation, the system time will follow the date setting.

B Disabled: Disable NTP user manual mode operation.

e Date
Switch can set the Year/Mouth/Day/Hour/Minute/Second on this page

Buttons

: Click to apply changes.

: Click to undo any changes made locally and revert to previously saved values.
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Configure Time Zone on this page. A Time Zone is a region that has a uniform standard time for legal, commercial, and social

purposes. It is convenient for areas in close commercial or other communication to keep the same time, so time zones tend to

follow the boundaries of countries and their subdivisions. The Time Zone Configuration screen in Figure 4-2-10 appears

Time Zone Configuration

Time Zone Configuration

Time Zone (UTC) Coordinated Universal Time v

Hours 0 v

Minutes 0 v
Acronym { 0-16 characters }

Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time

Disabled ¥

Start Time Settings

Month Jan v
Date 1 v
Year 2014 v

Hours 0 v

Minutes 0 v
End Time Settings

Month Jan v
Date 1 v
Year 2097 v

Hours 0 v

Minutes 0 v

Offset Settings

Offset 1/ (1 - 1439) Minutes

| Apply || Reset |

Figure 4-2-10: Time Configuration Page Screenshot
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The page includes the following fields:

Object Description

e Time Zone Lists various Time Zones worldwide. Select appropriate Time Zone from the

drop-down and click Save to set.

e Acronym User can set the acronym of the time zone. This is a User configurable acronym

to identify the time zone. ( Range: Up to 16 characters )

e Daylight Saving Time This is used to set the clock forward or backward according to the configurations
set below for a defined Daylight Saving Time duration. Select 'Disable’ to disable
the Daylight Saving Time configuration. Select 'Recurring' and configure the
Daylight Saving Time duration to repeat the configuration every year. Select
'Non-Recurring' and configure the Daylight Saving Time duration for single time

configuration. ( Default: Disabled ).

o Start Time Settings e Week - Select the starting week number.
e Day - Select the starting day.

e Month - Select the starting month.

e Hours - Select the starting hour.

¢ Minutes - Select the starting minute.

e End Time Settings e Week - Select the ending week number.
e Day - Select the ending day.

e Month - Select the ending month.

e Hours - Select the ending hour.

e Minutes - Select the ending minute

o Offset Settings Enter the number of minutes to add during Daylight Saving Time. ( Range: 1 to
1440)

Buttons
: Click to apply changes.

: Click to undo any changes made locally and revert to previously saved values.
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4.2.1.8 UPnP

Configure UPnP on this page. UPnP is an acronym for Universal Plug and Play. The goals of UPnP are to allow devices to
connect seamlessly and to simplify the implementation of networks in the home (data sharing, communications, and
entertainment) and in corporate environments for simplified installation of computer components. The UPnP Configuration

screen in Figure 4-2-11 appears.

UPNnP Configuration

Mode Disabled ¥
Advertising Duration 100
IP Addressing Mode Dynamic ¥
Static VLAN Interface ID | 1

| Apply || Reset |

Figure 4-2-11: UPnP Configuration Page Screenshot

The page includes the following fields:

Object Description

e Mode Indicates the UPnP operation mode. Possible modes are:

B Enabled: Enable UPnP mode operation.

B Disabled: Disable UPnP mode operation.

When the mode is enabled, two ACEs are added automatically to trap UPnP related

packets to CPU. The ACEs are automatically removed when the mode is disabled.

e Advertising Duration The duration, carried in SSDP packets, is used to inform a control point or control points
how often it or they should receive a SSDP advertisement message from this switch. If a
control point does not receive any message within the duration, it will think that the
switch no longer exists. Due to the unreliable nature of UDP, in the standard it is
recommended that such refreshing of advertisements to be done at less than one-half of
the advertising duration. In the implementation, the switch sends SSDP messages
periodically at the interval one-half of the advertising duration minus 30 seconds. Valid

values are in the range 100 to 86400.

¢ [P Addressing Mode IP addressing mode provides two ways to determine IP address assignment:
Dynamic: Default selection for UPnP. UPnP module helps users choosing the IP
address of the switch device. It finds the first available system IP address.

Static: User specifies the IP interface VLAN for choosing the |P address of the switch

device.

o Static VLAN Interface The index of the specific IP VLAN interface. It will only be applied when IP Addressing

ID Mode is static. Valid configurable values ranges from 1 to 4095. Default value is 1.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.1.9 DHCP Relay

Configure DHCP Relay on this page. DHCP Relay is used to forward and transfer DHCP messages between the clients and the

server when they are not on the same subnet domain.

The DHCP option 82 enables a DHCP relay agent to insert specific information into a DHCP request packets when forwarding
client DHCP packets to a DHCP server and remove the specific information from a DHCP reply packets when forwarding server
DHCP packets to a DHCP client. The DHCP server can use this information to implement IP address or other assignment
policies. Specifically the option works by setting two sub-options:

m Circuit ID (option 1)

H Remote ID (option 2)

The Circuit ID sub-option is supposed to include information specific to which circuit the request came in on.

The Remote ID sub-option was designed to carry information relating to the remote host end of the circuit.

The definition of Circuit ID in the switch is 4 bytes in length and the format is "vlan_id" "module_id" "port_no". The parameter of
"vlan_id" is the first two bytes representing the VLAN ID. The parameter of "module_id" is the third byte for the module ID. The

parameter of "port_no" is the fourth byte and it means the port number.

The Remote ID is 6 bytes in length, and the value equals the DHCP relay agent's MAC address. The DHCP Relay Configuration

screen in Figure 4-2-12 appears.

DHCP Relay Configuration

Relay Mode Dizahled W
Relay Server 0.000
Relay Information Mode | | Disakled W
Relay Information Policy | | Keep LT

[2pply J [ Reset |

Figure 4-2-12 DHCP Relay Configuration Page Screenshot
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The page includes the following fields:

Object Description

e Relay Mode Indicates the DHCP relay mode operation. Possible modes are:

B Enabled: Enable DHCP relay mode operation. When enabling DHCP relay
mode operation, the agent forwards and transfers DHCP messages between
the clients and the server when they are not on the same subnet domain.
And the DHCP broadcast message won't flood for security considered.

B Disabled: Disable DHCP relay mode operation.

e Relay Server Indicates the DHCP relay server IP address. A DHCP relay agent is used to
forward and transfer DHCP messages between the clients and the server when

they are not on the same subnet domain.

¢ Relay Information Indicates the DHCP relay information mode option operation. Possible modes
Mode are:

B Enabled: Enable DHCP relay information mode operation. When enabling
DHCP relay information mode operation, the agent inserts specific
information (option82) into a DHCP message when forwarding to DHCP
server and removing it from a DHCP message when transferring to DHCP
client. It only works under DHCP relay operation mode enabled.

B Disabled: Disable DHCP relay information mode operation.

¢ Relay Information Indicates the DHCP relay information option policy. When enabling DHCP relay
Policy information mode operation, if agent receives a DHCP message that already

contains relay agent information. It will enforce the policy. And it only works under

DHCP relay information operation mode enabled. Possible policies are:

B Replace: Replace the original relay information when receiving a DHCP
message that already contains it.

B Keep: Keep the original relay information when receiving a DHCP message
that already contains it.

B Drop: Drop the package when receiving a DHCP message that already

contains relay information.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.1.10 DHCP Relay Statistics

This page provides statistics for DHCP relay. The DHCP Relay Statistics screen in Figure 4-2-13 appears.

DHCP Relay Statistics
Server Statistics
Transmit to Transmit Receive from | Receive Missing Agent Receive Missing Receive Missing Receive Bad Receive Bad
Server Error Server Option Circuit ID Remaote ID Circuit ID Remaote ID
1] 1] 1] 1] 1] 0 1]

Client Statistics

Transmit to Client | Transmit Error | Receive from Client| Receive Agent Option | Replace Agent Option | Keep Agent Option | Drop Agent Option
0 0 1] 1] i} 0 i}

Auto Refresh [

Figure 4-2-13: DHCP Relay Statistics Page Screenshot

The page includes the following fields:

Server Statistics

Object Description

e Transmit to Server The packets number that relayed from client to server.

e Transmit Error The packets number that erroneously sent packets to clients.
¢ Receive from Server The packets number that received packets from server.

e Receive Missing Agent | The packets number that received packets without agent information options.

Option

¢ Receive Missing The packets number that received packets whose the Circuit ID option was
Circuit ID missing.

¢ Receive Missing The packets number that received packets whose Remote ID option was
Remote ID missing.

e Receive Bad Circuit ID | The packets number whose the Circuit ID option did not match known circuit ID.

Receive Bad Remote ID The packets number whose the Remote ID option did not match known Remote

ID.
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Client Statistics

Object Description

e Transmit to Client The packets number that relayed packets from server to client.
e Transmit Error The packets number that erroneously sent packets to servers.
¢ Receive from Client The packets number that received packets from server.

¢ Receive Agent Option The packets number that received packets with relay agent information option.

e Replace Agent Option The packets number that replaced received packets with relay agent information

option.
o Keep Agent Option The packets number that kept received packets with relay agent information
option.
e Drop Agent Option The packets number that dropped received packets with relay agent information
option.
Buttons
Auto-refresh p : Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.

: Click to refresh the page immediately.

Eefresh
: Clears all statistics.
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4.2.1.11 CPU Load
This page displays the CPU load, using an SVG graph. The load is measured as average over the last 100ms, 1 sec and 10

seconds intervals. The last 120 samples are graphed, and the last numbers are displayed as text as well. In order to display the

SVG graph, your browser must support the SVG format. Consult the SVG Wiki for more information on browser support

Specifically, at the time of writing, Microsoft Internet Explorer will need to have a plugin installed to support SVG. The CPU Load

screen in Figure 4-2-14 appears.

CPU Load Aulrratest F
Al numbers running average)

—

100ms 3”;’1 ' 1sec 1% 10sec 1%

S0%

Figure 4-2-14: CPU Load Page Screenshot

Buttons
'''''' : Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.

Auto-refresh i

fg If your browser cannot display anything on this page, please download Adobe SVG tool and
—

Note

install it in your computer.
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4.2.1.12 System Log

The Industrial Managed Switch system log information is provided here. The System Log screen in Figure 4-2-15 appears.

System Log Information

Auto-refresh || |Refresh| Clear| Hide|| Download || |<< || << || 2> || >3]
Level All v
Clear Level | All v

The total number of entries is 5 for the given level.

Start from 1D |1 with {20 entries per page.

[
=}

Level Time Message

Informational 1970-01-01 Thu 00:00:57+00:00 SYS3-BOOTING: Switch just made a cold boot.

Informational  1970-01-01 Thu 00:01:00+00:00 DC1 Power OFF

Informational 1970-01-01 Thu 00:01:06+00:00 LINK-UPDOWN: Interface GigabitEthernet 171, changed state to up.
Informational  1970-01-01 Thu 00:20:35+00:00 LINK-UPDOWN: Intarface GigabitEthernet 1/1, changed state to down.
Informational 1970-01-01 Thu 00:38:13+00:00 LINK-UPDOWN: Interface GigabitEthernet 1/1, changed state to up.

1 | s [P |—

Figure 4-2-15: System Log Page Screenshot

The page includes the following fields:

Object Description
e ID The ID (>= 1) of the system log entry.
e Level The level of the system log entry. The following level types are supported:

B Info: Information level of the system log.
B Warning: Warning level of the system log.
B Error: Error level of the system log.

B All: All levels.

e Clear Level To clear the system log entry level. The following level types are supported:
B Info: Information level of the system log.

B Warning: Warning level of the system log.

B Error: Error level of the system log.

B All: All levels.

e Time The time of the system log entry.
e Message The message of the system log entry.
Buttons
Auto-refresh p : Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.
Eefiesh

: Updates the system log entries, starting from the current entry ID.

: Flushes the selected log entries.

: Hides the selected log entries.

2|

ol : Downloads the selected log entries.

: Updates the system log entries, starting from the first available entry ID.

-: Updates the system log entries, ending at the last entry currently displayed.

W
IE

: Updates the system log entries, starting from the last entry currently displayed.

: Updates the system log entries, ending at the last available entry ID.
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4.2.1.13 Detailed Log

The Industrial Managed Switch system detailed log information is provided here. The Detailed Log screen in Figure 4-2-16

appears.

Detailed System Log Information

[Dowloed][RefreshH l{{][{{”}}”}}l”%t]

1D 1
Message
Lewvel Info
Time 1970-01-01 Thu 00:00:09-+10:00
Message  Switch just made a cold boot.

Figure 4-2-16: Detailed Log Page Screenshot

The page includes the following fields:

Object Description
e ID The ID (>= 1) of the system log entry.
e Message The message of the system log entry.
Buttons
Dicrgnload

: Download the system log entry to the current entry ID.
Refiesh : Updates the system log entry to the current entry ID.
: Updates the system log entry to the first available entry ID.
: Updates the system log entry to the previous available entry ID.
.
: Updates the system log entry to the next available entry ID.

: Updates the system log entry to the last available entry ID.

: Print the system log entry to the current entry ID.
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4.2.1.14 Remote Syslog

Configure remote syslog on this page. The Remote Syslog screen in Figure 4-2-17 appears.

System Log Configuration

Server Mode Disakled W
Server Address
Syslog Level Info W

[2oply J [ Reset |

Figure 4-2-17: Remote Syslog Page Screenshot

The page includes the following fields:

Object Description

e Mode Indicates the server mode operation. When the mode operation is enabled, the
syslog message will send out to syslog server. The syslog protocol is based on
UDP communication and received on UDP port 514 and the syslog server will
not send acknowledgments back sender since UDP is a connectionless protocol
and it does not provide acknowledgments. The syslog packet will always send
out even if the syslog server does not exist. Possible modes are:

B Enabled: Enable remote syslog mode operation.

B Disabled: Disable remote syslog mode operation.

e Syslog Server IP Indicates the IPv4 host address of syslog server. If the switch provides DNS

feature, it also can be a host name.

e Syslog Level Indicates what kind of message will send to syslog server. Possible modes are:
B Info: Send information, warnings and errors.
B Warning: Send warnings and errors.

B Error: Send errors.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.1.15 SMTP Configuration

This page facilitates an SMTP Configuration on the switch.

SMTP/SNMP Trap Event Alert

1GS-6325-8UP2S2X

< E-mail Alert
PLANET-event from PoE Switch

—
& Infoemation:iD1, Link down on port 2
~
-
\ Information:|DZ, Port2 PO Reboot cue to alive check falure
\
£ e 5 L_oom
',v'o e o o o o'v'
Infoemation:ID, Link up on port 2
PoE IP Camera PoE IP Camera

The SMTP Configure screen in Figure 4-2-18 appears.

SMTP Configuration
SMTP Mode L1Enahle
SMTP Server (= 128 Digits)
SMTP Port (1~ B5535)
SMTP Authentication Enable
Authentication User Name (= B4 Digits)
Authentication Password (= 21 Digits)
E-mail From (= 128 Digits)
E-mail Subject (= B4 Digits)
E-mail 1 To (= 128 Digits)
E-mail 2 To (= 128 Digits)

[Save”R&set]

Figure 4-2-18: SMTP Configuration Page Screenshot
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Object Description

e SMTP Mode Controls whether SMTP is enabled on this switch.

e SMTP Server Type the SMTP server name or the IP address of the SMTP server.

e SMTP Port Set port number of SMTP service.

e SMTP Authentication Controls whether SMTP authentication is enabled if authentication is required

when an e-mail is sent.

Authentication User

Name

Type the user name for the SMTP server if Authentication is Enabled.

Authentication

Password

Type the password for the SMTP server if Authentication is Enabled.

E-mail From

Type the sender’s e-mail address. This address is used for reply e-mails.

E-mail Subject

Type the subject/title of the e-mail.

E-mail 1 To

E-mail 2 To

Type the receiver’s e-mail address.

Buttons

M: Send a test mail to mail server to check whether this account is available or not.

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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The Industrial Managed Switch supports a Fault Alarm feature which can alert the users when there is something wrong with the

switches. With this ideal feature, the users would not have to waste time finding where the problem is. It will help to save time

and human resource.

Fault Alarm Feature

- Mail -

System
Log

SNMP
TRAP

N

DC/DC Power Failure RJ45/Fiber Connection
Link Down

The Fault Alarm screen in Figure 4-2-19 appears.

Fault Alarm Control Configuration

Fault Alarm Output

Enable Enable
Record System Log  SNMP Trap
Action Port Fail = Power Fail

Power Alarm DC1.'DC2 ' AC Power
1 2 3 456 6 7 8

9 10 111213141516

Port Alarm 17 18 19 20 21 22 23 24

2526 27 28

Apply || Reset

Figure 4-2-19: Fault Alarm Control Configuration page Screenshot

The page includes the following fields:

Object Description

e Enable Controls whether Fault Alarm is enabled on this switch.

e Record Controls whether Record is sending System log or SNMP Trap or both.
e Action Controls whether Port Fail or Power Fail or both for fault detecting.

e Power Alarm

Controls whether AC, DC1 or DC2 or both for fault detecting.

e Port Alarm

Controls which Ports or all for fault detecting.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.1.17 Digital Input/Output

Digital Input allows user to log external device (such as industrial cooler) dead or alive or something else. System will log a

user customized message into system log and syslog, and issue SNMP trap or issue an alarm E-mail.

Digital Input

Security OK!! Alarm Warning Alarm Messaging

B M Uplink |
¢ 3
/.

/ ) 4 5,
" " | ; )
Enclosure Enclosure '1.‘ ‘.'
U o SNMP
Door Detector Door Detector i
{Door Closed) (Door Open) Mail System Log

Digital Output allows user to monitor the switch port and power, and let system issue a high or low signal to an external device

(such as alarm) when the monitor port or power has failed.

Digital Output

N\ 17

Fiber Cable
Link Down U U f;?ffﬁsﬂ('::bﬂ:f

DC Power Failure o@
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The Configuration screen in Figure 4-2-20 appears.

Digital Input/Output Control Configuration
Digital Input 0 Digital Input 1
Enable Enable Enable Enable
DI Condition High to Low ¥ DI Condition High to Low v
Event Description | Customize DI0 Message Event Description | Customize DI1 Message.
Action System Log  SNMP Trap Action System Log  SNMP Trap
Figure 4-2-20 Digital Input Control Configuration page Screenshot

The page includes the following fields:
Object Description
e Enable Check the Enable checkbox to enable Digital Input function.
Uncheck the Enable checkbox to disable Digital Input function.
¢ DI Condition As Digital Input:

Allows user to select High to Low or Low to High. This means a signal received
by system is from High to Low or From Low to High. It will trigger an action that

logs a customize message or issue the message from the switch.

e Event Description

Allows user to set a customized message for Digital Input function alarming.

e Action As Digital Input:
Allows user to record alarm message to System log, syslog or issues out via
SNMP Trap or SMTP.
As default SNMP Trap and SMTP are disabled, please enable them first if you
want to issue alarm message via them.
Digital QOutput 0 Digital Output 1
Enable /Enable Enable Enable
Event Power Fail PortFail DI0 DI1 Event Power Fail PortFail DI0O DI1
DI Condition High to Low v DI Condition High to Low v
Power Alarm PWR1 PWR2 Power Alarm PWR1 PWR2
1 12 3] 14 15 6 i |8 1522 13 14 (5] 16 5 18
Port Fail Alarm 9 10 Port Fail Alarm 9 10
| Apply || Reset |
Figure 4-2-20 Digital Output Control Configuration page Screenshot
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Object Description
e Enable Check the Enable checkbox to enable Digital Output function.
Uncheck the Enable checkbox to disable Output function.

e Event As Digital Output:
Allows user to monitor an alarm from port failure, power failure, Digital Input
0 (DI 0) and Digital Input 1(DI 1) which means if Digital Output has detected
these events, then Digital Output would be triggered according to the setting of
Condition.

¢ DI Condition As Digital Output:

Allows user to select High to Low or Low to High. This means that when the
switch is power-failed or port-failed, then system will issue a High or

Low signal to an external device such as an alarm.

Power Alarm

Allows user to choose which power module that needs to be monitored.

Port Alarm

Allows user to choose which port that needs to be monitored.

Buttons

: Click to save changes.

: Click to undo any changes made locally and revert to previously saved values.
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his page provides ARP configuration settings. press the “Apply” button to take effect, the screen in Figure 4-2-1-21 appears.

ARP Table Configuration
Aging Configuration

Disable Automatic Aging O

Aging Time seconds

| Apply || Reset |

ARP Table

IP Address | Link Address

10.1.20.70 VLANT:c8:9c:dcec:d6:dd
10.1.20.38 VLAN1:18:31:bf:92:0a:8d
10.1.20.254 VLANT:a8:A7-e0-5c:54:bf

Refresh || Clear |

Figure 4-2-1-21: ARP Table Configuration Page Screenshot

The page includes the following fields:

Object Description
e Aging Disable Automatic Aging | Allow to click to disable the automatic aging.
Configuration Allow to change the aging time settings and the available range is 10 to
Aning Time
1000000 seconds.

o ARP Table IP Address Display the IP address.

Link Address Display the VLAN and MAC address information.
Buttons
Refresh

: Click to refresh the page.

: Clears all statistics.
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4.2.2 Simple Network Management Protocol

4.2.2.1 SNMP Overview

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of management
information between network devices. It is part of the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite.
SNMP enables network administrators to manage network performance, find and solve network problems, and plan for network

growth.

An SNMP-managed network consists of three key components: Network management stations (NMSs), SNMP agents,

Management information base (MIB) and network-management protocol:

M Network management stations (NMSs): Sometimes called consoles, these devices execute management applications
that monitor and control network elements. Physically, NMSs are usually engineering workstation-caliber computers with
fast CPUs, megapixel color displays, substantial memory, and abundant disk space. At least one NMS must be present in
each managed environment.

M Agents: Agents are software modules that reside in network elements. They collect and store management information
such as the number of error packets received by a network element.

Il Management information base (MIB): A MIB is a collection of managed objects residing in a virtual information store.
Collections of related managed objects are defined in specific MIB modules.

Il Network-management protocol: A management protocol is used to convey management information between agents

and NMSs. SNMP is the Internet community's de facto standard management protocol.

MRTG Index Page

Ssihod ltsse pPC [ Workstation with Managed Switch
- SNMP application SNMP Agent Status: Enabled
k]| el =
Lk erreei
IP Address:
IP Address: 192.168.0.100
192.168.0.x
Figure 4-2-2-1:

SNMP Operations

SNMP itself is a simple request/response protocol. NMSs can send multiple requests without receiving a response.

l Get -- Allows the NMS to retrieve an object instance from the agent.

l Set-- Allows the NMS to set values for object instances within an agent.

Bl Trap -- Used by the agent to asynchronously inform the NMS of some event. The SNMPV2 trap message is designed to

replace the SNMPv1 trap message.

SNMP community

An SNMP community is the group that devices and management stations running SNMP belong to. It helps define where
information is sent. The community name is used to identify the group. An SNMP device or agent may belong to more than one
SNMP community. It will not respond to requests from management stations that do not belong to one of its communities. SNMP

default communities are:
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Write = private

Read = public

Use the SNMP Menu to display or configure the Industrial Managed Switch 's SNMP function. This section has the following

items:
[ | System Configuration Configure SNMP on this page.
[ | Trap Configuration Configure SNMP trap on this page.
[ | System Information The system information is provided here.
[ | SNMPv3 Communities Configure SNMPv3 communities table on this page.
[ | SNMPv3 Users Configure SNMPv3 users table on this page.
[ | SNMPv3 Groups Configure SNMPv3 groups table on this page.
[ | SNMPv3 Views Configure SNMPv3 views table on this page.
[ | SNMPv3 Access Configure SNMPv3 accesses table on this page.

4.2.2.2 SNMP System Configuration

Configure SNMP on this page. The SNMP System Configuration screen in Figure 4-2-2-2 appears.

SNMP System Configuration

Mode Disabled Y
Engine ID 800028d803a8f700001234

Apply || Reset

Figure 4-2-2-2: SNMP System Configuration Page Screenshot

The page includes the following fields:

Object Description

¢ Mode Indicates the SNMP mode operation. Possible modes are:
B Enabled: Enable SNMP mode operation.
B Disabled: Disable SNMP mode operation.

e Engine ID Indicates the SNMPv3 engine ID. The string must contain an even number between
10 and 64 hexadecimal digits, but all-zeros and all-'F's are not allowed. Change of

the Engine ID will clear all original local users.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.2.3 SNMP System Information

The switch system information is provided here. The SNMP System Information screen in Figure 4-2-2-3 appears.

System Information Configuration

System Contact

System Name Industrial Managed Switch

System Location

Apply || Reset

Figure 4-2-2-3: System Information Configuration Page Screenshot

The page includes the following fields:

Object Description

¢ System Contact The textual identification of the contact person for this managed node, together with
information on how to contact this person. The allowed string length is 0 to 255, and the

allowed content is the ASCII characters from 32 to 126.

o System Name An administratively assigned name for this managed node. By convention, this is the
node's fully-qualified domain name. A domain name is a text string drawn from the
alphabet (A-Za-z), digits (0-9), minus sign (-). No space characters are permitted as part
of a name. The first character must be an alpha character. And the first or last character

must not be a minus sign. The allowed string length is 0 to 255.

e System Location The physical location of this node(e.g., telephone closet, 3rd floor). The allowed string

length is 0 to 255, and the allowed content is the ASCII characters from 32 to 126.
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4.2.2.4 SNMP Trap Configuration

Configure SNMP trap on this page. The SNMP Trap Configuration screen in Figure 4-2-2-4 appears.

Trap Destination Configurations

Delete | Name | Enable | Version | Destination Address | Destination Port

‘Add New Entry|

Click ‘Add New Entry” and then the SNMP Trap Configuration page appears.

SNMP Trap Configuration

Trap Config Name
Trap Mode Disabled v
Trap Version SNMP v2c v
Trap Community public
Trap Destination Address
Trap Destination Port 162
Trap Inform Mode Disabled v
Trap Inform Timeout (seconds) 3
Trap Inform Retry Times 5
Trap Security Engine ID 800028d803a8f700001234
Trap Security Name None v

|aaplyy| ([Reset

Figure 4-2-2-4: SNMP Trap Configuration Page Screenshot

The page includes the following fields:

Object Description

¢ Trap Config Indicates which trap Configuration's name for configuring. The allowed string

length is 0 to 255, and the allowed content is ASCII characters from 33 to 126.

e Trap Mode Indicates the SNMP trap mode operation. Possible modes are:
B Enabled: Enable SNMP trap mode operation.
B Disabled: Disable SNMP trap mode operation.

e Trap Version Indicates the SNMP trap supported version. Possible versions are:
B SNMP v1: Set SNMP trap supported version 1.

B SNMP v2c: Set SNMP trap supported version 2c.

B SNMP v3: Set SNMP trap supported version 3.
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Trap Community

Indicates the community access string when send SNMP trap packet. The
allowed string length is 0 to 255, and the allowed content is the ASCII characters

from 33 to 126.

Trap Destination

Address

Indicates the SNMP trap destination address.

Trap Destination Port

Indicates the SNMP trap destination port. SNMP Agent will send SNMP message
via this port, the port range is 1~65535.

Trap Inform Mode

Indicates the SNMP trap inform mode operation. Possible modes are:
B Enabled: Enable SNMP trap authentication failure.
B Disabled: Disable SNMP trap authentication failure.

Trap Inform Timeout

(seconds)

Indicates the SNMP trap inform timeout.

The allowed range is 0 to 2147.

Trap Inform Retry

Times

Indicates the SNMP trap inform retry times.
The allowed range is 0 to 255.

Trap Probe Security
Engine ID

Indicates the SNMPv3 trap probe security engine ID mode of operation. Possible
values are:
B Enabled: Enable SNMP trap probe security engine ID mode of operation.

B Disabled: Disable SNMP trap probe security engine ID mode of operation.

Trap Security Engine
ID

Indicates the SNMP trap security engine ID. SNMPv3 sends traps and informs
using USM for authentication and privacy. A unique engine ID for these traps and
informs is needed. When "Trap Probe Security Engine ID" is enabled, the ID will
be probed automatically. Otherwise, the ID specified in this field is used. The
string must contain an even number(in hexadecimal format) with number of digits

between 10 and 64, but all-zeros and all-'F's are not allowed.

Trap Security Name

Indicates the SNMP trap security name. SNMPv3 traps and informs using USM
for authentication and privacy. A unique security name is needed when traps and

informs are enabled.

System

Enable/disable that the Interface group's traps. Possible traps are:
B Warm Start: Enable/disable Warm Start trap.

B Cold sStart: Enable/disable Cold Start trap.

Interface

Indicates that the Interface group's traps. Possible traps are:
B Link Up: Enable/disable Link up trap.
B Link Down: Enable/disable Link down trap.

B LLDP: Enable/disable LLDP trap.

Indicates that the AAA group's traps. Possible traps are:

Authentication Fail : Enable/disable SNMP trap authentication failure trap.

Switch

Indicates that the Switch group's traps. Possible traps are:
B STP: Enable/disable STP trap.
B RMON: Enable/disable RMON trap.
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4.2.2.5 SNMP Trap Source Configuration

This page provides SNMP trap source configurations. A trap is sent for the given trap source if at least one filter with filter type

included matches the filter, and no filters with filter type excluded matches.

Trap Source Configurations

Delete | Name | Type | Subset OID
No entry exists

Add New Entry|

Apply |Reset|

Figure 4-2-2-5: SNMP Trap Source Configuration Page Screenshot

Click “Add New Entry” to add a new entry. The maximum entry count is 32.

Trap Source Configurations

Delete| Name | Type | Subset OID
Delete| | coldStart v |l included ¥
\Add New Entry|
linkUp -
Apply| Reset|
linkDown

authenticationFailure
newRoot
topologyChange

lidpRemTablesChange

Figure 4-2-2-6: SNMP Trap Source Configuration Page Screenshot
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The page includes the following fields:

Object Description
e Name Indicates the name for the entry.
o Type The filter type for the entry. Possible types are:

B included: An optional flag to indicate a trap is sent for the given trap source
is matched.
B excluded: An optional flag to indicate a trap is not sent for the given trap

source is matched.

e Subset OID The subset OID for the entry.

The value should depend on the what kind of trap name.

For example, the ifldex is the subset OID of linkUp and linkDown. A valid subset
OID is one or more digital number(0-4294967295) or asterisk(*) which are
separated by dots(.). The first character must not begin with asterisk(*) and the

maximum of OID count must not exceed 128.

Buttons

£4dd New Entry : Click to add a new community entry. The maximum entry count is 32
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.2.6 SNMPv3 Communities

Configure SNMPv3 communities table on this page. The entry index key is Community. The SNMPv3 Communities screen in

Figure 4-2-2-7 appears.

SNMPv3 Community Configuration
Delete | Community name | Community secret | Source IP | Source Prefix
public public 0.0.0.0 0
private private 0.0.0.0 0
Add Mew Entry Apply || Reset

Figure 4-2-2-7: SNMPv3 Communities Configuration Page Screenshot

The page includes the following fields:

Object

Description

e Delete

Check to delete the entry. It will be deleted during the next save.

¢ Community Name

Indicates the community access string to permit access to SNMPv3 agent.

The allowed string length is 1 to 32, and the allowed content is ASCII characters
from 33 to 126.

The community string will be treated as security name and map a SNMPv1 or

SNMPv2c community string.

Community Secret

Indicates the community secret (access string) to permit access using SNMPv1
and SNMPv2c to the SNMP agent.
The allowed string length is 1 to 32, and the allowed content is ASCII characters

from 33 to 126.

Source IP

Indicates the SNMP access source address.
A particular range of source addresses can be used to restrict source subnet

when combined with source mask.

Source Mask

Indicates the SNMP access source address mask.

Buttons

#dd New Entry : Click to add a new community entry.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.2.7 SNMPv3 Users

Configure SNMPV3 users table on this page. The entry index keys are Engine ID and User Name. The SNMPv3 Users screen in

Figure 4-2-2-8 appears.

SNMPv3 User Configuration

. User Security Authentication | Authentication | Privacy | Privacy
Tz e Mame Level Protocol Password Protocol | Password
O 200007e5017f000001  default_user MoAuth, MoPriv Maone Maone Mane Mone
[ Add Mew Entry | | Apply || Reset ]

Figure 4-2-2-8: SNMPv3 Users Configuration Page Screenshot

The page includes the following fields:

Object Description
o Delete Check to delete the entry. It will be deleted during the next save.
e Engine ID An octet string identifying the engine ID that this entry should belong to.

The string must contain an even number(in hexadecimal format) with number of

digits between 10 and 64, but all-zeros and all-'F's are not allowed.

The SNMPv3 architecture uses the User-based Security Model (USM) for
message security and the View-based Access Control Model (VACM) for
access control. For the USM entry, the usmUserEnginelD and usmUserName

are the entry's keys.

In a simple agent, usmUserEnginelD is always that agent's own snmpEnginelD
value. The value can also take the value of the snmpEnginelD of a remote SNMP
engine with which this user can communicate. In other words, if user engine ID

equal system engine ID then it is local user; otherwise it's remote user.

e User Name A string identifying the user name that this entry should belong to.
The allowed string length is 1 to 32, and the allowed content is ASCII characters

from 33 to 126.

e Security Level Indicates the security model that this entry should belong to. Possible security
models are:

B NoAuth, NoPriv: None authentication and none privacy.

B Auth, NoPriv: Authentication and none privacy.

B Auth, Priv: Authentication and privacy.

The value of security level cannot be modified if entry already exist. That means

must first ensure that the value is set correctly.

¢ Authentication Indicates the authentication protocol that this entry should belong to. Possible
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Protocol authentication protocol are:

B None: None authentication protocol.

B MDS5: An optional flag to indicate that this user using MD5 authentication
protocol.

B SHA: An optional flag to indicate that this user using SHA authentication
protocol.

The value of security level cannot be modified if entry already exist. That means

must first ensure that the value is set correctly.

e Authentication A string identifying the authentication pass phrase.
Password For MD5 authentication protocol, the allowed string length is 8 to 32.
For SHA authentication protocol, the allowed string length is 8 to 40.

The allowed content is the ASCII characters from 33 to 126.

e Privacy Protocol Indicates the privacy protocol that this entry should belong to. Possible privacy

protocol are:

B None: None privacy protocol.

B DES: An optional flag to indicate that this user using DES authentication
protocol.

B AES: An optional flag to indicate that this user uses AES authentication

protocol.

e Privacy Password A string identifying the privacy pass phrase.
The allowed string length is 8 to 32, and the allowed content is the ASCII

characters from 33 to 126.

Buttons

£4dd New Entry : Click to add a new user entry.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.2.8 SNMPv3 Groups

Configure SNMPV3 groups table on this page. The entry index keys are Security Model and Security Name. The SNMPv3

Groups screen in Figure 4-2-2-9 appears.

SNMPv3 Group Configuration

Delete | Security Model | Security Name Group Name
v public default_ro_group
v private default_rw_group
vZ2c public default_ro_group
vac private default_rw_group

|Add New Entry| | Apply ||Reset

Figure 4-2-2-9: SNMPv3 Groups Configuration Page Screenshot

The page includes the following fields:

Object Description

e Delete Check to delete the entry. It will be deleted during the next save.

e Security Model Indicates the security model that this entry should belong to. Possible security
models are:

B v1: Reserved for SNMPv1.
B v2c: Reserved for SNMPv2c.
B usm: User-based Security Model (USM).

e Security Name A string identifying the security name that this entry should belong to.
The allowed string length is 1 to 32, and the allowed content is the ASCII

characters from 33 to 126.

e Group Name A string identifying the group name that this entry should belong to.
The allowed string length is 1 to 32, and the allowed content is the ASCII

characters from 33 to 126.

Buttons

#dd New Entry : Click to add a new group entry.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.2.9 SNMPv3 Views

Configure SNMPV3 views table on this page. The entry index keys are View Name and OID Subtree. The SNMPv3 Views

screen in Figure 4-2-2-10 appears.

SNMPv3 View Configuration

DEIE!E| View Name| View Type |DID Subtree
[l default_view |included = A

[ Ldd Mew Entry ] [ Apply ] [ Reset ]

Figure 4-2-2-10: SNMPv3 Views Configuration Page Screenshot

The page includes the following fields:

Object Description
o Delete Check to delete the entry. It will be deleted during the next save.
¢ View Name A string identifying the view name that this entry should belong to. The allowed

string length is 1 to 32, and the allowed content is the ASCII characters from 33

to 126.

¢ View Type Indicates the view type that this entry should belong to. Possible view type are:

B included: An optional flag to indicate that this view subtree should be
included.

B excluded: An optional flag to indicate that this view subtree should be
excluded.

In general, if a view entry's view type is 'excluded', it should be exist another view

entry which view type is 'included' and it's OID subtree overstep the 'excluded’

view entry.

e OID Subtree The OID defining the root of the subtree to add to the named view. The allowed

OID length is 1 to 128. The allowed string content is digital number or asterisk(*).

Buttons

£dd New Entry : Click to add a new view entry.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.2.10 SNMPv3 Access

Configure SNMPV3 accesses table on this page. The entry index keys are Group Name, Security Model and Security Level.

The SNMPv3 Access screen in Figure 4-2-2-11 appears.

SNMPv3 Access Configuration

Delete| Group Hame |5ECI.II‘“",|' Model | Security LE"JE|| Read View Name | Write View Name

O default_ro_group any  MoAuth, MaoPriv default_view w Mane w
] default_rw_group any  MoAuth, MaPriv default_view = default_view w

Add Mew Entry | [ Apply || Reset |

Figure 4-2-2-11: SNMPv3 Accesses Configuration Page Screenshot

The page includes the following fields:

Object Description
o Delete Check to delete the entry. It will be deleted during the next save.
e Group Name A string identifying the group name that this entry should belong to. The allowed string

length is 1 to 32, and the allowed content is the ASCII characters from 33 to 126.

Security Model Indicates the security model that this entry should belong to. Possible security models are:
B any: Accepted any security model (v1|v2c|usm).

B v1: Reserved for SNMPv1.

B v2c: Reserved for SNMPv2c.

B usm: User-based Security Model (USM)

Security Level Indicates the security model that this entry should belong to. Possible security models are:
B NoAuth, NoPriv: None authentication and none privacy.
B Auth, NoPriv: Authentication and none privacy.

B Auth, Priv: Authentication and privacy.

e Read View Name | The name of the MIB view defining the MIB objects for which this request may request the
current values. The allowed string length is 1 to 32, and the allowed content is the ASCII

characters from 33 to 126.

e Write View Name | The name of the MIB view defining the MIB objects for which this request may potentially
SET new values. The allowed string length is 1 to 32, and the allowed content is the ASCII

characters from 33 to 126.

Buttons

£4dd New Entry : Click to add a new access entry.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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RMON is the most important expansion of the standard SNMP. RMON is a set of MIB definitions, used to define standard

network monitor functions and interfaces, enabling the communication between SNMP management terminals and remote

monitors. RMON provides a highly efficient method to monitor actions inside the subnets.

MIB of RMON consists of 10 groups. The switch supports the most frequently used groups 1, 2, 3 and 9:

Alarm depends on the implementation of Event. Statistics and History display some current or history subnet statistics. Alarm

and Event provide a method to monitor any integer data change in the network, and provide some alerts upon abnormal events

Statistics: Maintain basic usage and error statistics for each subnet monitored by the agent.

History: Record periodical statistic samples available from statistics.

Alarm: Allow management console users to set any count or integer for sample intervals and alert thresholds for

RMON agent records.

Event: A list of all events generated by RMON agent.

(sending Trap or record in logs).

4.2.3.1 RMON Alarm Configuration

Configure RMON Alarm table on this page. The entry index key is ID.; screen in Figure 4-2-3-1 appears.

RMON Alarm Configuration

. Sample Startup| Rising |Rising| Falling |Falling
Delete | ID | Interval | Variable Type Value Alarm |Threshold | Index | Threshold | Index
Add Mew Entry ] [ Apply ] [ Reset ]
Figure 4-2-3-1: RMON Alarm Configuration Page Screenshot
The page includes the following fields:
Object Description
e Delete Check to delete the entry. It will be deleted during the next save.
e ID Indicates the index of the entry. The range is from 1 to 65535.
¢ Interval Indicates the interval in seconds for sampling and comparing the rising and
falling threshold. The range is from 1 to 2"31-1.
e Variable Indicates the particular variable to be sampled; the possible variables are:
B InOctets: The total number of octets received on the interface, including
framing characters.
B InUcastPkts: The number of uni-cast packets delivered to a higher-layer
protocol.

146




@ PLANET

Networking & Communication

User’s Manual of IGS-6325 series

B InNUcastPkts: The number of broadcast and multi-cast packets delivered to
a higher-layer protocol.

B InDiscards: The number of inbound packets that are discarded even the
packets are normal.

B InErrors: The number of inbound packets that contains errors preventing
them from being deliverable to a higher-layer protocol.

B InUnknownProtos: the number of the inbound packets that is discarded
because of the unknown or un-support protocol.

B OutOctets: The number of octets transmitted out of the interface, including
framing characters.
OutUcastPkts: The number of uni-cast packets that requests to transmit.
OutNUcastPkts: The number of broadcast and multi-cast packets that
requests to transmit.

B OutDiscards: The number of outbound packets that is discarded even the
packets are normal.

B OutErrors: The number of outbound packets that could not be transmitted
because of errors.

B OutQLen: The length of the output packet queue (in packets).

e Sample Type

The method of sampling the selected variable and calculating the value to be
compared against the thresholds; possible sample types are:
B Absolute: Get the sample directly.

B Delta: Calculate the difference between samples (default).

e Value

The value of the statistic during the last sampling period.

e Startup Alarm

The method of sampling the selected variable and calculating the value to be
compared against the thresholds; possible sample types are:

B RisingTrigger alarm when the first value is larger than the rising threshold.
B FallingTrigger alarm when the first value is less than the falling threshold.
B RisingOrFallingTrigger alarm when the first value is larger than the rising

threshold or less than the falling threshold (default).

Rising Threshold

Rising threshold value (-2147483648-2147483647).

Rising Index

Rising event index (1-65535).

Falling Threshold

Falling threshold value (-2147483648-2147483647)

Falling Index

Falling event index (1-65535).

Buttons

#dd New Entry : Click to add a new community entry.

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.3.2 RMON Alarm Status

This page provides an overview of RMON Alarm entries. Each page shows up to 99 entries from the Alarm table, default being
20, selected through the "entries per page" input field. When first visited, the web page will show the first 20 entries from the
beginning of the Alarm table. The first displayed will be the one with the lowest ID found in the Alarm table; screen in Figure

4-2-3-2 appears.

RMON Alarm Overview

Auto-refresh [J [ Refresh H [<= H = ]

Start from Control Index |0 with |20 entries per page
. Sample Startup| Rising Rising | Falling |Falling
ID | Interval | Variable Type Value Alarm | Threshold | Index | Threshold | Index

Figure 4-2-3-2: RMON Alarm Overview Page Screenshot

The page includes the following fields:

Object Description
e ID Indicates the index of Alarm control entry.
¢ [nterval Indicates the interval in seconds for sampling and comparing the rising and

falling threshold.

e Variable Indicates the particular variable to be sampled.

e Sample Type The method of sampling the selected variable and calculating the value to be

compared against the thresholds.

e Value The value of the statistic during the last sampling period.
e Startup Alarm The alarm that may be sent when this entry is first set to valid.
¢ Rising Threshold Rising threshold value
¢ Rising Index Rising event index
¢ Falling Threshold Falling threshold value
¢ Falling Index Falling event index
Buttons
Refiesh

: Click to refresh the page immediately.
Auto-refresh ' i Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.
E: Updates the table, starting from the first entry in the Alarm Table, i.e. the entry with the lowest ID.

==
: Updates the table, starting with the entry after the last entry currently displayed.
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4.2.3.3 RMON Event Configuration

Configure RMON Event table on this page. The entry index key is ID; screen in Figure 4-2-3-3 appears.

RMON Event Configuration

Delete | ID | Desc | Type | Community | Event Last Time

[ Add Mew Entry ] [ Apply ” Feset ]

Figure 4-2-3-3 RMON Event Configuration Page Screenshot

The page includes the following fields:

Object Description

e Delete Check to delete the entry. It will be deleted during the next save.

e ID Indicates the index of the entry. The range is from 1 to 65535.

e Desc Indicates this event, the string length is from 0 to 127, default is a null string.
o Type Indicates the notification of the event; the possible types are:

B none: The total number of octets received on the interface, including framing
characters.
log: The number of uni-cast packets delivered to a higher-layer protocol.
snmptrap: The number of broad-cast and multi-cast packets delivered to a
higher-layer protocol.

B logandtrap: The number of inbound packets that are discarded even the

packets are normal.

o Community Specify the community when trap is sent, the string length is from 0 to 127,

default is "public".

e Event Last Time Indicates the value of sysUpTime at the time this event entry last generated an

event.

Buttons

#dd New Entry : Click to add a new community entry.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.3.4 RMON Event Status

This page provides an overview of RMON Event table entries. Each page shows up to 99 entries from the Event table, default
being 20, selected through the "entries per page" input field. When first visited, the web page will show the first 20 entries from
the beginning of the Event table. The first displayed will be the one with the lowest Event Index and Log Index found in the Event

table; screen in Figure 4-2-3-4 appears.

RMON Event Overview

Auto-refresh [ [ Eefiesh ][ [ H == ]

otart from Control Index |0 and Sample Index |0 with |20 | entries per page.

Event

Index LogIndex | LogTime | LogDescription

Mo rmore entries

Figure 4-2-3-4: RMON Event Overview Page Screenshot

The page includes the following fields:

Object Description
e Event Index Indicates the index of the event entry.
e Log Index Indicates the index of the log entry.
e Logtime Indicates Event log time.
¢ Log Description Indicates the Event description.
Buttons
Refiesh : Click to refresh the page immediately.
Auto-refresh :::: Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.

E: Updates the table starting from the first entry in the Alarm Table, i.e. the entry with the lowest ID.
==
: Updates the table, starting with the entry after the last entry currently displayed.

==
: Updates the table, starting with the entry after the last entry currently displayed.
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4.2.3.5 RMON History Configuration

Configure RMON History table on this page. The entry index key is ID; screen in Figure 4-2-3-5 appears.

RMON History Configuration

Buckets

Delete | ID | Data Source | Interval | Buckets Granted

Add MNew Entry ] [ Apply H Reset ]

Figure 4-2-3-5: RMON History Configuration Page Screenshot

The page includes the following fields:

Object Description

e Delete Check to delete the entry. It will be deleted during the next save.

e ID Indicates the index of the entry. The range is from 1 to 65535.

e Data Source Indicates the port ID which wants to be monitored.

¢ Interval Indicates the interval in seconds for sampling the history statistics data. The

range is from 1 to 3600, default value is 1800 seconds.

e Buckets Indicates the maximum data entries associated this History control entry stored

in RMON. The range is from 1 to 3600, default value is 50.

e Buckets Granted The number of data will be saved in the RMON.

Buttons

£4dd New Entry : Click to add a new community entry.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.3.6 RMON History Status

This page provides an detail of RMON history entries; screen in Figure 4-2-3-6 appears.

RMON History Overview

Auto-refresh [J [ Refresh H [«= H ES ]

Start fram Control Index |0 and Sample Index [0 with |20 entries per page
History | Sample | Sample Broad- | Multi- | CRC |Under- | Over- e e
Index | Index | Start Drop | Octets | Pkts cast | cast |Errors| size size Frag. | Jabb.  Coll.| Utilization
MNo more entries

Figure 4-2-3-6: RMON History Overview Page Screenshot

The page includes the following fields:

Object

Description

History Index

Indicates the index of History control entry.

Sample Index

Indicates the index of the data entry associated with the control entry.

e Sample Start The value of sysUpTime at the start of the interval over which this sample was measured.

e Drop The total number of events in which packets were dropped by the probe due to lack of resources.

e Octets The total number of octets of data (including those in bad packets) received on the network.

o Pkts The total number of packets (including bad packets, broadcast packets, and multicast packets) received.
e Broadcast The total number of good packets received that were directed to the broadcast address.

e Multicast The total number of good packets received that were directed to a multicast address.

CRC Errors The total number of packets received that had a length (excluding framing bits, but including FCS octets) of
between 64 and 1518 octets, inclusive, but had either a bad Frame Check Sequence (FCS) with an
integral number of octets (FCS Error) or a bad FCS with a non-integral number of octets (Alignment Error).

e Undersize The total number of packets received that were less than 64 octets.

e Oversize The total number of packets received that were longer than 1518 octets.

e Frag. The number of frames whose size is less than 64 octets received with invalid CRC.

e Jabb. The number of frames whose size is larger than 64 octets received with invalid CRC.

e Coll. The best estimate of the total number of collisions in this Ethernet segment.

o Utilization The best estimate of the mean physical layer network utilization on this interface during this sampling
interval, in hundredths of a percent.

Buttons

: Click to refresh the page immediately.

Auto-refresh i

i Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.

: Updates the table, starting from the first entry in the History table, i.e., the entry with the lowest History

Index and Sample Index

=
: Updates the table, starting with the entry after the last entry currently displayed.
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4.2.3.7 RMON Statistics Configuration

Configure RMON Statistics table on this page. The entry index key is ID; screen in Figure 4-2-3-7 appears.

RMON Statistics Configuration

Delete | ID | Data Source

[ Add New Entry ] [ Apply ][ Reset ]

Figure 4-2-3-7: RMON Statistics Configuration Page Screenshot

The page includes the following fields:

Object Description
e Delete Check to delete the entry. It will be deleted during the next save.
e ID Indicates the index of the entry. The range is from 1 to 65535.
e Data Source Indicates the port ID which wants to be monitored.
Buttons

#dd New Entry : Click to add a new community entry.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.3.8 RMON Statistics Status

This page provides an overview of RMON Statistics entries. Each page shows up to 99 entries from the Statistics table, default
being 20, selected through the "entries per page" input field. When first visited, the web page will show the first 20 entries from
the beginning of the Statistics table. The first displayed will be the one with the lowest ID found in the Statistics table; screen in

Figure 4-2-3-8 appears.

RMON Statistics Status Overview

Auto-refresh [] [ Refresh H |&< ” 58 l

Start from Contral Index |0 with |20 entries per page
Data Broad- | Multi- | CRC |Under- | Over- 64 | 63 |128)256) 512 11024
ID| Source |Drop|Octets | Pkts = | e el = e Frag. | Jabb. | Coll. Bytes | .~ L LY L b
(ifIndex) 127|255|511|1023 | 1588

No more entries

Figure 4-2-3-8: RMON Statistics Status Overview Page Screenshot

The page includes the following fields:

Object Description

e ID Indicates the index of Statistics entry.

o Data Source (ifindex) The port ID which wants to be monitored.

e Drop The total number of events in which packets were dropped by the probe due to

lack of resources.

e Octets The total number of octets of data (including those in bad packets) received on

the network.

o Pkts The total number of packets (including bad packets, broadcast packets, and

multicast packets) received.

e Broadcast The total number of good packets received that were directed to the broadcast
address.

e Multicast The total number of good packets received that were directed to a multicast
address.

e CRC Errors The total number of packets received that had a length (excluding framing bits,

but including FCS octets) of between 64 and 1518 octets.

e Undersize The total number of packets received that were less than 64 octets.

e Oversize The total number of packets received that were longer than 1518 octets.

e Frag. The number of frames whose size is less than 64 octets received with invalid
CRC.

e Jabb. The number of frames whose size is larger than 64 octets received with invalid
CRC.

e Coll. The best estimate of the total number of collisions in this Ethernet segment.
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o 64 Bytes The total number of packets (including bad packets) received that were 64 octets

in length.
e 65~127 The total number of packets (including bad packets) received that were between

65 to 127 octets in length.

e 128~255 The total number of packets (including bad packets) received that were between

128 to 255 octets in length.

e 256~511 The total number of packets (including bad packets) received that were between

256 to 511 octets in length.

e 512~1023 The total number of packets (including bad packets) received that were between

512 to 1023 octets in length.

e 1024~1518 The total number of packets (including bad packets) received that were between

1024 to 1518 octets in length.

Buttons
Refiesh : Click to refresh the page immediately.
Auto-refresh :::: Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.

E: Updates the table, starting from the first entry in the Alarm Table, i.e. the entry with the lowest ID.

==
: Updates the table, starting with the entry after the last entry currently displayed.
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4.2.4 DHCP Relay

%’ﬁl (Only applies to switches installed with firmware after vx.2103bxxxxxx )
Note

4.2.4.1 DHCPv4 Relay

A DHCP relay agent is used to forward and to transfer DHCP messages between the clients and the server when
they are not in the same subnet domain. It stores the incoming interface IP address in the GIADDR field of the
DHCP packet. The DHCP server can use the value of GIADDR field to determine the assigned subnet. For such
condition, please make sure the switch configuration of VLAN interface IP address and PVID(Port VLAN ID)

correctly.

DHCP Relay Configuration

Relay Mode Disabled hd
Relay Server | {?.{?.D.Dl
Relay Information Mode | | Disabled -
Relay Information Policy | | Keep b
| Apply || Reset |

Figure 4-2-4-1: DHCPv4 Relay Configuration

The page includes the following fields:

DHCPv4 Relay

Configure operation mode to enable/disable DHCP server per system.

Object Description

e Relay Mode Indicates the DHCP relay mode operation.

Possible modes are:

Enabled: Enable DHCP relay mode operation. When DHCP relay mode
operation is enabled, the agent forwards and transfers DHCP messages
between the clients and the server when they are not in the same subnet domain.
And the DHCP broadcast message won't be flooded for security considerations.

Disabled: Disable DHCP relay mode operation.

¢ Relay Server Indicates the DHCP relay server [P address.
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Indicates the DHCP relay information mode option operation. The option 82
circuit ID format as "[vlan_id][module_id][port_no]". The first four characters
represent the VLAN ID, the fifth and sixth characters are the module ID(in
standalone device it always equal 0, in stackable device it means switch ID), and
the last two characters are the port number. For example, "00030108" means the
DHCP message receive form VLAN ID 3, switch ID 1, port No 8. And the option
e Relay Information 82 remote ID value is equal the switch MAC address.

Mode Possible modes are:
Enabled: Enable DHCP relay information mode operation. When DHCP relay
information mode operation is enabled, the agent inserts specific information
(option 82) into a DHCP message when forwarding to DHCP server and removes
it from a DHCP message when transferring to DHCP client. It only works when
DHCP relay operation mode is enabled.

Disabled: Disable DHCP relay information mode operation.

Indicates the DHCP relay information option policy. When DHCP relay
information mode operation is enabled, if the agent receives a DHCP message
that already contains relay agent information it will enforce the policy. The
'Replace’ policy is invalid when relay information mode is disabled. Possible
policies are:

¢ Relay Information
. Replace: Replace the original relay information when a DHCP message that
Policy already contains it is received.

Keep: Keep the original relay information when a DHCP message that already
contains it is received.

Drop: Drop the package when a DHCP message that already contains relay

information is received.

Bottons:

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.4.2 DHCPv4 Relay Statistics

Auto-refresh [
DHCP Relay Statistics

Server Statistics

Transmit
to Server

Transmit
Error

Receive
from Server

Receive Missing
Agent Option

Receive Missing
Circuit ID

Receive Missing

Receive Bad
Circuit ID

Receive Bad
Remote ID

0

0

0

0

0

0 0

0

Client Statistics

Transmit | Transmit | Receive Receive Replace Keep Drop
to Client Error |from Client | Agent Option | Agent Option | Agent Option | Agent Option

0 0 0 0 0 0 0

Figure 4-2-4-2: DHCPv4 Relay Statistics

The first part of this page provides statistics for the DHCP server.

Object Description

e Transmit to Server The number of packets that are relayed from client to server.

e Transmit Error The number of packets that resulted in errors while being sent to clients.

¢ Receive from Server The number of packets received from server.

¢ Receive Missing Agent
The number of packets received without agent information options.
Option

¢ Receive Missing Circuit ID The number of packets received with the Circuit ID option missing.

e Recevie Missing Remote ID | The number of packets received with the Remote ID option missing.

¢ Receive Bad Circuit ID The number of packets whose Circuit ID option did not match known circuit ID.

The number of packets whose Remote ID option did not match known Remote

ID.

e Receive Bad Remote ID

The second part of this page provides statistics for the Client.

Object Description

e Transmit to Client The number of relayed packets from server to client.

e Transmit Error The number of packets that resulted in error while being sent to servers.

¢ Receive from Client The number of received packets from server.

¢ Receive Agent Option The number of received packets with relay agent information option.

¢ Replace Agent Option The number of packets which were replaced with relay agent information option.

o Keep Agent Option The number of packets whose relay agent information was retained.

The number of packets that were dropped which were received with relay agent
e Drop Agent Option
information.

Bottons:
; Click to refresh the page immediately.
: Clear all statistics.
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DHCPv6 Relay Configuration

Delete | Interface | Relay Interface

Relay Destination

Mo entry exists

Add New Entry

Figure 4-2-4-3: DHCPv6 Relay Configuration

This table is used to configure DHCPv6_Relay for a specific VLAN.

Object Description
¢ Interface Interface identification.
¢ Relay Interface Interface identification. The id of the interface used for relaying.

An Ipv6 address represented as human readable test as specified in RFC5952.

¢ Relay Destination The IPv6 address of the DHCPV6 server that requests shall be relayed to. The

default value 'ff05::1:3' mans 'any DHCP server'.

Bottons:

Add New Entry| . ey 1o add new entry.

APPIY . Click to apply changes.

: Click to undo any changes made locally and revert to previ
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DHCPv6 Relay Status and Statistics

Auto-refresh [ |Refrash|

Dropped server packets with interface option missing: 0

Interface | Relay Interface | Relay Address | Tx to server | Rx from server| Server pkts dropped | Tx to client | Rx from client | Client pkts dropped | Clear stats

Mo entry exists

|Clear all statistics|

Figure 4-2-4-3: DHCPV6 Relay Statistics

The table below shows the current , configured relay agents and their statistics.

Object

Description

Interface

Interface identification. The id of the interface that receives client requests.

Relay Interface

Interface identification. The id of the interface used for relaying.

Relay Address

An Ipv6 address represented as human readable test as specified in RFC5952.
The IPv6 address that requests shall be relayed to. The default value 'ff05::1:3'

means 'any DHCPv6 server'.

Tx to Server

Integer number. Number of packets relayed to server.

Rx from Server

Integer number. Number of packets received from server.

Server Pkts Dropped

Integer number. Number of packets from server that relay agent drops.

Tx to Client

Integer number. Number of packets sent to client.

Rx from client

Integer number. Number of packets received from client.

Client pkts dropped

Integer number. Number of packets from client that relay agent drops.

Clear Stats

Resets all statistics counters of relevant entry to zero.

Bottons:

|Refre sh|

: Resets all statistics counters to zero.

|Clear all statistics|

: Click to refresh the page immediately.
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4.2.5 DHCP server

4.2.5.1 DHCP Server Mode Configuration

This page configures global mode and VLAN mode to enable/disable DHCP server per system and per VLAN.

Configure DHCP server mode on this page. The entry index key is ID.; screen in Figure 4-2-5-1 appears.

DHCP Server Mode Configuration
Global Mode

| Mode | Disabled v ]

VLAN Mode

VLAN | Enabled
1

| Apply || Reset |

Figure 4-2-5-1: DHCP server mode Page Screenshot

The page includes the following fields:

Global Mode

Configure operation mode to enable/disable DHCP server per system.

Object Description

e Mode Configure the operation mode per system. Possible modes are:
Enabled: Enable DHCP server per system.

Disabled: Disable DHCP server pre system.
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VLAN Mode

Configure operation mode to enable/disable DHCP server per VLAN.

Object Description

¢ VLAN Range Indicate the VLAN range in which DHCP server is enabled or disabled.

The first VLAN ID must be smaller than or equal to the second VLAN ID. BUT, if
the VLAN range contains only 1 VLAN ID, then you can just input it into either
one of the first and second VLAN ID or both.

On the other hand, if you want to disable existed VLAN range, then you can
follow the steps.

1. press “Add VLANRange” to add a new VLAN range.

2. input the VLAN range that you want to disable.

3. choose Mode to be Disabled.

4. press “Apply” to apply the change.

Then, you will see the disabled VLAN range is removed from the DHCP Server

mode configuration page.

e Mode B Indicate the operation mode per VLAN. Possible modes are:
Enabled: Enable DHCP server per VLAN.
Disabled: Disable DHCP server pre VLAN.

Buttons

fadNLo Benan : Click to add a new VLAN range.

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.5.2 DHCP Server excluded IP Configuration

Configure excluded IP addresses. DHCP server will not allocate these excluded IP addresses to DHCP client.; screen in Figure

4-2-5-2 appears.

DHCP Server Excluded IP Configuration

Excluded IP Address

Delete

IP Range

192.168.0.1 - 192.168.0.100

| Add IP Range |

| Apply || Reset |

Figure 4-2-5-2: DHCP server excluded Page Screenshot

The page includes the following fields:

Object Description
¢ IPrange Define the IP range to be excluded IP addresses.
The first excluded IP must be smaller than or equal to the second excluded IP.
BUT, if the IP range contains only 1 excluded IP, then you can just input it to
either one of the first and second excluded IP or both.
Buttons
Add IP Range

: Click to apply changes

: Click to add a new excluded IP range.

: Click to undo any changes made locally and revert to previously saved values.
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4.2.5.3 DHCP Server pool Configuration

This page manages DHCP pools. According to the DHCP pool, DHCP server will allocate IP address and deliver configuration

parameters to DHCP client. screen in Figure 4-2-5-3 appears.

DHCP Server Pool Configuration

Pool Setting
Delete Name Type IP Subnet Mask Lease Time
vlant Network 192.168.0.100 255.255.255.0 3 days 0 hours 0 minutes

Add New Pool

Apply || Reset |

Figure 4-2-5-3: DHCP server pool Page Screenshot

The page includes the following fields:

Object Description

e Name Configure the pool name that accepts all printable characters, except white
space. If you want to configure the detail settings, you can click the pool name to

go into the configuration page.

Type Display which type of the pool is.

Network: the pool defines a pool of IP addresses to service more than one
DHCP client.

Host: the pool services for a specific DHCP client identified by client identifier or

hardware address.

o IP Display network number of the DHCP address pool.

If "-" is displayed, it means not defined

Subnet Mask Display subnet mask of the DHCP address pool.

If "-" is displayed, it means not defined.

Lease Time Display lease time of the pool.

Buttons

Add New Pool : Click to add a new excluded IP range.

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.2.5.4 DHCP Server pool Configuration
This page displays the database counters and the number of DHCP messages sent and received by DHCP server..

screen in Figure 4-2-5-4 appears.

Auto-refresh |/ | Refreshii | Clear |

DHCP Server Statistics

Database Counters

Pool | Excluded IP Address | Declined IP Address
1 1 0

Binding Counters

Automatic Binding | Manual Binding | Expired Binding
0 0 0

DHCP Message Received Counters

DISCOVER | REQUEST | DECLINE | RELEASE | INFORM
0 0 0 0 0

DHCP Message Sent Counters

OFFER | ACK | NAK
0 0 0

Figure 4-2-5-4: DHCP server Statistics Page Screenshot

The page includes the following fields:

Database Counters

Object Description

e Pool Number of pools

e Excluded IP Address Number of excluded IP address ranges
e Declined IP Address Number of declined IP addresses.
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Binding Counters

Object Description
e Automatic Binding Number of bindings with network-type pools
e Manual Binding Number of bindings that administrator assigns an IP address to a client. That is,

the pool is of host type.

e Expired Binding Number of bindings that their lease time expired or they are cleared from

Automatic/Manual type bindings.

DHCP message Received Counters

Object Description

e Discover Number of DHCP DISCOVER messages received.
o Request Number of DHCP REQUEST messages received.
e Decline Number of DHCP DECLINE messages received.

¢ Release Number of DHCP RELEASE messages received.
e Inform Number of DHCP INFORM messages received.

DHCP message Sent Counters

Object Description

o Offer Number of DHCP OFFER messages sent.
e ACK Number of DHCP ACK messages sent.

e NAK Number of DHCP NAK messages sent.

Buttons

Auto-refresh

seconds. : Check this box to refresh the page automatically.

: Click to apply changes

|F~'.eset|

: Click to undo any changes made locally and revert to previously saved values
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4.2.5.5 DHCP Server Binding IP Configuration

This page displays bindings generated for DHCP clients. screen in Figure 4-2-5-5 appears.

Auto-refresh Refresh || Clear Selected || Clear Automatic || Clear Manual || Clear Expired

DHCP Server Binding IP
Binding IP Address

Delete IP Type State Pool Server ID
Mame

Figure 4-2-5-5: DHCP server Binding IP page Screenshot

The page includes the following fields:

Object Description

o IP Display IP address allocated to DHCP client.

o Type Display type of binding. Possible types are Automatic, Manual, Expired.

e State Display state of binding. Possible states are Committed, Allocated, Expired
e Pool Name Display the pool that generates the binding.

e ServerID Display server IP address to service the binding.

Buttons

Auto-refresh L 2. check this box to refresh the page automatically

Refresh | Click to refresh the page immediately.

Cleagsicleciedy” Click to clear selected bindings. If the selected binding is Automatic or Manual, then it is changed to

be Expired. If the selected binding is Expired, then it is freed.

Clear Automatic | Click to clear all Automatic bindings and Change them to Expired bindings.

Eleaniianualy’ Click to clear all Manual bindings and Change them to Expired bindings.

Clear Expired

: Click to clear all Expired bindings and free them.

167



@ PLANET

Networking & Communication User’s Manual of IGS-6325 series

4.2.5.6 DHCP Server Declined IP

This page displays declined IP addresses. screen in Figure 4-2-5-6 appears.

Auto-refresh | Refresh |

DHCP Server Declined IP
Declined IP Address

Declined IP

Figure 4-2-5-6: DHCP server Declined IP Page Screenshot

The page includes the following fields:

Object Description

e Delined IP Display List of IP addresses declined.

Buttons

Auto-refresh L 2. check this box to refresh the page automatically

| Refresh |- ¢k to refresh the page immediately.

4.2.5.7 DHCP Detail Statistics

This page provides statistics for DHCP snooping. Notice that the normal forward per-port TX statistics isn't increased if the
incoming DHCP packet is done by L3 forwarding mechanism. And clear the statistics on specific port may not take effect on

global statistics since it gathers the different layer overview. screen in Figure 4-2-5-7 appears.

DHCP Detailed Statistics Port 1
Combined ¥ | Port1 ¥ | Auto-refresh | Refresh || Clear |
Receive Packets ‘ Transmit Packets
Rx Discover 0 Tx Discover 0
Rx Offer 0 Tx Offer 0
Rx Request 0 Tx Request 0
Rx Decline 0 Tx Decline 0
Rx ACK 0 Tx ACK 0
Rx NAK 0 Tx NAK 0
Rx Release 0 Tx Release 0
Rx Inform 0 Tx Inform 0
Rx Lease Query 0 Tx Lease Query 0
Rx Lease Unassigned 0 Tx Lease Unassigned 0
Rx Lease Unknown 0 Tx Lease Unknown 0
Rx Lease Active 0 Tx Lease Active 0
Rx Discarded Checksum Error 0
Rx Discarded from Untrusted 0

Figure 4-2-5-7: DHCP Detail Statistics page Screenshot
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Object

Description

¢ Rx and Tx Discover

Display the number of discover (option 53 with value 1) packets received and

transmitted.

e Rx and Tx Offer

Display the number of offer (option 53 with value 2) packets received and

transmitted.

e Rx and Tx Request

Display the number of request (option 53 with value 3) packets received and

transmitted

¢ Rx and Tx Decline

Display the number of decline (option 53 with value 4) packets received and

transmitted.

¢ Rx and Tx ACK

Display the number of ACK (option 53 with value 5) packets received and

transmitted.

¢ Rxand Tx NAK

Display the number of NAK (option 53 with value 6) packets received and

transmitted.

¢ Rx and Tx Release

Display the number of release (option 53 with value 7) packets received and

transmitted.

¢ Rx and Tx Inform

Display the number of inform (option 53 with value 8) packets received and

transmitted

¢ Rx and Tx Lease Query

Display the number of lease query (option 53 with value 10) packets received

and transmitted.

e Rx and Tx Lease

Unassigned

Display the number of lease unassigned (option 53 with value 11) packets

received and transmitted.

¢ Rx and Tx Lease

Unknown

Display the number of lease unknown (option 53 with value 12) packets received

and transmitted.

e Rx and Tx Lease

Active

Display the number of lease active (option 53 with value 13) packets received

and transmitted

¢ Rx Discarded

checksum error

Display the number of discard packet that IP/UDP checksum is error.

e Rx Discarded from

Untrusted

Display the number of discarded packet that are coming from untrusted port.

Buttons
Auto-refresh

Refresh

Clear

*: Check this box to refresh the page automatically

* Click to refresh the page immediately.

" Clears the counters for the selected ports
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4.2.6 Industrial Protocol

With the supported Modbus TCP/IP protocol, the Industrial Managed Switch can easily integrate with SCADA
systems, HMI systems and other data acquisition systems in factory floors. It enable administrators to remotely monitor the
industrial Ethernet switch’s operating information, port information and communication status, thus easily achieving

enhanced monitoring and maintenance of the entire factory.

4.2.6.1 Protocol Configuration

The Industrial Protocol Configuration are configured here.; screen in Figure 4-2-6-1 appears.

Industrial Protocol Configuration

Modbus TCP Mode | | Dizabled ¥

Apply

Figure 4-2-6-1: Protocol Configuration Page Screenshot

The page includes the following fields:

Object Description

e Modbus TCP Mode Indicates the modbus TCP mode operation.

When the mode operation is enabled, the modbus TCP protocol will be activated.
The modbus TCP protocol is based on TCP communication and received on TCP
port 502. Possible modes are:

B Enabled: Enable modbus TCP mode operation.

B Disabled: Disable modbus TCP mode operation.

Buttons

: Click to apply changes
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4.2.7 Remote Management

Planet provides two ways to remotely manage all kinds of devices: a smartphone application (CloudViewer) designed to monitor
network status from the cloud, and a Network Management System (Planet NMS) designed to monitor all deployed network

devices, such as managed switches, media converters, routers, smart APs, VoIP phones, and IP cameras.

4.2.7.1 Remote NMS Configuration

Remote NMS Configuration

Remote NMS Enable | | PLAMNET NMS Controller - LAN b

PLANET NMS Controller - LAN

NMS Controller IP address | 0.0.0.0
Authorization Status T Unauthorized

L

| Apply ||Reset||Unbind|

Figure 4-2-7-1: Remote NMS Configuration

The table below explains the options shown on this page.

Object Description

¢ Remote NMS Enable Enable the remote NMS controller management

The PLANET Managed Switch supports two remote NMS management systems:
PLANET CloudViewer Server - Internet

It is co-wrok with PLANET CloudViwer app installed on users smartphoe or
tablet. Users can download the app from Apple store or Google Play and regist
the user accout throuth the app.

PLANET NMS Controller - LAN

It is co-work with PLANET NMS Controller, such as NMS-500, NMS-1000V
series and UNI-NMS-Lite virtual machine. Users can discovery and add the
PLANET Managed Switch and other devices from the NMS Controller. And the
Managed Switch will start to upload switch information and statistics to the NMS

controller after authorization.

e NMS Controller IP The IP address of remote NMS controller.

address
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e Authorization status Displays the authorization status status for NMS controller, which can be one of
the following:

e Unauthorzied: The switch is unauthorized for NMS controller.

e Successful: The switch is authorized for NMS controller.

e Failed: The authorization of NMS controller is failed.

e Disabled: The function of remote NMS management is disabled.

¢ Email and Password Fill in PLANET CloudViewer account(e-mail address) and password.

e Connection Status e Success- If Cloudviewer server is connected, the connection status
show success.
e Authentication failed - If the server fails to connect, the connections

status will show authentication failed.

Bottons:

| Apply | : Click to apply changes

|REEE[| : Click "Undo" to revert all changes before applying.

Unbind
| | : Disconnect the device from the Renote NMS.
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4.2.7.2 Planet CloudViewerPro App

PLANET CloudViewerPro is an intelligent app for monitoring your cloud network. By making data and services available from
anywhere with an internet connection, cloud networks offer unprecedented convenience. With PLANET CloudViewerPro, you
can monitor your network status in real-time from your mobile phone or tablet, no matter where you are. You can easily check

device information, port status, and PoE status from the cloud, which reduces management costs.

Four Steps to Manage Devices in the Cloud with Ease
The PLANET CloudViewerPro App enhances user experience by simplifying the cloud connection setup process. It does not

require a lot of time to set up, and even non-technical users can do it within minutes.

Step 1: Download: download App from google play or apple store.
Step 2: Register: Create a PLANET CloudViewer account.
Step 3: Bind: Bind network devices to an account.
Step 4: Get: Open App and enjoy the services
Remote NMS Configuration

Remote NMS Configuration

Remote NMS Enable [ PLANET CloudViewer Server - Internet v
Subscriber email |xx@xx.xx.xx |
Password sesnen |
Status not Enable

Apply
Figure 4-2-7-2: PLANET CloudViewerPro App Binding Configuration
After downloading the CloudViewerPro app on the mobile phone and complete registration, go back to the media converter’s
web Ul and select PLANET CloudViewer Server - Internet in the Remote NMS Configuration page. Enter your account

information and apply the setting to bind the media converter to the CloudViewer server. Once the Status shows “success”, the

media converter is ready to be monitored on your mobile phone.

< Back 1GS-6325-24UP4X

2468 10121416 18202224 26

h | ] %)
e HEEH HHEE
1357 911315 17192123 2527
PoE Usage 1GS-6325-24UP4X | 3d1h
SNMP: Disable
STP: Disable
ERPS: Disable
System
Device Type: Industrial PoE Switch
IP Address: 19 ).191
MAC Address: 70:05:99
FW Version: v1.2112b230724
Port PoE Traffic
Bl Port1
g rort2
ﬂ Port 3
-l Port 4
-] Port 5
N rorte

Figure 4-2-7-3: The screenshot of IGS-6325-Series being monitored on a mobile phone
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4.3 Switching

4.3.1 Port Management

Use the Port Menu to display or configure the Industrial Managed Switch's ports. This section has the following items:

[ | Port Configuration Configures port connection settings

[ | Port Statistics Overview Lists Ethernet and RMON port statistics

[ | Port Statistics Detail Lists Ethernet and RMON port statistics

[ | SFP Module Information Display SFP information

[ | Port Mirror Sets the source and target ports for mirroring

4.3.1.1 Port Configuration

This page displays current port configurations. Ports can also be configured here. The Port Configuration screen in Figure

4-3-1-1 appears.

Port Configuration

1 Speed [Adv Duplex| Adv speed [ Flow Control [ PFC [ Maximum | Excessive o
Port | Port Description | Link H|cm-|-ent| Configured | Fex ‘ Hahe ‘10M|10CIM|1G‘2.5G|55‘10G|Enahle|(urr Rx|Curr'rx|Enah\e| Driority |':'a'“e Size | Collision Mode | Length Chack | *=C Mede
* < v o 0O O 0 0-7] 10240| | == a 0 < W
' @  25Gfdx | Automatic v @ @ o L O x X 0 Discard ¥ O
2 ® d Down | Automatic v [ X X 0 0-7] 10240) Discard  w 0
3 ® . Down | Automatic e /] O x X a 0-7] 10240 |Discard w O
4 ® i Down | Automatic - O X x O 0-7] 10240| |Discard + O
s e . Down | Automatic - O X x u] . auto v
6 ® e Down | Automatic v O X X O 0-7] 10240) ul auto v
Reset
Figure 4-3-1-1: Port Configuration Page Screenshot
The page includes the following fields:

Object Description

e Port This is the logical port number for this row.

e Port Description Indicates the per port description.

e Link The current link state is displayed graphically. Green indicates the link is up and

red indicates the link is down.

e Warning Operational warnings of the port.
®: No warnings

: There are warnings, use tooltip to see.

e Current Link Speed Provides the current link speed of the port.
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e Configured Link Speed

Select any available link speed for the given switch port. Draw the menu bar to
select the mode.
u Auto - Set up Auto negotiation for copper interface.
u 10Mbps HDX - Force sets 10Mbps/Half-Duplex mode.
u 10Mbps FDX - Force sets 10Mbps/Full-Duplex mode.
u 100Mbps HDX - Force sets 100Mbps/Half-Duplex mode.
u 100Mbps FDX - Force sets 100Mbps/Full-Duplex mode.
u 1Gbps FDX - Force sets 1000Mbps/Full-Duplex mode.
[ ] 1G FDX - Forces sets 1Gbps/Full-Duplex mode.
[ ] 2.5G FDX - Forces the port in 2.5Gbps full duplex mode.
u 10G FDX - Forces sets 10Gbps/Full-Duplex mode.

u Disable - Shut down the port manually.

e Advertise Duplex

When duplex is set as auto i.e auto negotiation, the port will only advertise the
specified duplex as either Fdx or Hdx to the link partner. By default port will

advertise all the supported duplexes if the Duplex is Auto.

e Advertise Speed

When Speed is set as auto i.e auto negotiation, the port will only advertise the
specified speeds (10M 100M 1G 2.5G 5G 10G) to the link partner. By default

port will advertise all the supported speeds if speed is set as Auto.

e Flow Control

When Auto Speed is selected on a port, this section indicates the flow control
capability that is advertised to the link partner.

When a fixed-speed setting is selected, that is what is used. The Current Rx
column indicates whether pause frames on the port are obeyed, and the Current
Tx column indicates whether pause frames on the port are transmitted. The Rx
and Tx settings are determined by the result of the last Auto-Negotiation.

Check the configured column to use flow control. This setting is related to the

setting for Configured Link Speed.

« PFC

When PFC (802.1Qbb Priority Flow Control) is enabled on a port then flow
control on a priority level is enabled. Through the Priority field, range (one or
more) of priorities can be configured, e.g. '0-3,7' which equals '0,1,2,3,7". PFC is
not supported through auto negotiation. PFC and Flowcontrol cannot both be

enabled on the same port.

e Maximum Frame Size

Enter the maximum frame size allowed for the switch port, including FCS. The

allowed range is 1518 bytes to 10056 bytes.

e Excessive Collision

Mode

Configure port transmit collision behavior.
Discard: Discard frame after 16 collisions (default).

Restart: Restart backoff algorithm after 16 collisions.

e Frame Length Check

Configures if frames with incorrect frame length in the EtherType/Length field
shall be dropped. An Ethernet frame contains a field EtherType which can be
used to indicate the frame payload size (in bytes) for values of 1535 and below. If

the EtherType/Length field is above 1535, it indicates that the field is used as an
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EtherType (indicating which protocol is encapsulated in the payload of the
frame). If "frame length check" is enabled, frames with payload size less than
1536 bytes are dropped, if the EtherType/Length field does not match the
actually payload length. If "frame length check" is disabled, frames are not
dropped due to frame length mismatch. Note: No drop counters count frames

dropped due to frame length mismatch

e FEC FEC is short for Forward Error Correction. It is a technique for controlling errors
over an unreliable link. The idea is that the sender adds some extra bits to the
frame that allows a receiver to correct bit errors in the received frame.

R-FEC (IEEE802.3 clause 74 - sometimes called Firecode). This is meant for
10G. The parameter affects both what is requested during clause 73 aneg and
what the port is configured to use if not running clause 73 aneg. If running clause
73 aneg on 10G ports we always tell the link partner that we support R-FEC.
What the end user can control with the fec command is whether we request
R-FEC. If either us or the link partner requests R-FEC, the port will end up using
R-FEC.

auto: This is the default and means the following:

If a 10G port runs clause 73, R-FEC will be requested.

Otherwise, no FEC will be enabled.

r-fec: If a 10G port runs clause 73, only R-FEC will be requested. If a 10G port
does not run clause 73, but is loaded with at least a 10G SFP and the speed is at
least 5G, only R-FEC will be enabled. Otherwise, no FEC will be enabled.

none: If the port is running clause 73, R-FEC will not be requested (but
remember that this does not mean that the clause 73 aneg will not result in the

port running FEC). Otherwise, the port will not run any FEC.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
Refiesh

: Click to refresh the page. Any changes made locally will be undone.

176



@ PLANET

Networking & Communication

4.3.1.2 Port Statistics Overview

User’s Manual of IGS-6325 series

This page provides an overview of general traffic statistics for all switch ports. The Port Statistics Overview screen in Figure

4-3-1-2 appears.

Port Statistics Overview

The displayed counters are:

Figure 4-3-1-2: Port Statistics Overview Page Screenshot

bort Packets Bytes Errors Drops Filtered
Received | Transmitted Received|Tran5mitted Received|Tran5mitted Received | Transmitted | Received

1 1076 1047 153972 52463 1] a 1] 1] 1]

2 1] 1] 1] a 1] 0 1] 1] 0
3 1] 1] 1] a 1] a 1] 1] 1]
4 1] 1] 1] a 1] 0 1] 1] 0
5 1] 1] 1] a 1] a 1] 1] 1]
5] 1] 1] 1] a 1] 0 1] 1] 0
7 0 0 0 a 0 a 0 0 1]

= 0 0 0 a o o 1] 0 0

Object Description
o Port The logical port for the settings contained in the same row.
o Packets The number of received and transmitted packets per port.
o Bytes The number of received and transmitted bytes per port.
e Errors The number of frames received in error and the number of incomplete
transmissions per port.
e Drops The number of frames discarded due to ingress or egress congestion.
e Filtered The number of received frames filtered by the forwarding process.
Buttons
Diorenload

: Click to refresh the page immediately.

- : Clears the counters for all ports.

g

: Print the Port Statistics Overview result.

: Download the Port Statistics Overview result in EXCEL file.

Auto-refresh i Check this box to enable an automatic refresh of the page at regular intervals.
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This page provides detailed traffic statistics for a specific switch port. Use the port select box to select which switch port details

to display. The displayed counters are the totals for receive and transmit, the size counters for receive and transmit, and the

error counters for receive and transmit. The Detailed Port Statistics screen in Figure 4-3-1-3 appears.

Detailed Port Statistics Port 1

Port1 | Auto-refresh [

Receive Total | Transmit Total

Rx Packets 2335 Tx Packets 2066

Rx Octets 431172 Tx Octets 1531131

Rx Unicast 2039 Tx Unicast 2050

Rx Multicast 48 Tx Multicast 1

Rx Broadcast 245 Tx Broadcast 5

Rx Pause 0 Tx Pause 0

Receive Size Counters Transmit Size Counters

Rx 64 Bytes 1465 Tx 64 Bytes 242

Rx 65-127 Bytes 175 Tx 63-127 Bytes a3

Rx 128255 Bytes BB Tx 128-235 Bytes 523

Rx 256 511 Bytes 553 Tx 256511 Bytes 203

Rx 512-1023 Bytes 7B Tx 512-1023 Bytes 284

Rx 1024-1526 Bytes 0 Tx 1024-1526 Bytes 761

Rx 1527- Bytes 0 Tx 1527- Bytes 0

Receive Queue Counters Transmit Queue Counters

Rx Q0 2283 Tx Q0 0

Rx Q1 0 Tx 01 0

Rx 02 0 Tx 02 0

Rx 03 0 Tx 03 0

Rx 04 0 Tx 04 0

Rx Q5 0 Tx Q5 0

Rx Q6 0 Tx Q6 0

Rx 07 0 Tx O7 2066

Receive Error Counters Transmit Error Counters

Rx Drops 52 Tx Drops 0

Rx CRC/Alignment 0 Tx Late/Exc. Coll. 0
Rx Undersize 0
Rx Oversize 0
Rx Fragments 0
Rx Jabber 0
Rx Filtered 52

Figure 4-3-1-3: Detailed Port Statistics Port 1 Page Screenshot

The page includes the following fields:

Receive Total and Transmit Total

Object

Description

¢ Rx and Tx Packets

The number of received and transmitted (good and bad) packets

Rx and Tx Octets

The number of received and transmitted (good and bad) bytes, including FCS,

but excluding framing bits.

Rx and Tx Unicast

The number of received and transmitted (good and bad) unicast packets.

Rx and Tx Multicast

The number of received and transmitted (good and bad) multicast packets.

Rx and Tx Broadcast

The number of received and transmitted (good and bad) broadcast packets.

Rx and Tx Pause

A count of the MAC Control frames received or transmitted on this port that has

an opcode indicating a PAUSE operation.

178




@ PLANET

Networking & Communication User’s Manual of IGS-6325 series

Receive and Transmit Size Counters
The number of received and transmitted (good and bad) packets split into categories based on their respective frame

sizes.
Receive and Transmit Queue Counters
The number of received and transmitted packets per input and output queue.

Receive Error Counters

Object Description

e Rx Drops The number of frames dropped due to lack of receive buffers or egress
congestion.

¢ Rx CRC/Alignment The number of frames received with CRC or alignment errors.

¢ Rx Undersize The number of short frames received with valid CRC.

¢ Rx Oversize The number of long frames received with valid CRC.

¢ Rx Fragments The number of short frames received with invalid CRC.

e Rx Jabber The number of long frames received with invalid CRC.

¢ Rx Filtered The number of received frames filtered by the forwarding process.

Short frames are frames that are smaller than 64 bytes.

Long frames are frames that are longer than the configured maximum
frame length for this port.

%I_]] 1 Short frames are frames that are smaller than 64 bytes.
—

Mot 2 Long frames are frames that are longer than the configured maximum frame length for this port.
ote

Transmit Error Counters

Object Description
e Tx Drops The number of frames dropped due to output buffer congestion.
e Tx Late/Exc. Coll. The number of frames dropped due to excessive or late collisions.

Buttons

: Click to refresh the page immediately.

Fefiesh
: Clears the counters for all ports.

Auto-refresh i Check this box to enable an automatic refresh of the page at regular intervals.
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The Industrial Managed Switches have supported the SFP module with digital diagnostics monitoring (DDM) function. This
feature is also known as digital optical monitoring (DOM). You can check the physical or operational status of an SFP module
via the SFP Module Information page. This page shows the operational status, such as the transceiver type, speed, wavelength,
optical output power, optical input power, temperature, laser bias current and transceiver supply voltage in real time. You can

also use the hyperlink of port no. to check the statistics on a specific interface. The SFP Module Information screen in Figure

Networking & Communication

4-3-1-4 appears.
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SFP Module Information

Port |Type | Speed |Wave Length{nm) | Distance(m) |Temperature (C) | Voltage(V) | Current(mA) | Tx power{dBm) | Rx power(dBm)

21

P [P [P [P [P [P P

SFP Moniter Event Alert: || Sent trap
Warning Temperature: |75 degrees C

Apply || Reset

Auto-refresh Refresh

Figure 4-3-1-4: SFP Module Information for Switch Page Screenshot

The page includes the following fields:

Object

Description

e Type

Display the type of current SFP module; the possible types are:

B 10GBASE-SR
B 10GBASE-LR
M 1000BASE-SX
M 1000BASE-LX
M 100BASE-FX

Speed

Display the speed of current SFP module; the speed value or description is got
from the SFP module. Different vendors SFP modules might show different

speed information.

Wave Length (nm)

Display the wavelength of current SFP module; the wavelength value is got from
the SFP module. Use this column to check if the wavelength values of two nodes

are matched while the fiber connection failed.

Distance (m)

Display the support distance of current SFP module; the distance value is got

from the SFP module.

Temperature (C)

— SFP DDM Module Only

Display the temperature of current SFP DDM module; the temperature value is

got from the SFP DDM module.
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o Voltage(V) Display the voltage of current SFP DDM module; the voltage value is got from the
— SFP DDM Module Only | SFP DDM module.

e Current(mA) Display the Ampere of current SFP DDM module; the Ampere value is got from

— SFP DDM Module Only | the SFP DDM module.

e TX power (dBm) Display the TX power of current SFP DDM module; the TX power value is got
— SFP DDM Module Only | from the SFP DDM module.

e RX power (dBm) Display the RX power of current SFP DDM module; the RX power value is got
— SFP DDM Module Only | from the SFP DDM module.

Buttons

SFP Monitor Event Alert: i send trap

Warning Temperature: degrees C

Check SFP Monitor Event Alert box; it will be in accordance with your warning temperature setting and allows users to
record message out via SNMP Trap.

Auto-refresh i— : Check this box to enable an automatic refresh of the page at regular intervals.

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
Refiesh

: Click to refresh the page immediately.
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4.3.1.5 Port Mirror

Configure port Mirroring on this page. This function provides monitoring network traffic that forwards a copy of each incoming or
outgoing packet from one port of a network Switch to another port where the packet can be studied. It enables the manager to
keep close track of switch performance and alter it if necessary.
¢ To debug network problems, selected traffic can be copied, or mirrored, to a mirror port where a frame analyzer can be
attached to analyze the frame flow.
¢ The Industrial Managed Switch can unobtrusively mirror traffic from any port to a monitor port. You can then attach a

protocol analyzer or RMON probe to this port to perform traffic analysis and verify connection integrity.

Port Mirror Application

Port Mirroring

Target Port

O

Source Port

DI Tx 101010 RS Tx: 101010
I Ry 111000 [REULSLERE Ry 111000 I
Monitor Client

With Ethereal or Sniffer Pro

Figure 4-3-1-5: Port Mirror Application

The traffic to be copied to the mirror port is selected as follows:
o All frames received on a given port (also known as ingress or source mirroring).

o All frames transmitted on a given port (also known as egress or destination mirroring).

Mirror Port Configuration

The Port Mirror screen in Figure 4-3-1-6 appears.and click the session ID to Figure 4-3-1-7

Mirror & RMirror Configuration Table

 Refresh |

Session ID | Mode | Type | VLAN ID | Reflector Port

1 Disabled Mirror - —
2 Disabled Mirror - =
3 Disabled Mirror - =

Llad AL

Figure 4-3-1-6: Mirror Configuration Page Screenshot
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Mirror & RMirror Configuration
Global Settings

Session ID 1
Mode | Disabled
Type Mirror
VLANID 200
ReflectorPort | Port 1

Source VLAN(s) Configuration

[ VLANID |

Port Configuration

Port ] Source Destination

* | <All> v
Port 1 Disabled v
Port 2 Disabled ¥
Port 3 Disabled v
Port4  Disabled v
Port 5 Disabled v
Port 6 Disabled v
P Disabled —
CPU Lrowoied ¥

| Save || Reset || Cancel |

Figure 4-3-1-7: Mirror Configuration Page Screenshot

The page includes the following fields:

Object Description
e Session Select session id to configure.
e Mode To Enabled/Disabled the mirror or Remote Mirroring function
* Type Mirror
The switch is running on mirror mode.
The source port(s) and destination port are located on this switch.
Source
The switch is a source node for monitor flow.
The source port(s), reflector port are located on this switch.
RMirror destination
The switch is an end node for monitor flow.
The destination port(s) is located on this switch.
e VLANID The VLAN ID points out where the monitor packet will copy to. The default VLAN ID is 200.
¢ Reflector Port The reflector port is a method to redirect the traffic to Remote Mirroring VLAN. Any device
connected to a port set as a reflector port loses connectivity until the Remote Mirroring is
disabled.
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In the stacking mode, you need to select switch ID to select the correct device.
If you shut down a port, it cannot be a candidate for reflector port.

If you shut down the port which is a reflector port, the remote mirror function cannot work

e Source VLAN(s) The switch can supports VLAN-based Mirroring. If you want to monitor some VLANSs on the

Configuration switch, you can set the selected VLANSs on this field.

e Remote Mirroring The following table is used for port role selecting.
Port Configuration | [ll Port: The logical port for the settings contained in the same row..

B Source: Select mirror mode.
Disabled Neither frames transmitted nor frames received are mirrored.
Both Frames received and frames transmitted are mirrored on the Destination port.
Rx only Frames received on this port are mirrored on the Destination port. Frames
transmitted are not mirrored.
Tx only Frames transmitted on this port are mirrored on the Destination port.
Frames received are not mirrored

Bl Destination: Select destination port.
This checkbox is designed for mirror or Remote Mirroring.
The destination port is a switched port that you receive a copy of traffic from the

source port.

%{D For a given port, a frame is only transmitted once. It is therefore not possible to mirror Tx frames on

Note the mirror port. Because of this, mode for the selected mirror port is limited to Disabled or Rx only.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.1.6 Name Map

Interface Name to Port Number Map Help

Many Web pages use a port number to express an interface, whereas CLI uses interface names. The table on this

page provides a means to convert from one to the other.

Interface Name to Port Number Map

Interface Name | Port Number
Gi1M
Gi 12
Gi13
Gi 1/4
Gi1/5
Gi 1/6
Gi1/7
i 1/8

10G 1M1
10G 12

o M B N e e Y S S Y (R

—

4.3.1.7 DDMI

The Industrial Managed Switches have supported the SFP module with digital diagnostics monitoring (DDM) function. This
feature is also known as digital optical monitoring (DOM). You can check the physical or operational status of an SFP module
via the DDMI Over View or DDMI Detailed page. Those pages show the operational status, such as the transceiver type, speed,
wavelength, optical output power, optical input power, temperature, laser bias current and transceiver supply voltage in real time.
You can also use the hyperlink of port no. to check the statistics on a specific interface.

Configure DDMI on this page.

DDMI Configuration

Mode | | Disabled »

| Apply || Reset |
The displayed settings are:
Object Description
e Mode Indicates the DDMI mode operation. Possible modes are:

Enabled: Enable DDMI mode operation.
Disabled: Disable DDMI mode operation.

Buttons

: Click to apply changes
: Click to undo any changes made locally and revert to previously saved values.
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4.3.1.8 DDMI Over View

Display DDMI overview information on this page.

DDMI Overview

Auto-refresh [ |Refresh|

Port| Vendor | Part Number | Serial Number| Revision | Data Code | Transcei\rer| Speed | Wave Length{nm) | Distance(m)
ﬂ - - - -

10 - - - - - -

ﬂ - - -

12 - - - = - -

SFP Moniter Event Alert: L Sent trap
Warning Temperature: 75 degrees C
| Apply || Reset |
The displayed settings are:
Object Description
e Port DDMI port.
e Vendor Indicates Vendor name SFP vendor name.
e Part Number Indicates Vendor PN Part number provided by SFP vendor.
e Serial Number Indicates Vendor SN Serial number provided by vendor.
e Revision Indicates Vendor rev Revision level for part number provided by vendor.
e Data Code Indicates Date code Vendor's manufacturing date code.
e Transceiver Indicates Transceiver compatibility.
o speed Display speed data
o Wave Length Display Wave Length data
¢ Distance Display Distance data
o SFP Event Alert This option is for user to make a temperature monitoring trap that if SFP module
Monitoring operating temperature is over the warning limit, a system log will be issued.
e Warning Temperature This option is for use to set a temperature control trap for the SFP module. When
the operating temperature of the SFP module reaches the warning limit, an alarm
log will be issued.

Buttons

Auto-refresh - Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.
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Display DDMI detailed information on this page.

Transceiver Information

Vendor
Part Number
Serial Number | -
Revision
Data Code
Transceiver

DDMI Information

Port9 w|Auto-refresh ([Refresh|

Temperature [C]
Voltage [V]
Tx Bias [mA]
Tx Power [mW]
Rx Power [mW]

Type Current | Alarm/Warning | Low Warning Threshold | High Warning Threshold | Low Alarm Threshold | High Alarm Threshold

The displayed settings are:

Object Description
e Vendor Indicates SFP vendor name.
e Part Number Indicates part number provided by SFP vendor.

Serial Number

Indicates part number provided by SFP vendor.

Revision

Indicates revision level for part number provided by SFP vendor.

Data Code

Indicates vendor's manufacturing date code.

Transceiver

Indicates SFP transceiver compatibility.

DDMI Information

Display DDMI information on this page.

Current

The current value of temperature, voltage, Tx bias, Tx power, and Rx power.

Alarm/Warning

Indicates whether there is an alarm or warning.

Low Warning

The low warning threshold value of temperature, voltage, Tx bias, Tx power, and

Threshold Rx power.
e High Warning The high warning threshold value of temperature, voltage, Tx bias, Tx power, and
Threshold Rx power.

Low Alarm Threshold

The low alarm threshold value of temperature, voltage, Tx bias, Tx power, and

Rx power.

High Alarm Threshold

The high alarm threshold value of temperature, voltage, Tx bias, Tx power, and

Rx power.

Buttons

Refiesh

: Click to refresh the page immediately.

Auto-refresh - Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.
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4.3.2 Link Aggregation

Port Aggregation optimizes port usage by linking a group of ports together to form a single Link Aggregated Groups (LAGs).

Port Aggregation multiplies the bandwidth between the devices, increases port flexibility, and provides link redundancy.

Each LAG is composed of ports of the same speed, set to full-duplex operations. Ports in a LAG, can be of different media types

(UTP/Fiber, or different fiber types), provided they operate at the same speed.

Aggregated Links can be assigned manually (Port Trunk) or automatically by enabling Link Aggregation Control Protocol

(LACP) on the relevant links.

Aggregated Links are treated by the system as a single logical port. Specifically, the Aggregated Link has similar port attributes

to a non-aggregated port, including auto-negotiation, speed, Duplex setting, etc.
The device supports the following Aggregation links :
] Static LAGs (Port Trunk) — Force aggregared selected ports to be a trunk group.

[ ] Link Aggregation Control Protocol (LACP) LAGs - LACP LAG negotiate Aggregated Port links with other LACP
ports located on a different device. If the other device ports are also LACP ports, the devices establish a LAG

between them.
Link Aggregation
I
_
I

:i“_’f

Link Aggregation
4 Port Link Aggregation
(Up to 4 Gbps)

Figure 4-3-2-1: Link Aggregation
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The Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging information between Partner
Systems that require high speed redundant links. Link aggregation lets you group up to eight consecutive ports into a single
dedicated connection. This feature can expand bandwidth to a device on the network. LACP operation requires full-duplex
mode, more detail information refer to the IEEE 802.3ad standard.

Port link aggregations can be used to increase the bandwidth of a network connection or to ensure fault recovery. Link
aggregation lets you group up to 4 consecutive ports into a single dedicated connection between any two the Switch or other
Layer 2 switches. However, before making any physical connections between devices, use the Link aggregation Configuration

menu to specify the link aggregation on the devices at both ends. When using a port link aggregation, note that:

e The ports used in a link aggregation must all be of the same media type (RJ45, 100 Mbps fiber).

e The ports that can be assigned to the same link aggregation have certain other restrictions (see below).

e Ports can only be assigned to one link aggregation.

e The ports at both ends of a connection must be configured as link aggregation ports.

¢ None of the ports in a link aggregation can be configured as a mirror source port or a mirror target port.

o All of the ports in a link aggregation have to be treated as a whole when moved from/to, added or deleted from a VLAN.

e The Spanning Tree Protocol will treat all the ports in a link aggregation as a whole.

¢ Enable the link aggregation prior to connecting any cable between the switches to avoid creating a data loop.

¢ Disconnect all link aggregation port cables or disable the link aggregation ports before removing a port link aggregation to

avoid creating a data loop.

It allows a maximum of 10 ports to be aggregated at the same time. The Industrial Managed Switch support Gigabit Ethernet
ports (up to 5 groups). If the group is defined as a LACP static link aggregation group, then any extra ports selected are placed
in a standby mode for redundancy if one of the other ports fails. If the group is defined as a local static link aggregation group,

then the number of ports must be the same as the group member ports.

The aggregation code ensures that frames belonging to the same frame flow (for example, a TCP connection) are always
forwarded on the same link aggregation member port. Recording of frames within a flow is therefore not possible. The
aggregation code is based on the following information:

e Source MAC

¢ Destination MAC

¢ Source and destination IPv4 address.

e Source and destination TCP/UDP ports for IPv4 packets

Normally, all 5 contributions to the aggregation code should be enabled to obtain the best traffic distribution among the link
aggregation member ports. Each link aggregation may consist of up to 10 member ports. Any quantity of link aggregation s may
be configured for the device (only limited by the quantity of ports on the device.) To configure a proper traffic distribution, the

ports within a link aggregation must use the same link speed.
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This page is used to configure the Aggregation hash mode and the aggregation group. The aggregation hash mode settings are

global.

Hash Code Contributors

The Static Aggregation screen in Figure 4-3-2-2 appears.

Common Aggregation Configuration

Hash Code Contributors

Source MAC Address
Destination MAC Address [ ]
IP Address
TCR/UDP Port Number

Figure 4-3-2-2 : Common AggregationConfiguration Page Screenshot

The page includes the following fields:

Object

Description

e Source MAC Address

The Source MAC address can be used to calculate the destination port for the
frame. Check to enable the use of the Source MAC address, or uncheck to

disable. By default, Source MAC Address is enabled.

e Destination MAC

The Destination MAC Address can be used to calculate the destination port for

Address the frame. Check to enable the use of the Destination MAC Address, or uncheck
to disable. By default, Destination MAC Address is disabled.
o |P Address The IP address can be used to calculate the destination port for the frame. Check

to enable the use of the IP Address, or uncheck to disable. By default, IP Address

is enabled.

e TCP/UDP Port Number

The TCP/UDP port number can be used to calculate the destination port for the
frame. Check to enable the use of the TCP/UDP Port Number, or uncheck to
disable. By default, TCP/UDP Port Number is enabled.

Static Aggregation Group Configuration

The Aggregation Group Configuration screen in Figure 4-3-2-3 appears.
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Aggregation Group Configuration
Port Members Group Configuration
Group ID| 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9 [10[11]12[13]14]15[16]17]18]19] 20[21]22]23]24] 25[ 26] 27] 28 Mode Revertive | Max Bundle
Nclrmal . . . . . - . . . . . . . . . . - . . . . . . . . . - -
1 Disabled v 16
2 Disabled v 16
3 Disabled v 16
4 Disabled v 16
5 Disabled v 16
6 Disabled A 16
7 Disabled v 16
8 Disabled v 16
9 Disabled v 16
10 Disabled A 16
1 Disabled v 16
12 Disabled v 16
13 Disabled v 16
14 Disabled v 16
Save || Reset

Figure 4-3-2-3: Aggregation Group Configuration Page Screenshot

The page includes the following fields:

.Object Description

e Group ID Indicates the group ID for the settings contained in the same row. Group 1D

"Normal" indicates there is no aggregation. Only one group ID is valid per port.

e Port Members Each switch port is listed for each group ID. Select a radio button to include a port
in an aggregation, or clear the radio button to remove the port from the

aggregation. By default, no ports belong to any aggregation group.

e Mode This parameter determines the mode for the aggregation group.

) Disabled: The group is disabled.

) Static: The group operates in static aggregation mode.

) LACP (Active): The group operates in LACP active aggregation mode. See
IEEE 801.AX-2014, section 6.4.1 for details.

) LACP (Passive): The group operates in LACP passive aggregation mode.
See |IEEE 801.AX-2014, section 6.4.1 for details.

e Revertive This parameter only applies to LACP-enabled groups. It determines if the group
will perform automatic link (re-)calculation when links with higher priority

becomes available.

e Max Bundle This parameter only applies to LACP-enabled groups. It determines the

maximum number of active bundled LACP ports allowed in an aggregation.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.2.2 Static Aggregation Status

This page is used to see the staus of ports in Aggregation group. The Static Aggregation Status screen in Figure 4-3-2-4

appears.

Aggregation Status

Auto-refresh | Refresh |

Aggr ID | Name | Type | Speed | Configured Ports | Aggregated Ports

No aggregation groups

Figure 4-3-2-4 : LACP Port Configuration Page Screenshot

The page includes the following fields:

Object Description

e AggriD Display the Aggregation ID associated with this aggregation instance.

e Name Display the Name of the Aggregation group ID.

e Type Display the type of the Aggregation group(Static or LACP).

e Speed Display the Speed of the Aggregation group.

e Configured Ports Display the Configured member ports of the Aggregation group.

o Aggregated Ports Display the Aggregated member ports of the Aggregation group.
Buttons

Refiesh

: Click to refresh the page immediately.

Auto-refresh i—i Automatic refresh occurs every 3 seconds.
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Link Aggregation Control Protocol (LACP) - LACP LAG negotiate Aggregated Port links with other LACP ports located on a

different device. LACP allows switches connected to each other to discover automatically whether any ports are member of the

same LAG.

This page allows the user to inspect the current LACP port configurations, and possibly change them as well. The LACP

Configuration screen in Figure 4-3-2-5 appears.

LACP System Configuration
| System Priority | | 32768 |
LACP Port Configuration

Port | LACP | Timeout Priority
* <All= ¥ 327638
1 Mo |Fast r 32768
2 Mo |Fast - 32768
3 Me |Fast - 32768
4 Mo |Fast r 32768
5 Mo |Fast r 32768
6 Mo |Fast » 32768
7 Me |Fast - 32768
3 Mo |Fast r 32768
9 Mo |Fast r 32768
10 Mo |Fast » 32768
! Me |Fast - 32768
12 Mo |Fast r 32768
13 Mo |Fast » 32768
14 Mo |Fast - 32768
15 Mo | Fast » 32768
16 Mo |Fast r 32768
17 Mo |Fast » 32768
13 Mo |Fast - 32768
19 Mo | Fast » 32768
20 Mo |Fast r 32768
21 Mo |Fast » 32768
22 Me |Fast - 32768
23 Mo |Fast r 32768
24 Mo |Fast r 32768
25 Mo |Fast v 32768
26 Me |Fast - 32768
27 Mo |Fast r 32768
28 Mo |Fast r 32768

inpkey Bassl

Figure 4-3-2-5 : LACP Port Configuration Page Screenshot
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The page includes the following fields:

Object Description
e Port The switch port number.
e LACP Enabled Controls whether LACP is enabled on this switch port. LACP will form an

aggregation when 2 or more ports are connected to the same partner.

e Timeout The Timeout controls the period between BPDU transmissions. Fast will transmit
LACP packets each second, while Slow will wait for 30 seconds before sending a

LACP packet.

e Priority The Priority controls the priority of the port. If the LACP partner wants to form a
larger group than is supported by this device then this parameter will control
which ports will be active and which ports will be in a backup role. Lower number

means greater priority.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.2.4 LACP System Status

This page provides a status overview of all LACP instances. The LACP Status Page display the current LACP aggregation
Groups and LACP Port status. The LACP System Status screen in Figure 4-3-2-6 appears.

LACP System Status
Auto-refresh [ |Refresh|

Local System ID

Priority‘ MAC Address
32768 a8-f7-e0-23-01-19

Partner System Status

Partner |Partner|Partner Last Local

Aggr ID System ID| Prio Key |Changed |Ports

Mo ports enabled or no existing pariners

Figure 4-3-2-6: LACP System Status Page Screenshot

The page includes the following fields:

Object Description
e AggriD The Aggregation ID associated with this aggregation instance.
For LLAG the id is shown as 'isid:aggr-id' and for GLAGs as 'aggr-id'
e Partner System ID The system ID (MAC address) of the aggregation partner.
o Partner Key The Key that the partner has assigned to this aggregation ID.
e Partner Priority The priority of the aggregation partner.
e Last Changed The time since this aggregation changed.
e Local Ports Shows which ports are a part of this aggregation for this switch.
Buttons
Refiesh

: Click to refresh the page immediately.

Auto-refresh i—i Automatic refresh occurs every 3 seconds.
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This page provides a status overview of LACP status for all ports. The LACP Internal Port Status screen in Figure 4-5-2-7

appears.

LACP Internal Port Status

Auto-refresh Refresh

Port‘ State | Key ‘ Priority ‘ Activity ‘ Timeout| Aggregation | Synchronization | Collecting | Distributing | Defaulted | Expired

No LACF ports enabled

The page includes the following fields:

Figure 4-3-2-7: LACP Status Page Screenshot

Object Description
e Port The switch port number.
o State The current port state:
[ ) Down: The port is not active.
[ ) Active: The port is in active state.
° Standby: The port is in standby state.
o Key The key assigned to this port. Only ports with the same key can aggregate
together.
e Priority The priority assigned to this aggregation group.
e Activity The LACP mode of the group (Active or Passive).
e Timeout The timeout mode configured for the port (Fast or Slow).

e Aggregation

Show whether the system considers this link to be "aggregateable”; i.e., a

potential candidate for aggregation.

e Synchronization

Show whether the system considers this link to be "IN_SYNC"; i.e., it has been
allocated to the correct LAG, the group has been associated with a compatible
Aggregator, and the identity of the LAG is consistent with the System ID and

operational Key information transmitted.

e Collecting

Show if collection of incoming frames on this link is enabled.

¢ Distributing

Show if distribution of outgoing frames on this link is enabled.

e Defaulted Show if the Actor's Receive machine is using Defaulted operational Partner
information.
o Expired Show if that the Actor's Receive machine is in the EXPIRED state.
Buttons
Refiesh

: Click to refresh the page immediately.

Auto-refresh i-: Automatic refresh occurs every 3 seconds.
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4.3.2.6 LACP Neighbor Port Status

This page provides a status overview of LACP status for all ports. The LACP Internal Port Status screen in Figure 4-5-2-8

appears.

LACP Neighbor Port Status

Auto-refresh Refresh

Port

State

Partner

Agar ID Key

Partner

Port

Port Prio

Partner

Activity | Timeout | Aggregation | Synchronization | Collecting | Distributing | Defaulted

Expired

No LAGP neighbor status available

Figure 4-3-2-8: LACP Neighbor Port Status Page Screenshot

The page includes the following fields:

Object Description
e Port The switch port number.
o State The current port state:
[ ) Down: The port is not active.
[ ) Active: The port is in active state.
) Standby: The port is in standby state.
e AggriD The aggregation group ID which the port is assigned to.
o Partner Key The key assigned to this port by the partner.

Partner Priority

The priority assigned to this partner port .

e Activity The LACP mode of the group (Active or Passive).
e Timeout The timeout mode configured for the port (Fast or Slow).
e Aggregation Show whether the system considers this link to be "aggregateable”; i.e., a

potential candidate for aggregation.

Synchronization

Show whether the system considers this link to be "IN_SYNC"; i.e., it has been
allocated to the correct LAG, the group has been associated with a compatible
Aggregator, and the identity of the LAG is consistent with the System ID and

operational Key information transmitted.

Buttons

Auto-refresh '

e Collecting Show if collection of incoming frames on this link is enabled.
¢ Distributing Show if distribution of outgoing frames on this link is enabled.
e Defaulted Show if the Actor's Receive machine is using Defaulted operational Partner
information.
o Expired Show if that the Actor's Receive machine is in the EXPIRED state.
Refiesh

: Click to refresh the page immediately.

i Automatic refresh occurs every 3 seconds.
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This page provides an overview of LACP statistics for all ports. The LACP Port Status screen in Figure 4-3-2-9 appears.

LACP Statistics

LACP LACP Discarded
Port | peceived | T itted

eceive ransmitted | 10 0wn | Tilegal
1 ] 0 ] ]
2 0 ] 0 0
3 ] ] 0 ]
4 0 0 0 0
5 ] 0 0 ]
B 0 0 0 0
7 0 0 0 0
] ] 0 0 ]
59 ] 0 ] ]
10 ] 0 0 ]
11 ] 0 0 ]
12 0 0 0 0

Auto-refresh | Refresh || Clear |

Figure 4-3-2-9: LACP Port Statistics Page Screenshot

The page includes the following fields:

Object

Description

e Port

The switch port number.

e LACP Received

Shows how many LACP frames have been received at each port.

e LACP Transmitted Shows how many LACP frames have been sent from each port.
e Discarded Shows how many unknown or illegal LACP frames have been discarded at each
port.
Buttons
Eefiesh

: Click to refresh the page immediately.

Auto-refresh i-: Automatic refresh occurs every 3 seconds.

: Clears the counters for all ports.
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4.3.3 VLANs
4.3.3.1 VLAN Overview

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme rather than the physical
layout. VLAN can be used to combine any collection of LAN segments into an autonomous user group that appears as a single
LAN. VLAN also logically segment the network into different broadcast domains so that packets are forwarded only between

ports within the VLAN. Typically, a VLAN corresponds to a particular subnet, although not necessarily.
VLAN can enhance performance by conserving bandwidth, and improve security by limiting traffic to specific domains.

A VLAN is a collection of end nodes grouped by logic instead of physical location. End nodes that frequently communicate with
each other are assigned to the same VLAN, regardless of where they are physically on the network. Logically, a VLAN can be
equated to a broadcast domain, because broadcast packets are forwarded to only members of the VLAN on which the

broadcast was initiated.

1. No matter what basis is used to uniquely identify end nodes and assign these nodes VLAN

membership, packets cannot cross VLAN without a network device performing a routing

%‘D function between the VLANSs.
2. The Industrial Managed Switch supports IEEE 802.1Q VLAN. The port untagging function

can be used to remove the 802.1 tag from packet headers to maintain compatibility with

devices that are tag-unaware..

The Industrial Managed Switch 's default is to assign all ports to a single 802.1Q VLAN named
%D DEFAULT_VLAN. As new VLAN is created, the member ports assigned to the new VLAN will be
removed from the DEFAULT_ VLAN port member list. The DEFAULT_VLAN has a VID = 1.

This section has the following items:

[ | VLAN Port Configuration Enables VLAN group

[ | VLAN Membership Status Displays VLAN membership status

[ | VLAN Port Status Displays VLAN port status

[ | Private VLAN Creates/removes primary or community VLANs
[ | Port Isolation Enables/disablse port isolation on port

[ | MAC-based VLAN Configures the MAC-based VLAN entries

[ | MAC-based VLAN Status Displays MAC-based VLAN entries

[ | Protocol-based VLAN Configures the protocol-based VLAN entries

[ | Protocol-based VLAN
Displays the protocol-based VLAN entries
Membership
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4.3.3.2 IEEE 802.1Q VLAN

In large networks, routers are used to isolate broadcast traffic for each subnet into separate domains. This Industrial Managed
Switch provides a similar service at Layer 2 by using VLANSs to organize any group of network nodes into separate broadcast
domains. VLANs confine broadcast traffic to the originating group, and can eliminate broadcast storms in large networks. This

also provides a more secure and cleaner network environment.

An |[EEE 802.1Q VLAN is a group of ports that can be located anywhere in the network, but communicate as though they belong

to the same physical segment.

VLANSs help to simplify network management by allowing you to move devices to a new VLAN without having to change any
physical connections. VLANs can be easily organized to reflect departmental groups (such as Marketing or R&D), usage groups

(such as e-mail), or multicast groups (used for multimedia applications such as videoconferencing).

VLANSs provide greater network efficiency by reducing broadcast traffic, and allow you to make network changes without having
to update IP addresses or IP subnets. VLANSs inherently provide a high level of network security since traffic must pass through

a configured Layer 3 link to reach a different VLAN.

This Industrial Managed Switch supports the following VLAN features:

u Up to 255 VLANSs based on the IEEE 802.1Q standard
Port overlapping, allowing a port to participate in multiple VLANs
End stations can belong to multiple VLANs

Passing traffic between VLAN-aware and VLAN-unaware devices

Priority tagging

B IEEE 802.1Q Standard
IEEE 802.1Q (tagged) VLAN is implemented on the Switch. 802.1Q VLAN requires tagging, which enables them to span the

entire network (assuming all switches on the network are IEEE 802.1Q-compliant).

VLAN allows a network to be segmented in order to reduce the size of broadcast domains. All packets entering a VLAN will only
be forwarded to the stations (over IEEE 802.1Q enabled switches) that are members of that VLAN, and this includes broadcast,

multicast and unicast packets from unknown sources.

VLAN can also provide a level of security to your network. IEEE 802.1Q VLAN will only deliver packets between stations that

are members of the VLAN. Any port can be configured as either tagging or untagging.:

B The untagging feature of IEEE 802.1Q VLAN allows VLAN to work with legacy switches that don't recognize VLAN tags

in packet headers.

B The tagging feature allows VLAN to span multiple 802.1Q-compliant switches through a single physical connection and

allows Spanning Tree to be enabled on all ports and work normally.

Some relevant terms:
- Tagging - The act of putting 802.1Q VLAN information into the header of a packet.
- Untagging - The act of stripping 802.1Q VLAN information out of the packet header.
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Il 802.1Q VLAN Tags

The figure below shows the 802.1Q VLAN tag. There are four additional octets inserted after the source MAC address. Their
presence is indicated by a value of 0x8100 in the Ether Type field. When a packet's Ether Type field is equal to 0x8100, the
packet carries the IEEE 802.1Q/802.1p tag. The tag is contained in the following two octets and consists of 3 bits of user priority,
1 bit of Canonical Format Identifier (CFI - used for encapsulating Token Ring packets so they can be carried across Ethernet

backbones), and 12 bits of VLAN ID (VID). The 3 bits of user priority are used by 802.1p. The VID is the VLAN identifier and is
used by the 802.1Q standard. Because the VID is 12 bits long, 4094 unique VLAN can be identified.

The tag is inserted into the packet header making the entire packet longer by 4 octets. All of the information originally contained

in the packet is retained.

802.1Q Tag
User Priority CFI VLAN ID (VID)
3 bits 1 bit 12 bits
TPID (Tag Protocol Identifier) TCI (Tag Control Information)
2 bytes 2 bytes
Preamble Destination Source VLAN TAG Ethernet Data FCS
Address Address Type
6 bytes 6 bytes 4 bytes 2 bytes 46-1500 bytes 4 bytes

The Ether Type and VLAN ID are inserted after the MAC source address, but before the original Ether Type/Length or Logical

Link Control. Because the packet is now a bit longer than it was originally, the Cyclic Redundancy Check (CRC) must be

recalculated.

Adding an IEEE802.1Q Tag

Dest. Addr. | Src.Addr. | Length/E.type | Data Old CRC Original Ethernet
Dest. Addr. Src. Addr. E. type Tag Length/E. type Data New CRC
New Tagged Packet
Priority CFl | VLANID
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Il Port VLANID
Packets that are tagged (are carrying the 802.1Q VID information) can be transmitted from one 802.1Q compliant network
device to another with the VLAN information intact. This allows 802.1Q VLAN to span network devices (and indeed, the entire

network — if all network devices are 802.1Q compliant).

Every physical port on a switch has a PVID. 802.1Q ports are also assigned a PVID, for use within the switch. If no VLAN are

defined on the switch, all ports are then assigned to a default VLAN with a PVID equal to 1. Untagged packets are assigned the
PVID of the port on which they were received. Forwarding decisions are based upon this PVID, in so far as VLAN are concerned.
Tagged packets are forwarded according to the VID contained within the tag. Tagged packets are also assigned a PVID, but the

PVID is not used to make packet forwarding decisions, the VID is.

Tag-aware switches must keep a table to relate PVID within the switch to VID on the network. The switch will compare the VID
of a packet to be transmitted to the VID of the port that is to transmit the packet. If the two VID are different the switch will drop
the packet. Because of the existence of the PVID for untagged packets and the VID for tagged packets, tag-aware and

tag-unaware network devices can coexist on the same network.
A switch port can have only one PVID, but can have as many VID as the switch has memory in its VLAN table to store them.

Because some devices on a network may be tag-unaware, a decision must be made at each port on a tag-aware device before
packets are transmitted — should the packet to be transmitted have a tag or not? If the transmitting port is connected to a
tag-unaware device, the packet should be untagged. If the transmitting port is connected to a tag-aware device, the packet

should be tagged.

Il Default VLANs
The Switch initially configures one VLAN, VID = 1, called "default." The factory default setting assigns all ports on the Switch to

the "default”. As new VLAN are configured in Port-based mode, their respective member ports are removed from the "default."

Il Assigning Ports to VLANs

Before enabling VLANS for the switch, you must first assign each port to the VLAN group(s) in which it will participate. By default
all ports are assigned to VLAN 1 as untagged ports. Add a port as a tagged port if you want it to carry traffic for one or more
VLANSs, and any intermediate network devices or the host at the other end of the connection supports VLANs. Then assign ports
on the other VLAN-aware network devices along the path that will carry this traffic to the same VLAN(s), either manually or
dynamically using GVRP. However, if you want a port on this switch to participate in one or more VLANS, but none of the
intermediate network devices nor the host at the other end of the connection supports VLANS, then you should add this port to

the VLAN as an untagged port.

VLAN-tagged frames can pass through VLAN-aware or VLAN-unaware network interconnection
% devices, but the VLAN tags should be stripped off before passing it on to any end-node host that
(3-8 does not support VLAN tagging.
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Hl VLAN Classification

When the switch receives a frame, it classifies the frame in one of two ways. If the frame is untagged, the switch assigns the
frame to an associated VLAN (based on the default VLAN ID of the receiving port). But if the frame is tagged, the switch uses
the tagged VLAN ID to identify the port broadcast domain of the frame.

Il Port Overlapping
Port overlapping can be used to allow access to commonly shared network resources among different VLAN groups, such as
file servers or printers. Note that if you implement VLANs which do not overlap, but still need to communicate, you can connect

them by enabled routing on this switch.

Il Untagged VLANs

Untagged (or static) VLANs are typically used to reduce broadcast traffic and to increase security. A group of network users
assigned to a VLAN form a broadcast domain that is separate from other VLANs configured on the switch. Packets are
forwarded only between ports that are designated for the same VLAN. Untagged VLANs can be used to manually isolate user

groups or subnets.
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4.3.3.3 VLAN Port Configuration

This page is used for configuring the Industrial Managed Switch port VLAN. The VLAN per Port Configuration page contains
fields for managing ports that are part of a VLAN. The port default VLAN ID (PVID) is configured on the VLAN Port Configuration
page. All untagged packets arriving to the device are tagged by the ports PVID.

Understanding nomenclature of the Switch
Il IEEE 802.1Q Tagged and Untagged

Every port on an 802.1Q compliant switch can be configured as tagged or untagged.

e Tagged: Ports with tagging enabled will put the VID number, priority and other VLAN information into the
header of all packets that flow into those ports. If a packet has previously been tagged, the port
will not alter the packet, thus keeping the VLAN information intact. The VLAN information in the
tag can then be used by other 802.1Q compliant devices on the network to make

packet-forwarding decisions.

« Untagged: Ports with untagging enabled will strip the 802.1Q tag from all packets that flow into those
ports. If the packet doesn't have an 802.1Q VLAN tag, the port will not alter the packet. Thus,
all packets received by and forwarded by an untagging port will have no 802.1Q VLAN
information. (Remember that the PVID is only used internally within the Switch). Untagging is
used to send packets from an 802.1Q-compliant network device to a non-compliant network

device.

Frame Income
Income Frame is tagged Income Frame is untagged
Frame Leave
Leave port is tagged Frame remains tagged Tag is inserted
Leave port is untagged Tag is removed Frame remain untagged

Table 4-3-3-1: Ingress / Egress Port with VLAN VID Tag / Untag Table

I IEEE 802.1Q Tunneling (Q-in-Q)

IEEE 802.1Q Tunneling (Q-in-Q) is designed for service providers carrying traffic for multiple customers across their networks.
Q-in-Q tunneling is used to maintain customer-specific VLAN and Layer 2 protocol configurations even when different
customers use the same internal VLAN IDs. This is accomplished by inserting Service Provider VLAN (SPVLAN) tags into the
customer’s frames when they enter the service provider’s network, and then stripping the tags when the frames leave the

network.

A service provider’s customers may have specific requirements for their internal VLAN IDs and number of VLANs supported.
VLAN ranges required by different customers in the same service-provider network might easily overlap, and traffic passing
through the infrastructure might be mixed. Assigning a unique range of VLAN IDs to each customer would restrict customer
configurations, require intensive processing of VLAN mapping tables, and could easily exceed the maximum VLAN limit of

4096.

204



@ PLANET

Networking & Communication User’s Manual of IGS-6325 series

Q-in-Q VLAN Tunnel

VLAN 1-20
VLAN 1-20 m’ MAN Service Provider Domain

Backbone QO-n-Q lumd ‘ i e
Core Switch e MAN Eooe Switch
Q-in-Q Tunesd
iii ‘ i ——
: @ = —
MAN Edge Switch -0 Tomned | e ‘
MAN Edge Switch

VLAN 1-30 iy

VLAN 1-30 i?

Q-in-Q VLAN Tunnel

1000Base-T UTP

|
|
1000Base-SX/LX Fiber-optic :

The Industrial Managed Switch supports multiple VLAN tags and can therefore be used in MAN applications as a provider
bridge, aggregating traffic from numerous independent customer LANs into the MAN (Metro Access Network) space. One of
the purposes of the provider bridge is to recognize and use VLAN tags so that the VLANs in the MAN space can be used
independent of the customers’ VLANs. This is accomplished by adding a VLAN tag with a MAN-related VID for frames entering
the MAN. When leaving the MAN, the tag is stripped and the original VLAN tag with the customer-related VID is again available.

This provides a tunneling mechanism to connect remote costumer VLANs through a common MAN space without interfering
with the VLAN tags. All tags use EtherType 0x8100 or 0x88A8, where 0x8100 is used for customer tags and Ox88A8 are used

for service provider tags.

In cases where a given service VLAN only has two member ports on the switch, the learning can be disabled for the particular
VLAN and can therefore rely on flooding as the forwarding mechanism between the two ports. This way, the MAC table

requirements is reduced.

Global VLAN Configuration

The Global VLAN Configuration screen in Figure 4-3-3-1 appears.

Global VLAN Configuration

Allowed Access VLANS 1
Ethertype for Custom S-ports | |5843

Figure 4-3-3-1 : Global VLAN Configuration Screenshot
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Object

Description

e Allowed Access

VLANs

This field shows the allowed Access VLANS, it only affects ports configured as
Access ports. Ports in other modes are members of all VLANs specified in the

Allowed VLANS field.

By default, only VLAN 1 is enabled. More VLANs may be created by using a list
syntax where the individual elements are separated by commas. Ranges are

specified with a dash separating the lower and upper bound.

The following example will create VLANs 1, 10, 11, 12, 13, 200, and 300:

1,10-13,200,300. Spaces are allowed in between the delimiters.

o Ethertype for Custom
S-ports

This field specifies the ethertype/TPID (specified in hexadecimal) used for
Custom S-ports. The setting is in force for all ports whose Port Type is set to

S-Custom-Port.

Port VLAN Configuration

The VLAN Port Configuration screen in Figure 4-3-3-2 appears.

Port VLAN Configuration

Port

VLAN Port Type

Ingress Ingress Egress Allowed Forbidden
Filtering Acceptance Tagging YLANS VLAMNS

<Al v O [<Al- v || <Al v

—

| [ |

| [ |

2]
—_l—_ == —] =] -] —

Figure 4-3-3-2 : Port VLAN Configuration Screenshot
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Object Description

e Port This is the logical port number for this row.

e Mode Access Access ports are normally used to connect to end stations. Dynamic features like
Voice VLAN may add the port to more VLANSs behind the scenes. Access ports
have the following characteristics:

e Member of exactly one VLAN, the Port VLAN (Access VLAN), which by
default is 1
e Accepts untagged and C-tagged frames
e Discards all frames that are not classified to the Access VLAN
e On egress all frames classified to the Access VLAN are transmitted
untagged. Other (dynamically added VLANSs) are transmitted tagged
Trunk Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally
used to connect to other switches. Trunk ports have the following characteristics:
. By default, a trunk port is member of all VLANs (1-4095)
. The VLANS that a trunk port is member of may be limited by the use of
Allowed VLANs
. Frames classified to a VLAN that the port is not a member of are
discarded
. By default, all frames but frames classified to the Port VLAN (a.k.a.
Native VLAN) get tagged on egress. Frames classified to the Port
VLAN do not get C-tagged on egress
. Egress tagging can be changed to tag all frames, in which case only
tagged frames are accepted on ingress
Hybrid Hybrid ports resemble trunk ports in many ways, but adds additional port
configuration features. In addition to the characteristics described for trunk ports,
hybrid ports have these abilities:
. Can be configured to be VLAN tag unaware, C-tag aware, S-tag
aware, or S-custom-tag aware
. Ingress filtering can be controlled
. Ingress acceptance of frames and configuration of egress tagging can
be configured independently
e Port VLAN Determines the port's VLAN ID (PVID). Allowed VLANSs are in the range 1

through 4095, default being 1.

B Oningress, frames get classified to the Port VLAN if the port is configured as
VLAN unaware, the frame is untagged, or VLAN awareness is enabled on
the port, but the frame is priority tagged (VLAN ID = 0).

B On egress, frames classified to the Port VLAN do not get tagged if Egress
Tagging configuration is set to untag Port VLAN.
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The Port VLAN is called an "Access VLAN" for ports in Access mode and Native
VLAN for ports in Trunk or Hybrid mode.

e Port Type Ports in hybrid mode allow for changing the port type, that is, whether a frame's

VLAN tag is used to classify the frame on ingress to a particular VLAN, and if so,

which TPID it reacts on. Likewise, on egress, the Port Type determines the TPID

of the tag, if a tag is required.

B Unaware:
On ingress, all frames, whether carrying a VLAN tag or not, get classified
to the Port VLAN, and possible tags are not removed on egress.

B C-Port:
On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to
the VLAN ID embedded in the tag. If a frame is untagged or priority
tagged, the frame gets classified to the Port VLAN. If frames must be
tagged on egress, they will be tagged with a C-tag.

B S-Port:
On ingress, frames with a VLAN tag with TPID = 0x8100 or 0x88A8 get
classified to the VLAN ID embedded in the tag. If a frame is untagged or
priority tagged, the frame gets classified to the Port VLAN. If frames must
be tagged on egress, they will be tagged with an S-tag.

Bl S-Custom-Port:
On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the
Ethertype configured for Custom-S ports get classified to the VLAN ID
embedded in the tag. If a frame is untagged or priority tagged, the frame
gets classified to the Port VLAN. If frames must be tagged on egress, they
will be tagged with the custom S-tag.

¢ Ingress Filtering Hybrid ports allow for changing ingress filtering. Access and Trunk ports always

have ingress filtering enabled.

B Ifingress filtering is enabled (checkbox is checked), frames classified to a
VLAN that the port is not a member of get discarded.

[ | If ingress filtering is disabled, frames classified to a VLAN that the port is
not a member of are accepted and forwarded to the switch engine.

However, the port will never transmit frames classified to VLANSs that it is not a

member of.

¢ Ingress Acceptance Hybrid ports allow for changing the type of frames that are accepted on ingress.

Bl Tagged and Untagged

Both tagged and untagged frames are accepted.
M Tagged Only
Only tagged frames are accepted on ingress. Untagged frames are

discarded.

M Untagged Only
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Only untagged frames are accepted on ingress. Tagged frames are

discarded.

Egress Tagging This option is only available for ports in Hybrid mode. Ports in Trunk and Hybrid
mode may control the tagging of frames on egress.
B  Untag Port VLAN
Frames classified to the Port VLAN are transmitted untagged. Other
frames are transmitted with the relevant tag.
B TagAl
All frames, whether classified to the Port VLAN or not, are transmitted
with a tag.
B Untag All
All frames, whether classified to the Port VLAN or not, are transmitted

without a tag.

o Allowed VLANs Ports in Trunk and Hybrid mode may control which VLANSs they are allowed to
become members of. The field's syntax is identical to the syntax used in the

Enabled VLANSs field.

By default, a Trunk or Hybrid port will become member of all VLANSs, and is
therefore set to 1-4095. The field may be left empty, which means that the port

will not become member of any VLANSs.

e Forbidden VLANs A port may be configured to never be member of one or more VLANSs. This is
particularly useful when dynamic VLAN protocols like MVRP and GVRP must be
prevented from dynamically adding ports to VLANSs. The trick is to mark such
VLANSs as forbidden on the port in question. The syntax is identical to the syntax

used in the Enabled VLANS field.

By default, the field is left blank, which means that the port may become a

member of all possible VLANSs.

—
% The port must be a member of the same VLAN as the Port VLAN ID.
Note

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.3.4 VLAN Membership Status

This page provides an overview of membership status for VLAN users. The VLAN Membership Status screen in Figure 4-3-3-3

appears.

VLAN Membership Status for Combined users
Combined ¥ | Auto-refresh | Refresh

Start from VLAN 1| with 20| entries per page. | [£< || ==

Port Members
viANID|1(2|3|4|5]6|7|8|9|10[11]12|13|14]15|16|17|18]19|20(21|22|23]24|25| 26| 27|28
1

Figure 4-3-3-3: VLAN Membership Status for Static User Page Screenshot

The page includes the following fields:

Object Description

e VLAN User A VLAN User is a module that uses services of the VLAN management
functionality to configure VLAN memberships and VLAN port configuration such
as PVID, UVID. Currently we support following VLAN :

- Admin : This is referred as static.

- NAS : NAS provides port-based authentication, which involves
communications between a Supplicant, Authenticator, and an Authentication
Server.

- GVRP : GVRP (GARP VLAN Registration Protocol or Generic VLAN
Registration Protocol) is a protocol that facilitates control of virtual local area
networks (VLANSs) within a larger network .

- Voice VLAN : Voice VLAN is a VLAN configured specially for voice traffic
typically originating from IP phones.

- MVR : MVR is used to eliminate the need to duplicate multicast traffic for
subscribers in each VLAN. Multicast traffic for all channels is sent only on a

single (multicast) VLAN.

¢ Port Members A row of check boxes for each port is displayed for each VLAN ID.

If a port is included in a VLAN, an image will be displayed.

If a port is included in a Forbidden port list, an image will be displayed.
If a port is included in a Forbidden port list and dynamic VLAN user register

VLAN on same Forbidden port, then conflict port will be displayed as conflict port.
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o VLAN Membership The VLAN Membership Status page shall show the current VLAN port members
for all VLANs configured by a selected VLAN User (selection shall be allowed by
a Combo Box). When ALL VLAN Users are selected, it shall show this
information for all the VLAN Users, and this is by default. VLAN membership

allows the frames classified to the VLAN ID to be forwarded on the respective

VLAN member ports.

Buttons

Combined . .
: Select VLAN Users from this drop down list.

Auto-refresh i—i Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.

: Click to refresh the page immediately.

: Updates the table starting from the first entry in the VLAN Table, i.e. the entry with the lowest VLAN ID.

==
: Updates the table, starting with the entry after the last entry currently displayed.
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4.3.3.5 VLAN Port Status
This page provides VLAN Port Status. The VLAN Port Status screen in Figure 4-3-3-4 appears.

VLAN Port Status for Combined users

Corhined | Auto-refresh [

Port | Port Type | Ingress Filtering ‘ Frame Type ‘ Port YLAM ID| Tz Tag ‘Untagged VLAN ID | Conflicts
1 C-Port All 1 Untag PYID Mi
2 C-Port All 1 Untag PYID Mo
3 C-Por All 1 Untag PVID Mo
4 C-Port All 1 Untag PVID Mo
5 C-Port All 1 Untag PVID Mo
6 C-Port All 1 Untag PVID Mo
7 C-Port All 1 Untag PVID Mo

Al [

Figure 4-3-3-4: VLAN Port Status for Combined users Page Screenshot

The page includes the following fields:

Object Description
o Port The logical port for the settings contained in the same row.
e Port Type Show the VLAN Awareness for the port.

If VLAN awareness is enabled, the tag is removed from tagged frames received on the port. VLAN
tagged frames are classified to the VLAN ID in the tag.

If VLAN awareness is disabled, all frames are classified to the Port VLAN ID and tags are not removed.

Ingress Filtering

Show the ingress filtering for a port. This parameter affects VLAN ingress processing. If ingress filtering

is enabled and the ingress port is not a member of the classified VLAN of the frame, the frame is

discarded.

e Frame Type Shows whether the port accepts all frames or only tagged frames. This parameter affects VLAN ingress
processing. If the port only accepts tagged frames, untagged frames received on that port are
discarded.

e Port VLAN ID Shows the PVID setting for the port.

e Tx Tag Shows egress filtering frame status whether tagged or untagged.

Untagged VLAN ID

Shows UVID (untagged VLAN ID). Port's UVID determines the packet's behavior at the egress side.

e Conflicts Shows status of Conflicts whether exists or Not. When a Volatile VLAN User requests to set VLAN
membership or VLAN port configuration, the following conflicts can occur:
B Functional Conflicts between feature.
B Conflicts due to hardware limitation.
B Direct conflict between user modules.

Buttons

Static ¥ . Select VLAN Users from this drop down list.
Auto-refresh i—: Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.
Fefiesh

: Click to refresh the page immediately.
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4.3.3.6 VLAN setting example:

u Separate VLAN
u 802.1Q VLAN Trunk

] Port Isolate

4.3.3.6.1 Two Separate 802.1Q VLANs

The diagram shows how the Industrial Managed Switch handle Tagged and Untagged traffic flow for two VLANs. VLAN Group
2 and VLAN Group 3 are separated VLAN. Each VLAN isolate network traffic so only members of the VLAN receive traffic from
the same VLAN members. The screen in Figure 4-3-3-7 appears and Table 4-3-3-8 describes the port configuration of the

Industrial Managed Switches.

VLAN Overview

A

énin

PC-1 PC-2 PC-3
{Untagged) (Untagged) (Tagaged)

PC-4 PC-5 PC-6
(Untagged) (Untagged) (Tagged)

VLAN 2

ct T T

VLAN 3

L e el

T R R S

T

Figure 4-3-3-7: Two Separate VLANs Diagram

VLAN Group 1 1 Port-7 ~ Port-52 N/A
VLAN Group 2 2 Port-1,Port-2 Port-3
VLAN Group 3 3 Port-4,Port-5 Port-6

Table 4-3-2: VLAN and Port Configuration
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The scenario is described as follows:

[ Untagged packet entering VLAN 2

1. While [PC-1] transmit an untagged packet enters Port-1, the Industrial Managed Switch will tag it with a VLAN
Tag=2. [PC-2] and [PC-3] will received the packet through Port-2 and Port-3.

2. [PC-4],[PC-5] and [PC-6] received no packet.
3. While the packet leaves Port-2, it will be stripped away it tag becoming an untagged packet.
4. While the packet leaves Port-3, it will keep as a tagged packet with VLAN Tag=2.

] Tagged packet entering VLAN 2

5.  While [PC-3] transmit a tagged packet with VLAN Tag=2 enters Port-3, [PC-1] and [PC-2] will received the packet
through Port-1 and Port-2.

6. While the packet leaves Port-1 and Port-2, it will be stripped away it tag becoming an untagged packet.
u Untagged packet entering VLAN 3

1. While [PC-4] transmit an untagged packet enters Port-4, the switch will tag it with a VLAN Tag=3.
[PC-5] and [PC-6] will received the packet through Port-5 and Port-6.

2. While the packet leaves Port-5, it will be stripped away it tag becoming an untagged packet.

3.  While the packet leaves Port-6, it will keep as a tagged packet with VLAN Tag=3.

%’:ﬂ For this example, VLAN Group 1 just set as default VLAN, but only focus on VLAN 2 and VLAN 3

ffic fl
Note traffic flow

Setup steps

1. Add VLAN Group

Add two VLANs — VLAN 2 and VLAN 3
Type 1-3 in Allowed Access VLANs column, the 1-3 is including VLAN1 and 2 and 3.

Global VLAN Configuration

Allowed Access VLANs 1-3
Ethertype for Custom S-ports | 8843

Figure 4-3-3-8: Add VLAN 2 and VLAN 3
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Assign VLAN Member and PVID for each port:

VLAN 2 : Port-1,Port-2 and Port-3

VLAN 3 : Port-4, Port-5 and Port-6

VLAN 1 : All other ports — Port-7~Port-52
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Global VLAN Configuration

Allowed Access VLANS

1-3

Ethertype for Custom S-ports

8848

Port VLAN Configuration

Mode GACEE

:

Ingress
Filtering

Port Type

Ingress
Acceptance

Egress
Tagging

Allowed
VLANs

Forbidden
VLANSs

3.

=All=  |»

LM |

=All=

O

vl

ACCESS W

ACCESS (™

ACcess |

ACcess |

ACcess |

ACcess |

ACCess |

ACcess |

ACcess |
LTRSS W

[ =l

s =an=

v| |2

Figure 4-3-3-9: Change Port VLAN of Port 1~3 to be VLAN2 and Port VLAN of Port 4~6 to be VLAN3

Enable VLAN Tag fo

r specific ports

Link Type: Port-3 (VLAN-2) and Port-6 (VLAN-3)

Change Port 3 Mode as Trunk, Selects Egress Tagging as Tag All and Types 2 in the Allowed VLANSs column.

Change Port 6 Mode as Trunk and Selects Egress Tagging as Tag All and Types 3 in the Allowed VLANSs column.

The Per Port VLAN configuration in Figure 4-3-3-10 appears.

Global VLAN Configuration

Allowed Access VLANS

1-2

Ethertype for Custom S-ports

8848

Port VLAN Configuration

Port

Mode

-]
-]
23

Ingress

Port Type Filtering

Ingress
Acceptance

Egress
Tagging

Allowed
VLANSs

Forbidden
VLANSs

*

<All=  |w

Lha |

[ =4l

O

|= v|

ACCESS W

Aore w

[ =il

e || ==

vl |2

Trunk »

[Tag Al

v

=]

m g B =

(el

—
=

MM\JI

ACCESS W

ACCESS W

l

Trunk w

ACCESS | ™

Figure 4-3-3-10: Check VLAN 2 and 3 Members on VLAN Membership Page
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4.3.3.6.2 VLAN Trunking between two 802.1Q aware switches

The most cases are used for “Uplink” to other switches. VLANs are separated at different switches, but they need to access

with other switches within the same VLAN group. The screen in Figure 4-3-3-11 appears.

PC-2 PC-3
(Untagged) (Tagged)

PC-5 PC-G
(Untagged) (Tagged)

T
1
1
' i
! 1
I '
! '
- 1
! 1
! 1
! 1
1
1 802.1Q !
VLAN 2 : Trunking : VLAN 3
1
1
' i
! [
I '
1 1
! 1
! 1
! 1
! 1
! '
1 _\—-r-—a-’ H
[] T M
T
_ 1
1
' "
PC-1 1 ' PC-4
{Untagged) : ' {Untagged)
————————————————————— 4 o

Figure 4-3-3-11: VLAN Trunking Diagram

Setup steps

1. Add VLAN Group

Add two VLANs — VLAN 2 and VLAN 3
Type 1-3 in Allowed Access VLANs column, the 1-3 is including VLAN1 and 2 and 3.

Global VLAN Configuration

Allowed Access VLANs 1-3
Ethertype for Custom S-ports | 8843

Figure 4-3-3-12: Add VLAN 2 and VLAN 3

2. Assign VLAN Member and PVID for each port :

VLAN 2 : Port-1,Port-2 and Port-3
VLAN 3 : Port-4, Port-5 and Port-6
VLAN 1 : All other ports — Port-7~Port-52
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Global VLAN Configuration

Allowed Access VLANs [1-3
Ethertype for Custom S-ports | 3A8

r
Port VLAN Configuration
vort| wose]| pom | vorvee [moressl gnerees T oress s G

| <Al> § 2|ff <A v <All> v | <All> v[[2
1 | Access _: ' 2‘ C-Port M % Tagged and Untagged v || Untag All v
2 |Access T ' é‘ C-Port v % Tagged and Untagged v || Untag All vl
3 |Access : 2|lf c-Port v 4 Tagged and Untagged ¥ |[ Untag All it
4 | Access :; ZJ C-Port v v Tagged and Untagged ¥ || Untag All vt
5 |Access §| 2|l C-Port v v Tagged and Untagged ¥ || Untag All vt
6 |Access Vet C Port v v Tagged and Untagged v || Untag All vt
7 [Access v || 2| [C-Port v v Tagged and Untagged ¥ | Untag All vig
8 [Access v|| 2| [C-Port v v Tagged and Untagged v Untag All vl
9 [Access V|| 2| [C-Port M % Tagged and Untagged ¥ || Untag All vt
10 [Access v || 2| [C-Port v v Tagged and Untagged ¥ || Untag All v| 1

| Apply || Reset |

Figure 4-3-3-13: Changes Port VLAN of Port 1~3 to be VLANZ2 and Port VLAN of Port 4~6 to be VLAN3

For the VLAN ports connecting to the hosts, please refer to 4.6.10.1 examples. The following steps will focus on the VLAN
Trunk port configuration.

1. Specify Port-7 to be the 802.1Q VLAN Trunk port.
2. Assign Port-7 to both VLAN 2 and VLAN 3 at the VLAN Member configuration page.
3. Define a VLAN 1 as a “Public Area” that overlapping with both VLAN 2 members and VLAN 3 members.

4. Assign the VLAN Trunk Port to be the member of each VLAN — which wants to be aggregated. For this example, add
Port-7 to be VLAN 2 and VLAN 3 member port.

5. Specify Port-7 to be the 802.1Q VLAN Trunk port, and the Trunking port must be a Tagged port while egress. The Port-7

configuration is shown in Figure 4-3-3-14.

Global VLAN Configuration

Allowed Access VLANS 1-3
Ethertype for Custom S-ports | |3348

Port VLAN Configuration

Port Port Tvpe Ingress Ingress Egress Allowed Forbidden
VLAN vP Filtering Acceptance Tagging VLANs VLANSs

<All= s | 2| == » O [=ar e[ =21 v| [z |

ACCESS W

Port| Mode

*

Access W

ACCESS (M

ACCESS W

ACCESS W

ACCESS W

Trunk |+ [Tag Al v| [1-2 |

COR =~ O N B D R

_\.—mell\)l’\)l\)
=y

ACCESS W

—

Figure 4-3-3-14: VLAN Overlap Port Setting & VLAN 1 — The Public Area Member Assign

That is, although the VLAN 2 members: Port-1 to Port-3 and VLAN 3 members: Port-4 to Port-6 also belongs to VLAN 1. But
with different PVID settings, packets form VLAN 2 or VLAN 3 is not able to access to the other VLAN.
6. Repeat Steps 1 to 6, set up the VLAN Trunk port at the partner switch and add more VLANS to join the VLAN trunk, repeat
Steps 1 to 3 to assign the Trunk port to the VLANSs.
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Only applies to switches installed with firmware after v1.2103bxxxxxx)

4.3.4.1 Private VLAN Configuration

The Private VLAN membership configurations for the switch can be monitored and modified here. Private VLANs can be added

or deleted here. Port members of each Private VLAN can be added or removed here.

Private VLANs are based on the source port mask, and there are no connections to VLANs. This means that VLAN IDs and

Private VLAN IDs can be identical.

A port must be a member of both a VLAN and a Private VLAN to be able to forward packets. By default, all ports are VLAN

unaware and members of VLAN 1 and Private VLAN 1.

A VLAN unaware port can only be a member of one VLAN, but it can be a member of multiple Private VLANs.

Auto-refresh [ |Refresh|

Private VLAN Membership Configuration

Port Members

Delete |PVLAN ID [1(2(2[4|5(6
] 1

|Add Mew Private VLAN|

| Apply |[Reset]

Figure 4-3-4-1: Private VLAN Membership Configuration

The table below explains the manageable items shown on this page.

Object

Description

e Delete

To delete a Group Name to VLAN map entry, check this box. The entry will be

deleted on the switch during the next Save

e Private VLAN ID

Indicates the ID of this particular private VLAN.

e Port Members

A row of check boxes for each port is displayed for each private VLAN ID. To
include a port in a Private VLAN, check the box. To remove or exclude the port
from the Private VLAN, make sure the box is unchecked. By default, no ports are

members, and all boxes are unchecked.

e Adding a New Private
VLAN

|Add New Private VLAN|

Click to add a new private VLAN ID. An empty row

is added to the table, and the private VLAN can be configured as needed. The
allowed range for a private VLAN ID is the same as the switch port number
range. Any values outside this range are not accepted, and a warning message
appears. Click "OK" to discard the incorrect entry, or click "Cancel" to return to
the editing and make a correction.

The Private VLAN is enabled when you click "Save".
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4.3.4.2 Port Isolation

This page is used to enable or disable port isolation on ports in a Private VLAN.

A port that is a member of a VLAN can be isolated from other ports on the same VLAN and Private VLAN.

Auto-refresh [

Port Isolation Configuration

Port Number
1[2[32]4]5]6

| Apply || Reseat |

Figure 4-3-4-2: Port Isolation Configuration

Configuration:

Object Description

e Port Members A checkbox is provided for each port of a private VLAN. When checked, port
isolation is enabled on that port. When unchecked, port isolation is disabled on

that port. By default, port isolation is disabled on all ports.
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4.3.5VCL

4.3.5.1 MAC-Based VLAN

The MAC address to VLAN ID mappings can be configured here. This page allows adding and deleting
MAC-based VLAN Classification List entries and assigning the entries to different ports.

MAC-based VLAN Membership Configuration

Auto-refresh [ [Refresh|

Port Members

Delete |MAC Address| vian 1D | 1]2[3]4[5]6
Currently no entries prasent

|Add New Entry|
| Apply | [Reset]

Figure 4-3-5-1: MAC-based VLAN Members

The table bellows explains the items shown on this page.

Object Description

o Delete To delete a MAC to VLAN ID mapping entry, check this box and press save. The

entry will be deleted in the stack.

e MAC Address Indicates the MAC address of the mapping.
e VLANID Indicates the VLAN ID the above MAC will be mapped to.
e Port Members A row of check boxes for each port is displayed for each MAC to VLAN ID

mapping entry. To include a port in the mapping, check the box. To remove or
exclude the port from the mapping, make sure the box is unchecked. By default,

no ports are members, and all boxes are unchecked.

e Adding a New MAC to

Click |Add New Entry|

VLAN ID mapping to add a new MAC to VLAN ID mapping entry. An

entry empty row is added to the table, and the mapping can be configured as needed.
Any unicast MAC address can be used to configure the mapping. No broadcast
or multicast MAC addresses are allowed. Legal values for a VLAN ID

are 1 through 4095.

The MAC to VLAN ID entry is enabled when you click on "Save". A mapping

without any port members will not be added when you click "Save".

| Delete ||

The button can be used to undo the addition of new mappings. The

maximum possible MAC to VLAN ID mapping entries are limited to 256.
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4.3.5.2 IP Subnet-based VLAN

The IP subnet to VLAN ID mappings can be configured here. This page allows adding, updating and deleting IP
subnet to VLAN ID mapping entries and assigning them to different ports.

Auto-refresh [ |Refresh|

IP Subnet-based VLAN Membership Configuration

Port Members

Delete | IP Address | Mask Length ([ VLANID (1(2(3|4|5|6
Currently no entries present

|Add New Entry|

[Apply | Reset |
Figure 4-3-5-2: IP Subnet-based VLAN Membership Configuration

The table bellows explains the items shown on this page.

Object Description

o Delete To delete a mapping, check this box and press save. The entry will be deleted in
the stack.

o IP Address Indicates the subnet's IP address (Any of the subnet's host addresses can be

also provided here, the application will convert it automatically).

e Mask Length Indicates the subnet's mask length.

e VLANID Indicates the VLAN ID the subnet will be mapped to. IP Subnet to VLAN ID is a

unique matching.

e Port Members A row of check boxes for each port is displayed for each IP subnet to VLAN ID
mapping entry. To include a port in a mapping, simply check the box. To remove
or exclude the port from the mapping, make sure the box is unchecked. By

default, no ports are members and all boxes are unchecked.

o Adding New Entry

|Add New Entry|

Click to add a new IP subnet to VLAN ID mapping entry. An

empty row is added to the table, and the mapping can be configured as needed.
Any IP address/mask can be configured for the mapping. Legal values for the

VLAN ID are 1 to 4095.

The IP subnet to VLAN ID mapping entry is enabled when you click on "Save".

| Delete |I

The button can be used to undo the addition of new mappings. The

maximum possible IP subnet to VLAN ID mappings are limited to 128.
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4.3.5.3 Protocol-based VLAN

This page allows you to add new Protocol to Group Name (each protocol can be part of only one Group) mapping

entries as well as allow you to see and delete already mapped entries for the switch .

Auto-refresh L] |Refresh|

Protocol to Group Mapping Table

Delete Frame Type Value | Group Name

Mo Group entry found!

|Add New Entry|

| Apply || Reset |

Figure 4-3-5-3: Protocol to Group Mapping Table

The following table shows the items on this page.

Object Description

e Delete To delete a Protocol to Group Name map entry, check this box. The entry will be

deleted from the switch during the next Save.

e Frame Type Frame Type can have one of the following values:

Ethernet

LLC

SNAP

Note: When changing the Frame type field, the valid value of the following text

field will vary depending on the new frame type you selected.

e Value Valid value that can be entered in this text field depends on the option selected
from the preceding Frame Type selection menu.

Below are the criteria for the three different Frame Types:

Ethernet: Value in the text field when Ethernet is selected as a Frame Type is
called etype. Valid values for etype range between 0x0600 and Oxffff

LLC: Valid value in this case is comprised of two different sub-values.

a. DSAP: 1-byte long string (0x00-0xff)

b. SSAP: 1-byte long string (0x00-0xff)

SNAP: Valid value in this case is also comprised of two different sub-values.

a. OUI: OUI (Organizationally Unique Identifier) is a parameter in the format of
XX-XX-xX where each pair (xx) in the string is a hexadecimal value ranging
between 0x00 and Oxff.

b. PID: PID (Protocol ID). If OUl is hexadecimal 000000, then the protocol ID is
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the Ethernet type (EtherType) field value for the protocol running on top of SNAP;
if OUIl is an OUI for a particular organization, the protocol ID is a value assigned
by that organization to the protocol running on top of SNAP.

In other words, if the value of OUI field is 00-00-00 then the value of PID will be
etype (0x0600-0xffff) and if the value of OUI is other than 00-00-00 then valid

values of PID will be any value between 0x0000 and Oxffff.

e Group Name

A valid Group Name is a 16-character long string, unique for every entry, which
consists of a combination of alphabets (a-z or A-Z) and integers(0-9).

Note: Special characters and underscores (_) are not allowed.

e Adding New Entries

Add New Entr
|—j.|'| to add a new entry in the mapping table. An empty row

Click
is added to the table, where Frame Type, Value and the Group Name can be

configured as needed.

| Delete |I

The button can be used to undo the addition of new entry. The

maximum possible Protocol to Group mappings are limited to 128.
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4.3.5.4 Protocol-based VLAN Membership

This page allows you to map a Group Name (already configured or to be configured in the future) to a VLAN for

the switch .

Auto-refresh ] |Refresh|

Group Name to VLAN mapping Table

Port Members

Delete | Group Name (VLANID (1(2(3(4|5|6

Currently no entries present in the switch

|Add New Entry|

| Apply || Reset |

Figure 4-3-5-4: Group Name to VLAN Mapping Table

The following table shows the items on this page.

Object

Description

e Delete

To delete a Protocol to Group Name map entry, check this box. The entry will be

deleted from the switch during the next Save.

e Group Name

A valid Group Name is a string, at the most 16 characters long, which consists of
a combination of alphabets (a-z or A-Z) and integers(0-9) with no special
characters allowed. You may either use a Group that already includes one or
more protocols (see Protocol to Group mappings), or create a Group to VLAN ID
mapping that will become active the moment you add one or more protocols
inside that Group. Furthermore, the Group to VLAN ID mapping is not unique, as
long as the port lists of these mappings are mutually exclusive (e.g. Group1 can

be mapped to VID 1 on port#1 and to VID 2 on port#2).

e VLANID

Indicates the VLAN ID to which the Group Name will be mapped. A valid VLAN ID

ranges from 1 to 4095.

e Port Members

A row of check boxes for each port is displayed for each Group Name to VLAN ID
mapping. To include a port in the mapping, check the box. To remove or exclude
the port from the mapping, make sure the box is unchecked. By default, no ports

are members, and all boxes are unchecked.

¢ Adding a new Group to
VLAN mapping entry

_|Add New Entry| , ,
Click — ' to add a new entry in the mapping table. An empty row

is added to the table and the Group Name, VLAN ID and port members can be
configured as needed. Legal values for a VLAN ID are 1 through 4095.

| Delete ||

The button can be used to undo the addition of new entry. The

maximum possible Group to VLAN mappings are limited to 256.
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4.3.6 GVRP

GVRP (GARP VLAN Registration Protocol or Generic VLAN Registration Protocol) is a protocol that facilitates control of virtual

local area networks (VLANSs) within a larger network

4.3.6.1 GVRP Configuration

This page allows you to configure the global GVRP configuration settings that are commonly applied to all GVRP enabled ports.

as well. as screen in Figure 4-3-6-1 appears.

GVRP Configuration
Enable GVRP
Parameter Value
Join-time: 20

Leave-time: |60

LeaveAll-time: | 1000

Max VLANs: |20

_Apply

Figure 4-3-6-1: GVRP Configuration Page Screenshot

The page includes the following fields:

General Settings

Object Description

e Enable GVRP globally | The GVRP feature is globally enabled by setting the check mark in the checkbox
named Enable GVRP and pressing the Save button.

e GVRP protocol timers Join-time is a value in the range of 1-20cs, i.e. in units of one hundredth of a
second. The default value is 20cs.

Leave-time is a value in the range of 60-300cs, i.e. in units of one hundredth of a
second.

The default is 60cs.

LeaveAll-time is a value in the range of 1000-5000cs, i.e. in units of one
hundredth of a second.

The default is 1000cs

¢ Max number of VLANs | When GVRP is enabled, a maximum number of VLANs supported by GVRP is
specified. By default this number is 20. This number can only be changed when

GVRP is turned off.

Buttons

Refresh | i
: Click to refresh the page. Note that unsaved changes will be lost.

: Click to undo any changes made locally and revert to previously saved values.
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4.3.6.2 GVRP Port Configuration

This configuration can be performed either before or after GVRP is configured globally - the protocol operation will be the same.

as well. as screen in Figure 4-3-6-2 appears.

GVRP Port Configuration
Port Mode
* | <All> v
1 | Disabled v
2 |Disabled v
3 | Disabled v
4 | Disabled v
5 | Disabled v
6 |Disabled v
7 | Disabled v
8 | Disabled v
Apply || Reset

Figure 4-3-6-2: GVRP Port Configuration Page Screenshot

The page includes the following fields:

General Settings

Object Description
e Port The logical port that is to be configured.
¢ Mode Mode can be either 'Disabled' or 'GVRP enabled'. These values turn the GVRP

feature off or on respectively for the port in question.

Buttons

ARPF)T : Click to refresh the page. Note that unsaved changes will be lost.

: Click to undo any changes made locally and revert to previously saved values.
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4.3.7 MRP (Only applies to switches installed with firmware v1.2103bxxxxxx)

4.3.7.1 Port Configuration

This page allows you to configure the MRP generic settings for all switch ports.

Auto-refresh [
MRP Overall Port Configuration

Port | Join Timeout | Leave Timeout | LeaveAll Timeout | Periodic Transmission
100
100
100
100
100
100
100

M W =

Ooo0ogdod

| Apply || Raset |

Figure 4-3-7-1: MRP Overall Port Configuration

The Table below shows the settings can be made on this page.

Object Description
e Port The port number for which the following configuration applies.
¢ Join Timeout Controls the timeout of the Join Timer for all MRP Applications on this switch

port. This value is restricted to 1-20 centiseconds.

Leave Timeout Controls the timeout of the Leave Timer for all MRP Applications on this switch

port. This value is restricted to 60- 300 centiseconds.

LeaveAll Timeout Controls the timeout of the LeaveAll Timer for all MRP Applications on this switch

port. This value is restricted to 1000- 5000 centiseconds.

Periodic Transmission | Enable or disable the PeriodicTransmission feature for all MRP Applications on

this switch port.

227


http://192.168.0.100/help/glossary.htm#mrp
http://192.168.0.100/help/glossary.htm#mrp
http://192.168.0.100/help/glossary.htm#mrp
http://192.168.0.100/help/glossary.htm#mrp
http://192.168.0.100/help/glossary.htm#mrp

@ PLANET

Networking & Communication

User’s Manual of IGS-6325 series

4.3.7.2 MVRP Global Configuration

This page allows you to configure the MVRP global and per port settings altogether. The page is divided into a

global section and a per-port configuration section.

Auto-refresh [ |Refresh|

MVRP Global Configuration

Global State Disabled hal
Managed VLANSs | | 1-4094

MVRP Port Configuration

Port | Enabled
* ]
1 0
2 ]
3 [l
4 ]
5 O
6 ]
| Apply || Reset |

Figure 4-3-7-2: MVRP Global Configuration

The following table shows the adjustable settings on this page.

Object Description

¢ Global State Enable or disable the MVRP protocol globally. This will enable or disable the
protocol globally and at the same time on the switch ports that are MVRP

enabled.

e Managed VLANs This field shows the managed VLANSs, i.e. the VLANs that MVRP will operate
upon. By default, only VLANs 1- 4094 are managed, i.e. the entire range as
defined in IEEE802.1Q-2014 for MVRP. However this range can be limited by
using a list syntax where the individual elements are separated by commas.
Ranges are specified with a dash separating the lower and upper bound.

The following example will create VLANs 1, 10, 11, 12, 13, 200, and
300:1,10-13,200,300. Spaces are allowed in between the delimiters.

e Port The port number for which the following configuration applies.

e Enabled Enable or disable the MVRP protocol on this switch port. This will enable or

disable the protocol on the switch port given that MVRP is also globally enabled.
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4.3.7.3 MVRP Statistics

This page provides statistics for the MVRP protocol for all switch ports.

MVRP Statistics
Auto-refresh [_]|Refresh|
Port | Failed Registrations| Last PDU Origin
1 0 00-00-00-00-00-00
2 0 00-00-00-00-00-00
3 0 00-00-00-00-00-00
4 0 00-00-00-00-00-00
5 0 00-00-00-00-00-00
& 0 00-00-00-00-00-00

Figure 4-3-7-3: MVRP Statistics

The following table explains the information shown on this page.

Object Description

e Port The logical port for the statistics contained in the same row.

o Failed Registrations The number of failed VLAN registrations on this switch port. Each port
implementing the MVRP protocol maintains a count of the number of times it has
received a VLAN registration request but has failed to register the VLAN due to

lack of space in the Filtering Database.

e Last PDU Origin The MAC address of the most recent MVRP PDU received on this switch port.
MAC is 00-00-00-00-00-00 if the protocol is not enabled on that switch port, or if

the port has not received any MVRP PDUs yet.
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4.3.8 Spanning Tree Protocol

4.3.8.1 Theory

The Spanning Tree protocol can be used to detect and disable network loops, and to provide backup links between switches,
bridges or routers. This allows the switch to interact with other bridging devices in your network to ensure that only one route
exists between any two stations on the network, and provide backup links which automatically take over when a primary link
goes down. The spanning tree algorithms supported by this switch include these versions:

u STP - Spanning Tree Protocol (IEEE 802.1D)

u RSTP - Rapid Spanning Tree Protocol (IEEE 802.1w)

u MSTP — Multiple Spanning Tree Protocol (IEEE 802.1s)

The IEEE 802.1D Spanning Tree Protocol and IEEE 802.1w Rapid Spanning Tree Protocol allow for the blocking of links
between switches that form loops within the network. When multiple links between switches are detected, a primary link is
established. Duplicated links are blocked from use and become standby links. The protocol allows for the duplicate links to be
used in the event of a failure of the primary link. Once the Spanning Tree Protocol is configured and enabled, primary links are
established and duplicated links are blocked automatically. The reactivation of the blocked links (at the time of a primary link

failure) is also accomplished automatically without operator intervention.

This automatic network reconfiguration provides maximum uptime to network users. However, the concepts of the Spanning
Tree Algorithm and protocol are a complicated and complex subject and must be fully researched and understood. It is possible
to cause serious degradation of the performance of the network if the Spanning Tree is incorrectly configured. Please read the

following before making any changes from the default values.

The Switch STP performs the following functions:
| Creates a single spanning tree from any combination of switching or bridging elements.
u Creates multiple spanning trees — from any combination of ports contained within a single switch, in user specified
groups.
u Automatically reconfigures the spanning tree to compensate for the failure, addition, or removal of any element in
the tree.

] Reconfigures the spanning tree without operator intervention.

Bridge Protocol Data Units

For STP to arrive at a stable network topology, the following information is used:
[ | The unique switch identifier
[ | The path cost to the root associated with each switch port

[ | The port identifier

STP communicates between switches on the network using Bridge Protocol Data Units (BPDUs). Each BPDU contains the
following information:

] The unique identifier of the switch that the transmitting switch currently believes is the root switch

[ | The path cost to the root from the transmitting port

[ | The port identifier of the transmitting port
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The switch sends BPDUs to communicate and construct the spanning-tree topology. All switches connected to the LAN on
which the packet is transmitted will receive the BPDU. BPDUs are not directly forwarded by the switch, but the receiving switch
uses the information in the frame to calculate a BPDU, and, if the topology changes, initiates a BPDU transmission.
The communication between switches via BPDUs results in the following:

] One switch is elected as the root switch

] The shortest distance to the root switch is calculated for each switch

] A designated switch is selected. This is the switch closest to the root switch through which packets will be forwarded

to the root.
| A port for each switch is selected. This is the port providing the best path from the switch to the root switch.

[ | Ports included in the STP are selected.

Creating a Stable STP Topology

It is to make the root port a fastest link. If all switches have STP enabled with default settings, the switch with the lowest MAC
address in the network will become the root switch. By increasing the priority (lowering the priority number) of the best switch,
STP can be forced to select the best switch as the root switch.

When STP is enabled using the default parameters, the path between source and destination stations in a switched network
might not be ideal. For instance, connecting higher-speed links to a port that has a higher number than the current root port can

cause a root-port change.

STP Port States

The BPDUs take some time to pass through a network. This propagation delay can result in topology changes where a port that
transitioned directly from a Blocking state to a Forwarding state could create temporary data loops. Ports must wait for new
network topology information to propagate throughout the network before starting to forward packets. They must also wait for
the packet lifetime to expire for BPDU packets that were forwarded based on the old topology. The forward delay timer is used
to allow the network topology to stabilize after a topology change. In addition, STP specifies a series of states a port must

transition through to further ensure that a stable network topology is created after a topology change.

Each port on a switch using STP exists is in one of the following five states:

u Blocking — the port is blocked from forwarding or receiving packets
Listening — the port is waiting to receive BPDU packets that may tell the port to go back to the blocking state
Learning — the port is adding addresses to its forwarding database, but not yet forwarding packets

Forwarding — the port is forwarding packets

Disabled — the port only responds to network management messages and must return to the blocking state first

A port transitions from one state to another as follows:
From initialization (switch boot) to blocking
From blocking to listening or to disabled

From listening to learning or to disabled

From learning to forwarding or to disabled

From forwarding to disabled

From disabled to blocking
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A A

Learning

Forwarding

Figure 4-3-8-1: STP Port State Transitions

You can modify each port state by using management software. When you enable STP, every port on every switch in the
network goes through the blocking state and then transitions through the states of listening and learning at power up. If properly
configured, each port stabilizes to the forwarding or blocking state. No packets (except BPDUs) are forwarded from, or received

by, STP enabled ports until the forwarding state is enabled for that port.

2. STP Parameters

STP Operation Levels

The Switch allows for two levels of operation: the switch level and the port level. The switch level forms a spanning tree
consisting of links between one or more switches. The port level constructs a spanning tree consisting of groups of one or more

ports. The STP operates in much the same way for both levels.

On the switch level, STP calculates the Bridge Identifier for each switch and then sets the Root
%ﬁj Bridge and the Designated Bridges.
W1 On the port level, STP sets the Root Port and the Designated Ports.
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The following are the user-configurable STP parameters for the switch level:

Parameter Description Default Value

Bridge Identifier(Not user A combination of the User-set priority and 32768 + MAC

configurable the switch’'s MAC address.
except by setting priority The Bridge Identifier consists of two parts:
below) a 16-bit priority and a 48-bit Ethernet MAC

address 32768 + MAC

Priority A relative priority for each switch — lower 32768
numbers give a higher priority and a greater
chance of a given switch being elected as
the root bridge

Hello Time The length of time between broadcasts of 2 seconds
the hello message by the switch

Maximum Age Timer Measures the age of a received BPDU fora | 20 seconds
port and ensures that the BPDU is discarded
when its age exceeds the value of the
maximum age timer.

Forward Delay Timer The amount time spent by a port in the 15 seconds
learning and listening states waiting for a
BPDU that may return the port to the

blocking state.

The following are the user-configurable STP parameters for the port or port group level:

Variable Description Default Value

Port Priority A relative priority for each 128
port —lower numbers give a higher priority
and a greater chance of a given port being
elected as the root port

Port Cost A value used by STP to evaluate paths — 200,000-100Mbps Fast Ethernet ports
STP calculates path costs and selects the 20,000-1000Mbps Gigabit Ethernet
path with the minimum cost as the active ports

path 0 - Auto

Default Spanning-Tree Configuration

Feature Default Value

Enable state STP disabled for all ports
Port priority 128

Port cost 0

Bridge Priority 32,768
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User-Changeable STA Parameters
The Switch’s factory default setting should cover the majority of installations. However, it is advisable to keep the default
settings as set at the factory; unless, it is absolutely necessary. The user changeable parameters in the Switch are as follows:

Priority — A Priority for the switch can be set from 0 to 65535. 0 is equal to the highest Priority.

Hello Time — The Hello Time can be from 1 to 10 seconds. This is the interval between two transmissions of BPDU packets sent
by the Root Bridge to tell all other Switches that it is indeed the Root Bridge. If you set a Hello Time for your Switch, and it is not

the Root Bridge, the set Hello Time will be used if and when your Switch becomes the Root Bridge.

@ The Hello Time cannot be longer than the Max. Age; otherwise, a configuration error will

occur.

Note

Max. Age — The Max Age can be from 6 to 40 seconds. At the end of the Max Age, if a BPDU has still not been received from
the Root Bridge, your Switch will start sending its own BPDU to all other Switches for permission to become the Root Bridge. If it

turns out that your Switch has the lowest Bridge Identifier, it will become the Root Bridge.
Forward Delay Timer — The Forward Delay can be from 4 to 30 seconds. This is the time any port on the

Switch spends in the listening state while moving from the blocking state to the forwarding state.

Observe the following formulas when setting the above parameters:
%} Max. Age _ 2 x (Forward Delay - 1 second)

Note Max. Age _ 2 x (Hello Time + 1 second)

Port Priority — A Port Priority can be from 0 to 240. The lower the number, the greater the probability the port will be chosen as
the Root Port.

Port Cost — A Port Cost can be set from 0 to 200000000. The lower the number, the greater the probability the port will be

chosen to forward packets.

3. lllustration of STP

A simple illustration of three switches connected in a loop is depicted in the below diagram. In this example, you can anticipate
some major network problems if the STP assistance is not applied.

If switch A broadcasts a packet to switch B, switch B will broadcast it to switch C, and switch C will broadcast it to back to switch
A and so on. The broadcast packet will be passed indefinitely in a loop, potentially causing a network failure. In this example,
STP breaks the loop by blocking the connection between switch B and C. The decision to block a particular connection is based
on the STP calculation of the most current Bridge and Port settings.

Now, if switch A broadcasts a packet to switch C, then switch C will drop the packet at port 2 and the broadcast will end there.
Setting-up STP using values other than the defaults, can be complex. Therefore, you are advised to keep the default factory
settings and STP will automatically assign root bridges/ports and block loop connections. Influencing STP to choose a particular
switch as the root bridge using the Priority setting, or influencing STP to choose a particular port to block using the Port Priority

and Port Cost settings is, however, relatively straight forward.
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Figure 4-3-8-2: Before Applying the STA Rules

In this example, only the default STP values are used.

- LAN1 |

I
A

Root Bridge

= &=

Designated Port

Designated Port

Root Port Root Port

B (=] ¢ =]

Designated Bridge

Blocked [ Port 2 ] [ Port 3 ]

- LAN2 - - LAN3 -

Figure 4-3-8-3: After Applying the STA Rules
The switch with the lowest Bridge ID (switch C) was elected the root bridge, and the ports were selected to give a high port cost
between switches B and C. The two (optional) Gigabit ports (default port cost = 20,000) on switch A are connected to one
(optional) Gigabit port on both switch B and C. The redundant link between switch B and C is deliberately chosen as a 100 Mbps
Fast Ethernet link (default port cost = 200,000). Gigabit ports could be used, but the port cost should be increased from the

default to ensure that the link between switch B and switch C is the blocked link.
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4.3.8.2 STP System Configuration

This page allows you to configure STP system settings. The settings are used by all STP Bridge instances in the Switch. The
Industrial Managed Switch support the following Spanning Tree protocols:
Compatiable -- Spanning Tree Protocol (STP):Provides a single path between end stations, avoiding and
eliminating loops.
Normal -- Rapid Spanning Tree Protocol (RSTP) : Detects and uses of network topologies that provide faster
spanning tree convergence, without creating forwarding loops.
Extension — Multiple Spanning Tree Protocol (MSTP) : Defines an extension to RSTP to further develop the
usefulness of virtual LANs (VLANS). This "Per-VLAN" Multiple Spanning Tree Protocol configures a separate
Spanning Tree for each VLAN group and blocks all but one of the possible alternate paths within each Spanning

Tree.

The STP System Configuration screen in Figure 4-3-8-4 appears.

STP Bridge Configuration

Basic Settings

Protocol Version MSTP v
Bridge Priority 32768 v
Hello Time 2
Forward Delay 15
Max Age 20
Maximum Hop Count | 20
Transmit Hold Count | 6

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard
Port Error Recovery
Port Error Recovery Timeout

Apply || Reset.

Figure 4-3-8-4: STP Bridge Configuration Page Screenshot

The page includes the following fields:

Basic Settings

Object Description

¢ Protocol Version The STP protocol version setting. Valid values are:

B STP (IEEE 802.1D Spanning Tree Protocol)

B RSTP (IEEE 802.2w Rapid Spanning Tree Protocol)
B  MSTP (IEEE 802.1s Multiple Spanning Tree Protocol)

e Bridge Priority Controls the bridge priority. Lower numeric values have better priority. The bridge priority plus

the MSTI instance number, concatenated with the 6-byte MAC address of the switch forms a
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Bridge Identifier.
For MSTP operation, this is the priority of the CIST. Otherwise, this is the priority of the
STP/RSTP bridge.

Hello Time

The interval between sending STP BPDU's. Valid values are in the range 1 to 10 seconds,

default is 2 seconds

Forward Delay

The delay used by STP Bridges to transition Root and Designated Ports to Forwarding (used in
STP compatible mode). Valid values are in the range 4 to 30 seconds

-Default: 15

-Minimum: The higher of 4 or [(Max. Message Age / 2) + 1]

-Maximum: 30

Max Age

The maximum age of the information transmitted by the Bridge when it is the Root Bridge. Valid
values are in the range 6 to 40 seconds.

-Default: 20

-Minimum: The higher of 6 or [2 x (Hello Time + 1)].

-Maximum: The lower of 40 or [2 x (Forward Delay -1)]

Maximum Hop Count

This defines the initial value of remaining Hops for MSTI information generated at the boundary
of an MSTI region. It defines how many bridges a root bridge can distribute its BPDU

information. Valid values are in the range 6 to 40 hops.

Transmit Hold Count

The number of BPDU's a bridge port can send per second. When exceeded, transmission of the

next BPDU will be delayed. Valid values are in the range 1 to 10 BPDU's per second.

Advanced Settings

Object

Description

Edge Port BPDU
Filtering

Control whether a port explicitly configured as Edge will transmit and receive BPDUs.

Edge Port BPDU Guard

Control whether a port explicitly configured as Edge will disable itself upon reception of a BPDU.

The port will enter the error-disabled state, and will be removed from the active topology.

Port Error Recovery

Control whether a port in the error-disabled state automatically will be enabled after a certain
time. If recovery is not enabled, ports have to be disabled and re-enabled for normal STP

operation. The condition is also cleared by a system reboot.

Port Error Recovery

The time that has to pass before a port in the error-disabled state can be enabled. Valid values

Timeout are between 30 and 86400 seconds (24 hours).
The Industrial Managed Switch implements the Rapid Spanning Protocol as the default spanning
@ tree protocol. When selecting “Compatibles” mode, the system uses the RSTP (802.1w) to be
Note compatible and to co-work with another STP (802.1D)'s BPDU control packet.
Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.8.3 Bridge Status

This page provides a status overview for all STP bridge instances. The displayed table contains a row for each STP bridge

instance, where the column displays the following information: The Bridge Status screen in Figure 4-3-8-5 appears.

STP Bridges
MSTI Bridge ID Root Topology | Topology
ID Port | Cost Flag Change Last
IST 80:00-00:30:4F:11:22:55  80:00-00:30:4F:11:22:55 - 0 Steady -

Auto-refrash [

Figure 4-3-8-5: STP Bridge Status Page Screenshot

The page includes the following fields:

Object Description

o MSTI The Bridge Instance. This is also a link to the STP Detailed Bridge Status.

¢ Bridge ID The Bridge ID of this Bridge instance.

¢ RootID The Bridge ID of the currently elected root bridge.

¢ Root Port The switch port currently assigned the root port role.

¢ Root Cost Root Path Cost. For the Root Bridge this is zero. For all other Bridges, it is the

sum of the Port Path Costs on the least cost path to the Root Bridge.

e Topology Flag The current state of the Topology Change Flag for this Bridge instance.

e Topology Change Last | The time since last Topology Change occurred.

Buttons

Auto-refresh i Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds.

Refiesh : Click to refresh the page immediately.
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This page allows the user to inspect the current STP CIST port configurations, and possibly change them as well. The CIST Port

Configuration screen in Figure 4-3-8-6 appears.

STP CIST Port Configuration
CIST Aggregated Port Configuration

The page includes the following fields:

— :

Port EI'IS;LTEd Path Cost Priority | Admin Edge | Auto Edge EET:T:’?N BPDU Guard Pul;r';ti;ttn—
- O |Aaw v | [128 v] [MNonBlee v O O N Forred Troe &

CIST Nermal Pert Configuration
Restricted :

Port Eni-ﬂred Path Cost Priority | Admin Edge | Auto Edge R::;ETT;N BPDU Guard PuFl'r';ti;ttn—
SR i R P S <Al v| [zl v O O O ] <All> v
1 0O [awe ] 128 | [ Non-Blee v O O O
2 O |aw v 128 % |NonBle v O O ] At v
3 0O [awe v | (128 v| [MonBles v O O ] At v
4 0O [awe v | [128 v| [MonBles v O O ] At v
5 O [aw v | (128 v| |[MNonBlee v O O ] At v
B O [aw v | [128 v] [MNonBlee v O O N At v
70 [aw v 1128 | [ Non-Blge v O O O
8 M law 128 %] [ MNonBidge O O O

Figure 4-3-8-6 : STP CIST Port Configuration Page Screenshot

Object

Description

e Port

The switch port number of the logical STP port.

e STP Enabled

Controls whether RSTP is enabled on this switch port.

e Path Cost

Controls the path cost incurred by the port. The Auto setting will set the path cost
as appropriate by the physical link speed, using the 802.1D recommended
values. Using the Specific setting, a user-defined value can be entered. The
path cost is used when establishing the active topology of the network. Lower
path cost ports are chosen as forwarding ports in favor of higher path cost ports.

Valid values are in the range 1 to 200000000.

e Priority

Controls the port priority. This can be used to control priority of ports having
identical port cost. (See above).
Default: 128

Range: 0-240, in steps of 16
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e AdminEdge Controls whether the operEdge flag should start as being set or cleared. (The

initial operEdge state when a port is initialized).

e AutoEdge Controls whether the bridge should enable automatic edge detection on the
bridge port. This allows operEdge to be derived from whether BPDU's are

received on the port or not.

e Restricted Role If enabled, causes the port not to be selected as Root Port for the CIST or any
MSTI, even if it has the best spanning tree priority vector. Such a port will be
selected as an Alternate Port after the Root Port has been selected. If set, it can
cause lack of spanning tree connectivity. It can be set by a network administrator
to prevent bridges external to a core region of the network influence the spanning
tree active topology, possibly because those bridges are not under the full control

of the administrator. This feature is also known as Root Guard.

¢ Restricted TCN If enabled, causes the port not to propagate received topology change
notifications and topology changes to other ports. If set it can cause temporary
loss of connectivity after changes in a spanning tree's active topology as a result
of persistently incorrect learned station location information. It is set by a network
administrator to prevent bridges external to a core region of the network, causing
address flushing in that region, possibly because those bridges are not under the
full control of the administrator or the physical link state of the attached LANs

transits frequently.

o BPDU Guard If enabled, causes the port to disable itself upon receiving valid BPDU's. Contrary
to the similar bridge setting, the port Edge status does not effect this setting.
A port entering error-disabled state due to this setting is subject to the bridge Port

Error Recovery setting as well.

e Point-to-point Controls whether the port connects to a point-to-point LAN rather than a shared
medium. This can be automatically determined, or forced either true or false.
Transitions to the forwarding state is faster for point-to-point LANs than for

shared media.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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By default, the system automatically detects the speed and duplex mode used on each port, and configures the path cost
according to the values shown below. Path cost “0” is used to indicate auto-configuration mode. When the short path cost

method is selected and the default path cost recommended by the IEEE 8021w standard exceeds 65,535, the default is set to

65,535.
Port Type IEEE 802.1D-1998 IEEE 802.1w-2001
Ethernet 50-600 200,000-20,000,000
Fast Ethernet 10-60 20,000-2,000,000
Gigabit Ethernet 3-10 2,000-200,000
Table 4-3-8-1: Recommended STP Path Cost Range
Port Type Link Type IEEE 802.1D-1998 IEEE 802.1w-2001
Ethernet Half Duplex 100 2,000,000
Full Duplex 95 1,999,999
Trunk 90 1,000,000
Fast Ethernet Half Duplex 19 200,000
Full Duplex 18 100,000
Trunk 15 50,000
Gigabit Ethernet Full Duplex 4 10,000
Trunk 3 5,000

Table 4-3-8-2: Recommended STP Path Costs

Port Type Link Type IEEE 802.1w-2001
Ethernet Half Duplex 2,000,000
Full Duplex 1,000,000
Trunk 500,000
Fast Ethernet Half Duplex 200,000
Full Duplex 100,000
Trunk 50,000
Gigabit Ethernet Full Duplex 10,000
Trunk 5,000

Table 4-3-8-3: Default STP Path Costs
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4.3.8.5 MSTI Priorities

This page allows the user to inspect the current STP MSTI bridge instance priority configurations, and possibly change them as

well. The MSTI Priority screen in Figure 4-3-8-7 appears.

MSTI Configuration
MSTI Priority Configuration

MSTI | Priority
* <All= w
CIST |32768 +
MSTIM 32768 +
MSTIZ |32768
MSTIZ |32768 +
MSTI4 |32768

v

W

W

MSTIS 32763
MSTIG | 32768
MSTIT 32763

[ Apply ” Feset ]

Figure 4-3-8-7: MSTI Priority Page Screenshot

The page includes the following fields:

Object Description
o MSTI The bridge instance. The CIST is the default instance, which is always active.
e Priority Controls the bridge priority. Lower numerical values have better priority. The

bridge priority plus the MSTI instance number, concatenated with the 6-byte

MAC address of the switch forms a Bridge Identifier.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.8.6 MSTI Configuration

This page allows the user to inspect the current STP MSTI bridge instance priority configurations, and possibly change them as

well. The MSTI Configuration screen in Figure 4-3-8-8 appears.

MSTI Configuration
Add VLAMs separated by spaces or comma.
Unmapped VLANs are mapped to the CIST. (The default bridge instance).
Configuration ldentification
Configuration Name 00-30-4f-11-22-33
Configuration Revision | |0

MSTI Mapping
MSTI VLANS Mapped
ST
MSTIZ
MSTI3
MSTI4
MMSTIS
MSTIG
MSTI7

[ Apply H Reset ]

Figure 4-3-8-8: MSTI Configuration Page Screenshot

The page includes the following fields:

Configuration Identification

Object Description

e Configuration Name The name identifying the VLAN to MSTI mapping. Bridges must share the name
and revision (see below), as well as the VLAN-to-MSTI mapping configuration in
order to share spanning trees for MSTI's. (Intra-region). The name is at most 32

characters.

e Configuration Revision | The revision of the MSTI configuration named above. This must be an integer

between 0 and 65535.
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Object Description

o MSTI The bridge instance. The CIST is not available for explicit mapping, as it will

receive the VLANs not explicitly mapped.

e VLANs Mapped The list of VLAN's mapped to the MSTI. The VLANs must be separated with
comma and/or space. A VLAN can only be mapped to one MSTI. A unused MSTI
should just be left empty. (I.e. not having any VLANs mapped to it.)

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.

4.3.8.7 MSTI Ports Configuration

This page allows the user to inspect the current STP MSTI port configurations, and possibly change them as well. AMSTI port is
a virtual port, which is instantiated separately for each active CIST (physical) port for each MSTI instance configured and

applicable for the port. The MSTI instance must be selected before displaying actual MSTI port configuration options.

This page contains MSTI port settings for physical and aggregated ports. The aggregation settings are global. The MSTI Port
Configuration screen in Figure 4-3-8-9 & Figure 4-3-8-10 appears.

MSTI Port Configuration
Select MSTI

MSTL

Figure 4-3-8-9 : MSTI Port Configuration Page Screenshot

The page includes the following fields:

MSTI Port Configuration

Object Description

o Select MSTI Select the bridge instance and set more detail configuration.
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MST1 MSTI Port Configuration
MSTI Aggregated Ports Configuration

Port Path Cost Priority
- |Ame v 128

MSTI Normal Ports Configuration

Port Path Cost Priority
oAl v <ills W
1 | Ave 128
2 |Aue W 128
3 | Aue W 128w
4 | Aute W 128«
5 |Auwe ¥ 123 =
6 |Aue ¥ 128 =
7o Ao ¥ 128 =

Figure 4-3-8-10 : MST1 MSTI Port Configuration Page Screenshot

The page includes the following fields:

MSTx MSTI Port Configuration

Object Description
e Port The switch port number of the corresponding STP CIST (and MSTI) port.
e Path Cost Controls the path cost incurred by the port. The Auto setting will set the path cost

as appropriate by the physical link speed, using the 802.1D recommended
values. Using the Specific setting, a user-defined value can be entered. The path
cost is used when establishing the active topology of the network. Lower path
cost ports are chosen as forwarding ports in favor of higher path cost ports. Valid

values are in the range 1 to 200000000.

e Priority Controls the port priority. This can be used to control priority of ports having

identical port cost.

Buttons

: Click to set MSTx configuration
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.8.8 Port Status

This page displays the STP CIST port status for port physical ports in the currently selected switch.
The STP Port Status screen in Figure 4-3-8-11 appears.

STP Port Status

Port | CIST Role | CIST State | Uptime

Mon-=TF  Forwarding -
Mon-STF  Forwarding -
Mon-STF Forwarding -
Mon-STF  Forwarding -
Mon-STF Forwarding -
Mon-STF  Forwarding -
Mon-STH Fnrwardmg -

=omedifn -

i e [ T I N

Figure 4-3-8-11: STP Port Status Page Screenshot

The page includes the following fields:

Object Description
e Port The switch port number of the logical STP port.
e CIST Role The current STP port role of the ICST port. The port role can be one of the

following values:

[ | AlternatePort

u BackupPort
u RootPort
[ ] DesignatedPort
] Disable
e CIST State The current STP port state of the CIST port . The port state can be one of the

following values:
] Disabled
u Learning

u Forwarding

o Uptime The time since the bridge port was last initialized.

Buttons

Refiesh : Click to refresh the page immediately.

Auto-refresh i Check this box to refresh the page automatically. Automatic refresh occurs every 3 seconds
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4.3.8.9 Port Statistics

This page displays the STP port statistics counters for port physical ports in the currently selected switch.

The STP Port Statistics screen in Figure 4-3-8-12 appears.

STP Statistics

Transmitted Received Discarded
MSTP | RSTP (STP [ TCN | MSTP | RSTP | STP | TCN | Unknowen | Illegal
Mo ports enabled
Auto-refresh [ [ Refirsh ][ Cleax ]

Port

Figure 4-3-8-12: STP Statistics Page Screenshot

The page includes the following fields:

Object Description

e Port The switch port number of the logical RSTP port.

e MSTP The number of MSTP Configuration BPDU's received/transmitted on the port.

e RSTP The number of RSTP Configuration BPDU's received/transmitted on the port.

e STP The number of legacy STP Configuration BPDU's received/transmitted on the
port.

e TCN The number of (legacy) Topology Change Notification BPDU's

received/transmitted on the port.

e Discarded Unknown The number of unknown Spanning Tree BPDU's received (and discarded) on the
port.
e Discarded lllegal The number of illegal Spanning Tree BPDU's received (and discarded) on the
port.
Buttons
Auto-refresh :::: Automatic refresh occurs every 3 seconds.

: Click to refresh the page immediately.

Fefiesh
: Clears the counters for all ports.
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4.3.9 IGMP Snooping

4.3.9.1 IGMP Snooping

The Internet Group Management Protocol (IGMP) lets host and routers share information about multicast groups
memberships. IGMP snooping is a switch feature that monitors the exchange of IGMP messages and copies them to the CPU
for feature processing. The overall purpose of IGMP Snooping is to limit the forwarding of multicast frames to only ports that are

members of the multicast group.

About the Internet Group Management Protocol (IGMP) Snooping

Computers and network devices that want to receive multicast transmissions need to inform nearby routers that they will
become members of a multicast group. The Internet Group Management Protocol (IGMP) is used to communicate this
information. IGMP is also used to periodically check the multicast group for members that are no longer active. In the case
where there is more than one multicast router on a sub network, one router is elected as the ‘queried’. This router then keeps
track of the membership of the multicast groups that have active members. The information received from IGMP is then used to
determine if multicast packets should be forwarded to a given sub network or not. The router can check, using IGMP, to see if
there is at least one member of a multicast group on a given subnet work. If there are no members on a sub network, packets

will not be forwarded to that sub network.

,JGivn me multicast

A
g_{_-ﬁ-"'

B
— =~
[ | I Multicast
' Recsiver

Multicast ;, Switch
Transmitter ‘
o /
A B N
% H-\-%“‘m s f
— e
IPTY ] ’ | ~—
Server | Router T '
S~ Switch Switch 1 I C
N e
i
A ) Give me multicast *A4.uticasi
Switch | siream Recsiver
i
/N .
/ \ J Give me multicast
J Y stream
b ' "/]
| | Mullicast
‘; _;‘%J Receiver

D
Figure 4-3-9-1: Multicast Service
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Multicast
-9 Receiver
K ’ | I don‘t want

Multicast =4 Switch the stream
Transmitter

Idon’t want
the stream

" t
Switch and witc
& i

\,:::" Switch Multicast
Receiver

Idon't want l \
the stream .
< a g Multicast
P Receiver

Figure 4-3-9-2: Multicast Flooding
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Multicast P IGMP S_nl:u:lping
Transmitter Switch

—
IPTY —
Server

Router .
IGMP Snooping
Switch
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Figure 4-3-9-3: IGMP Snooping Multicast Stream Control
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IGMP Versions 1 and 2
Multicast groups allow members to join or leave at any time. IGMP provides the method for members and multicast routers to
communicate when joining or leaving a multicast group. IGMP version 1 is defined in RFC 1112. It has a fixed packet size and

no optional data. The format of an IGMP packet is shown below:

IGMP Message Format
Octets
0 8 16 31
Type Response Time Checksum

Group Address (all zeros if this is a query)

The IGMP Type codes are shown below:

Type Meaning

0x11 Membership Query (if Group Address is 0.0.0.0)

Specific Group Membership Query (if Group Address is

0x11

Present)
0x16 Membership Report (version 2)
0x17 Leave a Group (version 2)
0x12 Membership Report (version 1)

IGMP packets enable multicast routers to keep track of the membership of multicast groups, on their respective sub networks.
The following outlines what is communicated between a multicast router and a multicast group member using IGMP.

A host sends an IGMP “report” to join a group

A host will never send a report when it wants to leave a group (for version 1).

A host will send a “leave” report when it wants to leave a group (for version 2).

Multicast routers send IGMP queries (to the all-hosts group address: 224.0.0.1) periodically to see whether any group members
exist on their sub networks. If there is no response from a particular group, the router assumes that there are no group members

on the network.

The Time-to-Live (TTL) field of query messages is set to 1 so that the queries will not be forwarded to other sub networks.

IGMP version 2 introduces some enhancements such as a method to elect a multicast queried for each LAN, an explicit leave

message, and query messages that are specific to a given group.
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The states a computer will go through to join or to leave a multicast group are shown below:

—P> Non-Member

Leave Group

Leave Grou
(Stop Timer)  Join Group '

(Send Report
Start Timer)

- -~
< Query Recelved

Pelaying Member Rg:?&“::id Idle Member

(Stop Timer)
Timer Expried

(Send report)
Figure 4-3-9-4: IGMP State Transitions

L

[ ] IGMP Querier —

A router, or multicast-enabled switch, can periodically ask their hosts if they want to receive multicast traffic. If there is more
than one router/switch on the LAN performing IP multicasting, one of these devices is elected “querier” and assumes the

role of querying the LAN for group members. It then propagates the service requests on to any upstream multicast

switch/router to ensure that it will continue to receive the multicast service.

g

Multicast routers use this information, along with a multicast routing protocol such as

Not DVMRP or PIM, to support IP multicasting across the Internet.
ote
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This page provides IPMC Profile related configurations. The IPMC profile is used to deploy the access control on IP multicast

streams. It is allowed to create at maximum 64 Profiles with at maximum 128 corresponding rules for each. The Profile Table

screen in Figure 4-3-9-5 appears.

IPMC Profile Configurations

| Global Profile Mode | Disabled +| |

IPMC Profile Table Setting

Delete | Profile Name

| Profile Description ‘Rule

20

The page includes the following fields:

| Add New IPMC Profile |

Figure 4-3-9-5: IPMC Profile Configuration Page

Object

Description

e Global Profile Mode

Enable/Disable the Global IPMC Profile.
System starts to do filtering based on profile settings only when the global profile

mode is enabled.

Delete

Check to delete the entry.

The designated entry will be deleted during the next save.

Profile Name

The name used for indexing the profile table.
Each entry has the unique name which is composed of at maximum 16

alphabetic and numeric characters. At least one alphabet must be present.

Profile Description

Additional description, which is composed of at maximum 64 alphabetic and

numeric characters, about the profile.

No blank or space characters are permitted as part of description. Use "_" or

to separate the description sentence.

e Rule

When the profile is created, click the edit button to enter the rule setting page of
the designated profile. Summary about the designated profile will be shown by
clicking the view button. You can manage or inspect the rules of the designated
profile by using the following buttons:

- List the rules associated with the designated profile.

@: Adjust the rules associated with the designated profile.

Buttons

[ Add New IPMC Profile ]: Click to add new IPMC profile. Specify the name and configure the new entry. Click "Save”.

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.9.3 Address Entry

This page provides address range settings used in IPMC profile. The address entry is used to specify the address
range that will be associated with IPMC Profile. It is allowed to create at maximum 128 address entries in the

system. The Profile Table screen in Figure 4-3-9-6 appears.

IPMC Profile Address Configuration

[ Refresh ][ | ][ R ]
Mavigate Address Entry Setting in IPMC Profile by |20 entries per page
Delete | Entry Name Start Address ‘ End Address

[ Add Mew Address (Range} Entry ]

Figure 4-3-9-6: IPMC Profile Address Configuration Page

The page includes the following fields:

Object Description

Delete Check to delete the entry.

The designated entry will be deleted during the next save.

Entry Name The name used for indexing the address entry table.
Each entry has the unique name which is composed of at maximum 16

alphabetic and numeric characters. At least one alphabet must be present.

o Start Address The starting IPv4/IPv6 Multicast Group Address that will be used as an address
range.

e End Address The ending IPv4/IPv6 Multicast Group Address that will be used as an address
range.

Buttons

[ Add New Address (Range) Entry

]: Click to add new address range. Specify the name and configure the
addresses. Click "Save”.

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
: Refreshes the displayed table starting from the input fields.

: Updates the table starting from the first entry in the IPMC Profile Address Configuration.

: Updates the table, starting with the entry after the last entry currently displayed.
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4.3.9.4 IGMP Snooping Configuration

This page provides IGMP Snooping related configuration. The IGMP Snooping Configuration screen in Figure 4-3-9-7 appears.

IGMP Snooping Configuration

Global Configuration
Snooping Enabled
Unregisterad IPMCwd Flooding Enabled []
IGMP S5k Range 232000 Qe
Leave Proxy Enabled ]
Froxy Enabled ]

Port Related Configuration

Port | Router Port | Fast Leave | Throttling
* whlls W FI ]l w

1 Lt W ] Unlitnited

2 Lt W r Unlimited +

3 Lty W ] Unlirnited

4 Lt W FI Unlitnited

] Lt W F Unlimited +

B Lty W FI Unlirnited

7 Lt W ] Unlitnited

' . d Unlimited +

Figure 4-3-9-7: IGMP Snooping Configuration Page Screenshot

The page includes the following fields:

Object Description

¢ Snooping Enabled Enable the Global IGMP Snooping.

¢ Unregistered IPMCv4 Enable unregistered IPMCv4 traffic flooding.
Flooding Enabled The flooding control takes effect only when IGMP Snooping is enabled.
When IGMP Snooping is disabled, unregistered IPMCv4 traffic flooding is always

active in spite of this setting.

e IGMP SSM Range SSM (Source-Specific Multicast) Range allows the SSM-aware hosts and routers

run the SSM service model for the groups in the address range.

e Leave Proxy Enable Enable IGMP Leave Proxy. This feature can be used to avoid forwarding

unnecessary leave messages to the router side.

e Proxy Enable Enable IGMP Proxy. This feature can be used to avoid forwarding unnecessary

join and leave messages to the router side.
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¢ Router Port Specify which ports act as IGMP router ports. A router port is a port on the
Ethernet switch that leads towards the Layer 3 multicast device or IGMP querier.
The Switch forwards IGMP join or leave packets to an IGMP router port.
B Auto:
Select “Auto” to have the Industrial Managed Switch automatically
uses the port as IGMP Router port if the port receives IGMP query
packets.
B Fix:
The Industrial Managed Switch always uses the specified port as
an IGMP Router port. Use this mode when you connect an IGMP
multicast server or IP camera which applied with multicast protocol to
the port.
B None:
The Industrial Managed Switch will not use the specified port as an
IGMP Router port. The Industrial Managed Switch will not keep any
record of an IGMP router being connected to this port. Use this mode
when you connect other IGMP multicast servers directly on the
non-querier Industrial Managed Switch and don’t want the multicast
stream to be flooded by uplinking switch through the port that is

connected to the IGMP querier.

e Fast Leave Enable the fast leave on the port.

e Throtting Enable to limit the number of multicast groups to which a switch port can belong.

Buttons
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.9.5 IGMP Snooping VLAN Configuration

Each page shows up to 99 entries from the VLAN table, default being 20, selected through the "entries per page" input field.
When first visited, the web page will show the first 20 entries from the beginning of the VLAN Table. The first displayed will be
the one with the lowest VLAN ID found in the VLAN Table.

The "VLAN" input fields allow the user to select the starting point in the VLAN Table. The IGMP Snooping VLAN Configuration

screen in Figure 4-3-9-8 appears.

IGMP Snooping VLAN Configuration

[Refresh ][ | ][ S ]

Start from VLAN 1 with |20 entries per page

elete nooping Enable uerier elecron uerier ress ompatbiin Sec .1 sec .1 sec Sec
Delete | VLAN ID | Snooping Enabled | Querier Election | Querier Add C tibility | PRI | RV | QI (sec) | QRI (0.1 sec) | LLQI (0.1 sec) | URI (sec)

Figure 4-3-9-8: IGMP Snooping VLAN Configuration Page Screenshot

The page includes the following fields:

Object Description

o Delete Check to delete the entry. The designated entry will be deleted during the next
save.

e VLANID The VLAN ID of the entry.

IGMP Snooping Enable | Enable the per-VLAN IGMP Snooping. Only up to 32 VLANs can be selected.

¢ Querier Election Enable the IGMP Querier election in the VLAN. Disable to act as an IGMP
Non-Querier.

¢ Querier Address Define the IPv4 address as source address used in IP header for IGMP Querier
election.

B When the Querier address is not set, system uses IPv4 management
address of the IP interface associated with this VLAN.

B When the IPv4 management address is not set, system uses the first
available IPv4 management address. Otherwise, system uses a
pre-defined value.

By default, this value will be 192.0.2.1

o Compatibility Compatibility is maintained by hosts and routers taking appropriate actions
depending on the versions of IGMP operating on hosts and routers within a
network. The allowed selection is IGMP-Auto, Forced IGMPvl, Forced

IGMPv2, Forced IGMPv3.

Default compatibility value is IGMP-Auto.

e PRI (PRI) Priority of Interface. It indicates the IGMP control frame priority level
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generated by the system. These values can be used to prioritize different classes

of traffic.

The allowed range is 0 (best effort) to 7 (highest), default interface priority value
is 0

e RV Robustness Variable. The Robustness Variable allows tuning for the expected

packet loss on a network.

The allowed range is 1 to 255, default robustness variable value is 2.

o Ql Query Interval. The Query Interval is the interval between General Queries sent
by the Querier. The allowed range is 1 to 31744 seconds, default query interval

is 125 seconds.

e QRI Query Response Interval. The Max Response Time used to calculate the Max

Resp Code inserted into the periodic General Queries.

The allowed range is 0 to 31744 in tenths of seconds, default query response

interval is 100 in tenths of seconds (10 seconds).

e LLQI (LMQI for IGMP) Last Member Query Interval. The Last Member Query Time is the time value
represented by the Last Member Query Interval, multiplied by the Last Member

Query Count.

The allowed range is 0 to 31744 in tenths of seconds, default last member query

interval is 10 in tenths of seconds (1 second).

e URI Unsolicited Report Interval. The Unsolicited Report Interval is the time between

repetitions of a host's initial report of membership in a group.

The allowed range is 0 to 31744 seconds, default unsolicited report interval is 1

second.

Buttons

Refiesh : Refreshes the displayed table starting from the "VLAN" input fields.

: Updates the table starting from the first entry in the VLAN Table, i.e. the entry with the lowest VLAN ID.

==
- : Updates the table, starting with the entry after the last entry currently displayed.
| Add New IGMP VLAN

: Click to add new IGMP VLAN. Specify the VID and configure the new entry.

Click "Save". The specific IGMP VLAN starts working after the corresponding static VLAN is also created.

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.9.6 IGMP Snooping Port Group Filtering

In certain switch applications, the administrator may want to control the multicast services that are available to end users. For
example, an IP/TV service based on a specific subscription plan. The IGMP filtering feature fulfills this requirement by restricting
access to specified multicast services on a switch port, and IGMP throttling limits the number of simultaneous multicast groups a

port can join.

IGMP filtering enables you to assign a profile to a switch port that specifies multicast groups that are permitted or denied on the
port. An IGMP filter profile can contain one or more, or a range of multicast addresses; but only one profile can be assigned to a
port. When enabled, IGMP join reports received on the port are checked against the filter profile. If a requested multicast group
is permitted, the IGMP join report is forwarded as normal. If a requested multicast group is denied, the IGMP join report is

dropped.

IGMP throttling sets a maximum number of multicast groups that a port can join at the same time. When the maximum number
of groups is reached on a port, the switch can take one of two actions; either “deny” or “replace”. If the action is set to deny, any
new IGMP join reports will be dropped. If the action is set to replace, the switch randomly removes an existing group and
replaces it with the new multicast group. The IGMP Snooping Port Group Filtering Configuration screen in Figure 4-3-9-9

appears.

IGMP Snooping Port Filtering Profile Configuration

Port | Filtering Profile

- W

C 15 ) [ [

299299909

Figure 4-3-9-9: IGMP Snooping Port Filtering Profile Configuration Page Screenshot

The page includes the following fields:

Object Description
e Port The logical port for the settings.
¢ Filtering Profile Select the IPMC Profile as the filtering condition for the specific port. Summary

about the designated profile will be shown by clicking the view button

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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This page provides IGMP Snooping status. The IGMP Snooping Status screen in Figure 4-3-9-10 appears.

Auto-refresh [

IGMP Snooping Status

Statistics

YLAN
ID

Host
Yersion

Querier
Version

Querier

Queries
Received

Queries
Transmitted

¥1 Reports
Received

¥2 Reports

Status Received

¥3 Reports

Received

Y2 Leaves
Received

Router Port

Port
1

Status

M = L ha

Figure 4-3-9-10: IGMP Snooping Status Page Screenshot

The page includes the following fields:

Object

Description

VLAN ID

The VLAN ID of the entry.

Querier Version

Working Querier Version currently.

Host Version

Working Host Version currently.

Querier Status

Show the Querier status is "ACTIVE" or "IDLE".

Querier Transmitted

The number of Transmitted Querier.

Querier Received

The number of Received Querier.

V1 Reports Received

The number of Received V1 Reports.

V2 Reports Received

The number of Received V2 Reports.

V3 Reports Received

The number of Received V3 Reports.

V2 Leave Received

The number of Received V2 Leave.

Router Port

Display which ports act as router ports. A router port is a port on the Ethernet

switch that leads towards the Layer 3 multicast device or IGMP querier.

Static denotes the specific port is configured to be a router port.

Dynamic denotes the specific port is learnt to be a router port.

Both denote the specific port is configured or learnt to be a router port.

Port

Switch port number.

Status

Indicate whether specific port is a router port or not.

Buttons

Eefresh

Auto-refresh

: Click to refresh the page immediately.

: Clears all Statistics counters.

i Automatic refresh occurs every 3 seconds.
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4.3.9.8 IGMP Group Information

Entries in the IGMP Group Table are shown on this Page. The IGMP Group Table is sorted first by VLAN ID, and then by group.
Each page shows up to 99 entries from the IGMP Group table, default being 20, selected through the "entries per page" input
field. When first visited, the web page will show the first 20 entries from the beginning of the IGMP Group Table. The "Start from
VLAN", and "group" input fields allow the user to select the starting point in the IGMP Group Table. The IGMP Groups

Information screen in Figure 4-3-9-11 appears.

IGMP Snooping Group Information

Auto-refresh | |Refresh|| << || ==

Start from VLAN |1 and group Address 224.0.0.0 with |20 entries per page.

Port Members
VLAN ID Groups ]|2‘3|4|5 ‘6|?|B|9|1ﬂ‘11‘12‘13‘14|15|16|1?|18|19|2D|21|22|23|24|25|26‘2?‘2B
1 2392552585250

d

Figure 4-3-9-11: IGMP Snooping Groups Information Page Screenshot

The page includes the following fields:

Object Description
e VLANID VLAN ID of the group.
e Groups Group address of the group displayed.
e Port Members Ports under this group.
Buttons
Auto-refresh ‘:::: Automatic refresh occurs every 3 seconds.

: Refreshes the displayed table starting from the input fields.
: Updates the table, starting with the first entry in the IGMP Group Table.

==
: Updates the table, starting with the entry after the last entry currently displayed.
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4.3.9.9 IGMPv3 SFM Information

Entries in the IGMP SFM Information Table are shown on this page. The IGMP SFM (Source-Filtered Multicast)
Information Table also contains the SSM (Source-Specific Multicast) information. This table is sorted first by VLAN
ID, then by group, and then by Port. Different source addresses belong to the same group are treated as single

entry. The IGMP SFM Information screen in Figure 4-3-9-12 appears.

IGMP SFM Information

Auto-refresh [ |m| |E| |£|

Start from VLAN and Group |224.U.U.0 |wilh |20 |entries per page.
VLAN ID | Group ‘ Port| Mode |SDIJI'EE Address‘ Type | Hardware Filter/Switch
1 2389255255250 7 Exclude Mone Deny Yes

Figure 4-3-10-12: IGMPv3 SFM Information Page Screenshot

The page includes the following fields:

Object Description

e VLANID VLAN ID of the group.

e Groups Group address of the group displayed.

e Port Switch port number.

e Mode Indicates the filtering mode maintained per (VLAN ID, port number, Group Address)

basis. It can be either Include or Exclude.

e Source Address IP Address of the source.
Currently, the maximum number of IPv4 source address for filtering (per group) is 8.
When there is no any source filtering address, the text "None" is shown in the Source

Address field.

e Type Indicates the Type. It can be either Allow or Deny.

e Hardware Filter/Switch | Indicates whether data plane destined to the specific group address from the source

IPv4 address could be handled by chip or not.

Buttons

Auto-refresh i Automatic refresh occurs every 3 seconds.
HEES : Refreshes the displayed table starting from the input fields.
: Updates the table starting from the first entry in the IGMP SFM Information Table.

==
: Updates the table, starting with the entry after the last entry currently displayed.
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4.3.10.1 MLD Snooping Configuration

This page provides MLD Snooping related configuration. The MLD Snooping Configuration screen in Figure 4-3-10-1 appears.

MLD Snooping Configuration

Global Configuration
Snooping Enabled
Unregistered IPMCvE Flooding Enabled []
MLD S5M Range fi3e: f9
Leave Proxy Enabled [FI
Froxy Enabled ]

Port Related Configuration

Port | Router Port | Fast Leave | Throttling
* <Al W r <hll= W
1 Lot W ] Unlirnited w
2 At W r Unlirnited |+
3 Lot W ] Unlirnited w
4 Lo W ] Unlimited
g Ao W O Unlimited  +
B Lo W ] Unlimited
7 Ao W O Unlimited  +

Figure 4-3-10-1: MLD Snooping Configuration Page Screenshot

The page includes the following fields:

Object

Description

Snooping Enabled

Enable the Global MLD Snooping.

Unregistered IPMCv6
Flooding enabled

Enable unregistered IPMCv6 traffic flooding.
The flooding control takes effect only when MLD Snooping is enabled.
When MLD Snooping is disabled, unregistered IPMCv6 traffic flooding is always

active in spite of this setting.

MLD SSM Range

SSM (Source-Specific Multicast) Range allows the SSM-aware hosts and routers

run the SSM service model for the groups in the address range.

Leave Proxy Enable

Enable MLD Leave Proxy. This feature can be used to avoid forwarding

unnecessary leave messages to the router side.

Proxy Enable

Enable MLD Proxy. This feature can be used to avoid forwarding unnecessary
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join and leave messages to the router side.

e Router Port Specify which ports act as router ports. A router port is a port on the Ethernet
switch that leads towards the Layer 3 multicast device or MLD querier.

If an aggregation member port is selected as a router port, the whole aggregation
will act as a router port. The allowed selection is Auto, Fix, Fone, default

compatibility value is Auto.

e Fast Leave Enable the fast leave on the port.

e Throtting Enable to limit the number of multicast groups to which a switch port can belong.

Buttons

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.10.2 MLD Snooping VLAN Configuration

Each page shows up to 99 entries from the VLAN table, default being 20, selected through the "entries per page" input field.
When first visited, the web page will show the first 20 entries from the beginning of the VLAN Table. The first displayed will be
the one with the lowest VLAN ID found in the VLAN Table.

The "VLAN" input fields allow the user to select the starting point in the VLAN Table. The MLD Snooping VLAN Configuration

screen in Figure 4-3-10-2 appears.

MLD Snooping VLAN Configuration

Refresh|| |«< || ==

Start from VLAN |1 with |20 entries per page.
VLAN ID | Snooping Enabled | Querier Election | Compatibility | PRI | RV | QI (sec) |QRI (0.1 sec)|LLQI (0.1 sec)| URI (sec)
1 Ld L4 MLD-Auto vl |0 2 125 100 10 1
Apply || Resst

Figure 4-3-10-2: IGMP Snooping VLAN Configuration Page Screenshot

The page includes the following fields:

Object Description

e Delete Check to delete the entry. The designated entry will be deleted during the next
save.

e VLANID The VLAN ID of the entry.

e MLD Snooping Enable | Enable the per-VLAN MLD Snooping. Up to 32 VLANs can be selected for MLD

Snooping.

e Querier Election Enable to join MLD Querier election in the VLAN. Disable to act as a MLD
Non-Querier.

o Compatibility Compatibility is maintained by hosts and routers taking appropriate actions

depending on the versions of MLD operating on hosts and routers within a
network. The allowed selection is MLD-Auto, Forced MLDv1l, Forced MLDv2,

default compatibility value is MLD-Auto.

e PRI (PRI) Priority of Interface. It indicates the MLD control frame priority level
generated by the system. These values can be used to prioritize different classes
of traffic. The allowed range is 0 (best effort) to 7 (highest), default interface

priority value is 0

e RV Robustness Variable. The Robustness Variable allows tuning for the expected
packet loss on a network. The allowed range is 1 to 255, default robustness

variable value is 2.

o QI Query Interval. The Query Interval is the interval between General Queries sent
by the Querier. The allowed range is 1 to 31744 seconds, default query interval

is 125 seconds.
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e QRI Query Response Interval. The Max Response Time used to calculate the Max
Resp Code inserted into the periodic General Queries. The allowed range is 0 to
31744 in tenths of seconds, default query response interval is 100 in tenths of

seconds (10 seconds).

e LLQI (LMQI for IGMP) Last Member Query Interval. The Last Member Query Time is the time value
represented by the Last Member Query Interval, multiplied by the Last Member
Query Count. The allowed range is 0 to 31744 in tenths of seconds, default last

member query interval is 10 in tenths of seconds (1 second).

e URI Unsolicited Report Interval. The Unsolicited Report Interval is the time between
repetitions of a host's initial report of membership in a group. The allowed range

is 0 to 31744 seconds, default unsolicited report interval is 1 second.

Buttons
: Refreshes the displayed table starting from the "VLAN" input fields.
: Updates the table starting from the first entry in the VLAN Table, i.e. the entry with the lowest VLAN ID.

==
: Updates the table, starting with the entry after the last entry currently displayed.
| Add New MLD VLAN

:Click to add new MLD VLAN. Specify the VID and configure the new entry.

Click "Save". The specific MLD VLAN starts working after the corresponding static VLAN is also created.
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.10.3 MLD Snooping Port Group Filtering

In certain switch applications, the administrator may want to control the multicast services that are available to end users. For
example, an IP/TV service based on a specific subscription plan. The MLD filtering feature fulfills this requirement by restricting
access to specified multicast services on a switch port, and MLD throttling limits the number of simultaneous multicast groups a

port can join.

MLD filtering enables you to assign a profile to a switch port that specifies multicast groups that are permitted or denied on the
port. A MLD filter profile can contain one or more, or a range of multicast addresses; but only one profile can be assigned to a
port. When enabled, MLD join reports received on the port are checked against the filter profile. If a requested multicast group is

permitted, the MLD join report is forwarded as normal. If a requested multicast group is denied, the MLD join report is dropped.

MLD throttling sets a maximum number of multicast groups that a port can join at the same time. When the maximum number of
groups is reached on a port, the switch can take one of two actions; either “deny” or “replace”. If the action is set to deny, any
new MLD join reports will be dropped. If the action is set to replace, the switch randomly removes an existing group and
replaces it with the new multicast group. The MLD Snooping Port Group Filtering Configuration screen in Figure 4-3-10-3

appears.

MLD Snooping Port Filtering Profile Configuration

Port | Filtering Profile
1 -
2 - ™
3 - v
4 i -
M - v
- -
7 -
2T, ) - W

Figure 4-3-10-3: MLD Snooping Port Group Filtering Configuration Page Screenshot

The page includes the following fields:

Object Description
e Port The logical port for the settings.
¢ Filtering Group Select the IPMC Profile as the filtering condition for the specific port. Summary

about the designated profile will be shown by clicking the view button.

Buttons
: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.10.4 MLD Snooping Status
This page provides MLD Snooping status. The IGMP Snooping Status screen in Figure 4-3-10-4 appears.

Auto-refresh [

MLD Snooping Status

Statistics

VLAMN | Querier

Host | Querier Queries Queries |¥1 Reports | ¥2 Reports | ¥1 Leaves
ID | Version|Version| Status | Transmitted | Received | Received Received | Received

Router Port

Port | Status

—

LOu T Wy Y RS Y N0

Figure 4-3-10-4: MLD Snooping Status Page Screenshot

The page includes the following fields:

Object

Description

e VLANID

The VLAN ID of the entry.

e Querier Version

Working Querier Version currently.

e Host Version

Working Host Version currently.

¢ Querier Status

Shows the Querier status is "ACTIVE" or "IDLE".

"DISABLE" denotes the specific interface is administratively disabled.

¢ Querier Transmitted

The number of Transmitted Querier.

e Querier Received

The number of Received Querier.

o V1 Reports Received

The number of Received V1 Reports.

e V2 Reports Received

The number of Received V2 Reports.

e V1 Leave Received

The number of Received V1 Leaves.

e Router Port

Display which ports act as router ports. A router port is a port on the Ethernet
switch that leads towards the Layer 3 multicast device or MLD querier.

Static denotes the specific port is configured to be a router port.

Dynamic denotes the specific port is learnt to be a router port.

Both denote the specific port is configured or learnt to be a router port.

e Port Switch port number.
o Status Indicates whether specific port is a router port or not.
Buttons
Refiesh

: Click to refresh the page immediately.

: Clears all Statistics counters.

Auto-refresh i Automatic refresh occurs every 3 seconds.
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Entries in the MLD Group Table are shown on this page. The MLD Group Table is sorted first by VLAN ID, and then by group.

Each page shows up to 99 entries from the MLD Group table, default being 20, selected through the "entries per page" input

field. When first visited, the web page will show the first 20 entries from the beginning of the MLD Group Table.

The "Start from VLAN", and "group” input fields allow the user to select the starting point in the MLD Group Table. The MLD

Groups Information screen in Figure 4-3-10-5 appears.

MLD Snooping Group Information

Auto-refresh Refresh| | |<< || ==

Start from WLAN |1 and group Address |ff00::

with |20 entries per page.

Port Members

viaNID|  Groups  [1|2[34| 5 [6|7|s|o[10|11]12|13]14|15|16]17|18]19]20|21|2223]24]25]26|27]28

1 fil2::c
1 ff02::fb
1 ff02:1:3
1 ff02:1:ffbfcel3

14
L
s

v

Figure 4-3-10-5: MLD Snooping Groups Information Page Screenshot

The page includes the following fields:

Object Description
e VLANID VLAN ID of the group.
e Groups Group address of the group displayed.

e Port Members

Ports under this group.

Buttons

Auto-refresh ‘ ------- i Automatic refresh occurs every 3 seconds.

Eefiesh

: Click to refresh the page immediately.

: Updates the table, starting with the first entry in the IGMP Group Table.

=
: Updates the table, starting with the entry after the last entry currently displayed.
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4.3.10.6 MLDv2 Information

Entries in the MLD SFM Information Table are shown on this page. The MLD SFM (Source-Filtered Multicast) Information Table
also contains the SSM (Source-Specific Multicast) information. This table is sorted first by VLAN ID, then by group, and then by
Port. Different source addresses belong to the same group are treated as single entry. Each page shows up to 99 entries from
the MLD SFM Information table, default being 20, selected through the "entries per page" input field. When first visited, the web
Page will show the first 20 entries from the beginning of the MLD SFM Information Table.

The "Start from VLAN", and "group" input fields allow the user to select the starting point in the MLD SFM Information Table.

The MLDv2 Information screen in Figure 4-3-10-6 appears.

MLD SFM Information

Auto-refresh [ [ Eefiesh H kot H paes ]

otart from WLAMN |1 and Group |f00:: with |20 | entries per page.

VLAMN ID | Group | Port | Mode | Source Address | Type | Hardware Filter/Switch
Mo mare entries

Figure 4-3-10-6: MLD SSM Information Page Screenshot

The page includes the following fields:

Object Description

e VLANID VLAN ID of the group.

e Group Group address of the group displayed.

e Port Switch port number.

¢ Mode Indicates the filtering mode maintained per (VLAN ID, port number, Group

Address) basis. It can be either Include or Exclude.

e Source Address IP Address of the source. Currently, system limits the total number of IP source

addresses for filtering to be 128.

o Type Indicates the Type. It can be either Allow or Deny.

e Hardware Filter/Switch | Indicates whether data plane destined to the specific group address from the

source IPv6 address could be handled by chip or not.

Buttons

Auto-refresh :::: Automatic refresh occurs every 3 seconds.
: Refreshes the displayed table starting from the input fields.
: Updates the table starting from the first entry in the MLD SFM Information Table.

==
: Updates the table, starting with the entry after the last entry currently displayed.
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4.3.11 MVR (Multicast VLAN Registration)

The MVR feature enables multicast traffic forwarding on the Multicast VLANS.

B Inamulticast television application, a PC or a network television or a set-top box can receive the multicast stream.

M  Multiple set-top boxes or PCs can be connected to one subscriber port, which is a switch port configured as an MVR
receiver port. When a subscriber selects a channel, the set-top box or PC sends an IGMP/MLD report message to Switch
A to join the appropriate multicast group address.

Il Uplink ports that send and receive multicast data to and from the multicast VLAN are called MVR source ports.

It is allowed to create at maximum 8 MVR VLANSs with corresponding channel settings for each Multicast VLAN. There will be

totally at maximum 256 group addresses for channel settings.

Service Provider

—_— —_—{T > o .
III' —=~{ Layer 3 Multicast Router

Multicast Server

“Service
Network

MVR Layer 2 Switch
—

“
~f—

=
\
o g

Set-top Box
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4.3.11.1 MVR Configuration
. This page provides MVR related configuration. The MVR screen in Figure 4-3-11-1 appears

MVR Configurations

| MVR Mode | | Disakled | |

VLAN Interface Setting (Role [l:Inactive { S:Source [ R:Receiver])

| Delete ‘ MYR ¥ID [ MY¥R Name | IGMP Address ‘ Mode |Tagging ‘ Priority | LLOQI ‘ Interface Channel Profile

| Add New MVR VLAN |

Immediate Leave Setting

Port | Immediate Leave
* il
Drisahlad
Drisakled
Dizahled

b
b
b
Disabled »
W
L
L

Drizabled
Disahled
Disabled

bt N 3 S & TR S TR T N T

Figure 4-3-11-1: MVR Configuration Page Screenshot

The page includes the following fields:

Object Description

¢ MVR Mode Enable/Disable the Global MVR.
The Unregistered Flooding control depends on the current configuration in IGMP/MLD
Snooping.

It is suggested to enable Unregistered Flooding control when the MVR group table is full.

e Delete Check to delete the entry. The designated entry will be deleted during the next save.

e MVRVID Specify the Multicast VLAN ID.
Be Caution: MVR source ports are not recommended to be overlapped with

management VLAN ports.

¢ MVR Name MVR Name is an optional attribute to indicate the name of the specific MVR VLAN.
Maximum length of the MVR VLAN Name string is 16. MVR VLAN Name can only
contain alphabets or numbers. When the optional MVR VLAN name is given, it should
contain at least one alphabet. MVR VLAN name can be edited for the existing MVR

VLAN entries or it can be added to the new entries.

¢ IGMP Address Define the IPv4 address as source address used in IP header for IGMP control frames.

The default IGMP address is not set (0.0.0.0).
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When the IGMP address is not set, system uses IPv4 management address of the IP
interface associated with this VLAN.

When the IPv4 management address is not set, system uses the first available IPv4
management address. Otherwise, system uses a pre-defined value. By default, this

value will be 192.0.2.1.

e Mode

Specify the MVR mode of operation. In Dynamic mode, MVR allows dynamic MVR
membership reports on source ports. In Compatible mode, MVR membership reports are

forbidden on source ports. The default is Dynamic mode.

e Tagging

Specify whether the traversed IGMP/MLD control frames will be sent as Untagged or

Tagged with MVR VID. The default is Tagged.

e Priority

Specify how the traversed IGMP/MLD control frames will be sent in prioritized manner.

The default Priority is O.

e LLQI

Define the maximum time to wait for IGMP/MLD report memberships on a receiver port
before removing the port from multicast group membership. The value is in units of
tenths of a seconds. The range is from 0 to 31744. The default LLQI is 5 tenths or

one-half second.

e Interface

Channel Setting

When the MVR VLAN is created, select the IPMC Profile as the channel filtering
condition for the specific MVR VLAN. Summary about the Interface Channel Profiling (of
the MVR VLAN) will be shown by clicking the view button. Profile selected for designated

interface channel is not allowed to have overlapped permit group address.

e Port

The logical port for the settings.

e Port Role

Configure an MVR port of the designated MVR VLAN as one of the following roles.

B Inactive: The designated port does not participate MVR operations.

B Source: Configure uplink ports that receive and send multicast data as source ports.
Subscribers cannot be directly connected to source ports.

B Receiver: Configure a port as a receiver port if it is a subscriber port and should only
receive multicast data. It does not receive data unless it becomes a member of the
multicast group by issuing IGMP/MLD messages.

Be Caution: MVR source ports are not recommended to be overlapped with

management VLAN ports.

Select the port role by clicking the Role symbol to switch the setting.

| indicates Inactive; S indicates Source; R indicates Receiver

The default Role is Inactive.

¢ Immediate

Leave

Enable the fast leave on the port.

Buttons

| Add Mew MVR VLAN

: Click to add new MVR VLAN. Specify the VID and configure the new entry. Click "Save"

: Click to apply changes

: Click to undo any changes made locally and revert to previously saved values.
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4.3.11.2 MVR Status

This page provides MVR status. The MVR Status screen in Figure 4-3-11-2 appears.

MVR Statistics

IGMP/MLD IGMP/MLD IGMPv1 IGMPY2/MLD¥1 | IGMPY3/MLDv2 | IGMPv2/MLDv1
Queries Received | Queries Transmitted | Joins Received | Reports Received | Reports Received | Leaves Received

Mo mare entries
Auto-refresh [J

YLAN ID

Figure 4-3-11-2: MVR Status Page Screenshot

The page includes the following fields:

Object Description
e VLANID The Multicast VLAN ID.
e |IGMP/MLD Queries Received The number of Received Queries for IGMP and MLD, respectively.

e IGMP/MLD Queries Transmitted The number of Transmitted Queries for IGMP and MLD, respectively.

¢ IGMPv1 Joins Received The number of Received IGMPv1 Joins.

¢ IGMPv2/MLDv1 Reports Received | The number of Received IGMPv2 Joins and MLDv1 Reports, respectively.

e IGMPv3/MLDv2 Reports Received | The number of Received IGMPv1 Joins and MLDv2 Reports, respectively.

¢ IGMPv2/MLDv1 Leaves Received The number of Received IGMPv2 Leaves and MLDv1 Dones, respectively.

Buttons

Eefiesh

: Click to refresh the page immediately.

: Clears all Statistics counters.

Auto-refresh ‘ ------- i Automatic refresh occurs every 3 seconds.
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4.3.11.3 MVR Groups Information

Entries in the MVR Group Table are shown on this page. The MVR Group Table is sorted first by VLAN ID, and then by group.
Each page shows up to 99 entries from the MVR Group table, default being 20, selected through the "entries per page" input
field. When first visited, the web page will show the first 20 entries from the beginning of the MVR Group Table.

The "Start from VLAN", and "group" input fields allow the user to select t